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Motivation

The proliferation of 
images and text 
without clear origins. 

2https://www.buzzfeednews.com/article/chrisstokelwalker/pope-puffy-jacket-ai-midjourney-image-creator-interview

https://www.buzzfeednews.com/article/chrisstokelwalker/pope-puffy-jacket-ai-midjourney-image-creator-interview
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But what about this motivation?  
Hey Jim, 

Here is the fix you were looking for: 
Prints the message we discussed.  

- Cindy 

3



University of California, Berkeley

System: Adobe 
Photoshop

Staff Engineer 
ThomasAdmin Kevyn

Code by Senior 
Engineer Amy

Specification 
Change by 

Admin Kevyn

Code by Senior 
Engineer Amy

Code Tested by 
Engineering 

Manager Juanita

Code by Senior 
Engineer Amy

Certified by 
Project Manager 

Patrice

Trust and Accountability 

Data Flow Diagram Example
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Components of Signet-ring
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Signet-ring manages two types of entities:

Users

Digital objects

Signet-ring manages the relationship between these entities:

Signed object

Lineage

Asynchronous Handshake
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Digital 
Object

User Reader

System Architecture

Signet-ring

API Layer

DB

Registration APIs

Key Management 
APIs

Notification 
Service

Key Management 
Service

Authentication 
APIs

Verification APIs

Digital 
Object
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Registration of Objects

7

User
Id: ABCD

Signet-ring

Document
Hash: abcd

Registration request
Nonce: 1234
Hash: abcd
KeyId: xyz
sABCD: sign(abcd, skxyz) 

Validate xyz
Create tentative object (id: 12308421)
Determine time of registration (treg)

Registration challenge

Object-id: 12308421

Nonce: enc(1234||6789, pkxyz)
1234||6789 = dec(Nonce, skxyz)
Validate original nonce sent in 
the request

Finalize registration
Object-id: 12308421Nonce: 1234||6789||3033

Validate nonces
Signature of Object-id 12308421 (SSR):
sign({12308421, treg,ABCD,sABCD,xyz}, skSR) 

Complete registration

Object-id: 12308421

Nonce: 1234||6789||3033

SSR

User session
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Lineage of Objects
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hello-hcss.git
Commit Hash #1

hello-hcss.git
Commit Hash #2

(Merge from PR#1)

hello-hcss.git
Commit Hash #3

(Merge from PR#2)

hello-hcss.git
Commit Hash #5

(Merge from PR#4)

hello-hcss.git
Commit Hash #6

(Merge from PR#5)

hello-hcss.git
Commit Hash #4

(Merge from PR#3)

hello-ucb.git
Commit Hash #2

(Merge from PR#2)

hello-ucb.git
Commit Hash #1

dependency
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Asynchronous Handshake of Entities
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User U Signet-ring User P

Authentication Request

Authentication Request
p, id(pkp), enc(1234, pkp), enc(1234, pksr), enc(5678, pksr)

Wants to 
authenticate p

authid, u, id(pkp), enc(1234, pkp), expiry time
Decrypt nonce

Authentication Challenge

Authentication Challenge
authid, u, id(pku), enc(1234||7890, pku), 

enc(1234+7890, pksr), enc(2468, pksr)
authid, p, id(pku), enc(1234||7890, pku), expiry time

Decrypt nonce
Verify 1234
Find nonce sent by p (7890)

Authentication Verify

authid, p, 1234, 7890 
Authentication Verify

authid, u, 1234, 7890, expiry time 
Decrypt nonce,
Verify 7890

Accept

authid, u, p, 1234, 7890, accepted
Accept

authid, u, p, 1234, 7890, accepted

Validates p is 
in possession 
of the key

Validates u is in 
possession of 
the key

u & p are mutually 
authenticated

User session User session
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Key Revocation and Invalidating Signatures
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● Administrates signatures for digital object 
● Administrates lineages of digital objects
● Provides authentication of vendors (sources) and of clients (publishers)
● Checks every submittal to Signet-Ring
● Supports Signatures Across Users 

Signet Ring as a Confidence Support System 
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Signet Ring Supporting Complex Providence: 
Motivating Possibility
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hello-hcss.git
Commit Hash #1

hello-hcss.git
Commit Hash #2

(Merge from PR#1)

hello-hcss.git
Commit Hash #3

(Merge from PR#2)

hello-hcss.git
Commit Hash #5

(Merge from PR#4)

hello-hcss.git
Commit Hash #6

(Merge from PR#5)

hello-hcss.git
Commit Hash #4

(Merge from PR#3)

hello-ucb.git
Commit Hash #2

(Merge from PR#2)

hello-ucb.git
Commit Hash #1

dependency
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● Signet-ring is a framework that acts as a central authority, providing robust 
certification services in the sharing of digital objects

Possible integrations, add-ons, steps: 
● Similarity threshold for certified/signed content
● User friendly Mutual Authentication for Organizations 

○ Signet-RingTM

Summary and Future Directions
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Thank you!
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