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Attestation in Confidential Computing

Relying Party Attester

Attestation request
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Holistic View of Attestation
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Attestation Architecture

• Limitations of IETF RATS standard
• Local attestation out of scope (cannot express Intel’s attestation

mechanisms)
• Cannot express anonymous attestation (Intel EPID)
• Various ambiguities, e.g., role vs. entity

• Errata submitted for RATS

• Our proposed TEE-agnostic architecture
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https://www.rfc-editor.org/errata/rfc9334


Groups for Mappings

Vendor solutions
(Intel SGX, Intel TDX, 

AMD SEV-SNP, IBM PEF, ...)

Architecture lead solutions 
(Arm CCA, RISC-V, ...)

Frameworks
(SCONE, Gramine, MAA, Veraison, ...)

• Example: mapping for Arm CCA

Realm instance 
(RIM, REM)

RAK RMM
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Target Environment

Realm Attester

Monitor Security Domain 
(System Boot State, CCA
Parameters, pub(RAK))

CPAK
HES
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Platform 
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Formal Analysis in ProVerif

• Assumptions
• Verifier has preconfigured pub(CPAK) for signature verification
• Secure channel between HES and RMM to transport the RAK key pair

• Integrity of Platform and Realm Evidence

query data : bitstring;

event (accepted(data)) ==> inj-event (sent(data)).
(1)

• For further details and security issues found, please see the draft

https://www.researchgate.net/publication/367284929_SoK_Attestation_in_Confidential_Computing
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