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what is synthesis?
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synthesis synthesis

(as opposed to just writing the code)

e higher level

e simpler, smaller

e easier to get right
e more re-usable

e easier to change

spec

synthesis

'

code\

e lower level
e larger, more complex
e may include optimizations
e large/spread change
for small change in spec




e higher level

e simpler, smaller

e easier to get right
e more re-usable

code \ satisfies | spec \ * easier to change
provable correctness < spec
(high assurance) O
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- automation +l code \
general-purpose domain-specific

synthesis synthesis e lower level
e larger, more complex
e may include optimizations

: . e large/spread change
(as opposed to just writing the code) for small change in spec




formal synthesis = (Kestrel’s research focus
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formal synthesis = (Kestrel’s research focus

our ﬂagshlpvl tool:
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e general-purpose synthesis

e some automation {@O/g e
but user makes “creative” steps e

e spec = higher-order logic theory 7b
e refinement = theory interpretation

e operations to compose 4+ o
specs & refinements

e interfaces to theorem provers
to discharge proof obligations

e Lisp/C/Java code generated {@;é;
from executable specs



formal synthesis = Kestrel’s research focus

our domain-specific generators:

Stateflow & MatLab — C
high-performance resource  (via partial evaluation)
management systems /

securi otocols
(e.g. schedulers) curity pr

Planware MoBIES ProtocoLab
tool

(built on top of Specware)



B8 Hroject at Kestrel %

@ Java Card applet generator

@ synthesis of Java Card Runtime Environment

applet applet \
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JCRE

code
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applet generator

applet applet
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SmartSlang Java Card__

e high assurance
e productivity



SmartSlang

domain-specific language

domain = smart cards
i.e. constructs specialized to smart card applications

under design

basic version done,
many additional constructs planned
precise semantics

in terms of state machines Z &

applet . Command x State — Response x State
but no formal background necessary




SmartSlang example (e-wallet)

type Bal ance = Int (0, MAX BALANCE) : | EXPressive type system

type Amount = Int (1, MAX_AMOUNT) ; eLg.HWegerranges
1000000 (vs. byte/short/int)
const MAX_BALANCE = 0;

const MAX_AMOUNT = 100 ® capture semantics .y,

e automatic mapping short)

state { Bal ance bal ance } to Java Card types int
e.g. Balance - short
command credit (Anmpunt anount) { Amount byte//’

| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;

} else {
respond EXCEEDED BALANCE;

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

pervasive change
in Java Card code

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }|explicit state components

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;

const MAX AMOUNT = 100; .. :
— explicit symbolic commands

state { Bal ance bal ance } with high-l_evel parameters
(vs. bytes in APDUSs)

conmand credi t (Anbunt anount) [{

| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;

} else {
respond EXCEEDED BALANCE;

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE);
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

e familiar to
state { Bal ance bal ance } developers
e “superset of
command credit (Anbunt anount) { subset of Java”
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anpunt; simple Java-like
} else { expressions &
respond EXCEEDED_BALANCE; statements
}

} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE; | explicit responses

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE);

type Anount = Int (1, MAX_AMOUNT) ;

const MAX BALANCE = 10000; all type safety

const MAX_AMOUNT = 100; checked statically
(conservatively)

state { Bal ance bal ance } OOO. no runtime errors

command credit (Anount anount) { * fancy type checker

i f (bal ance + ampunt <= MAX BALANCE) { ® user annotations?

bal ance = bal ance + amount; | type-safe assignments
} else {
respond EXCEEDED BALANCE;

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else { d - -
_ eclarative APDU encoding
) respond EXCEEDED_BALANCE (vs. explicit decoding/dispatch)

}| apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = Ox6A84: Java Card code for
B decoding/dispatching

automatically generated



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;
} CLA
} apdu {OXSOLOXBO,O,O,ubytes[ANDUNT_BYTES](anDunt),O};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;
} INS
} apdu {0x80,[0x30} 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;
} P1 & P2
} apdu {0x80, 0x30,/0, 0} ubyt es[ AMOUNT _BYTES] (anount), 0};

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
} respond EXCEEDED BALANCE; data field (Lc = length)

} apdu {0x80, 0x30, 0, 0,|ubyt es[ AMOUNT_BYTES] (anount )|, 0};

Java Card code

for error handling

(e.g. if amount > 100)
automatically generated

const EXCEEDED BALANCE = 0x6A84;



SmartSlang example (e-wallet)

type Bal ance = I nt (0, MAX BALANCE) ;
type Amount = Int (1, MAX AMOUNT);

const MAX BALANCE = 10000;
const MAX_ AMOUNT = 100;

state { Bal ance bal ance }

command credit (Anount anount) {
| f (bal ance + anmount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;

} Le
} apdu {Ox80,0x30,0,0,ubytes[ANDUNT_BYTES](annunt),[};

const EXCEEDED BALANCE = 0x6A84;



e-wallet example

~ 40 lines
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e-wallet Java Card code

void credit (APDU apdu) {
byte[] buffer = apdu.getBuffer();
I f ((buffer[1SOr816. OFFSET P1] !'= 0) ||
(buffer[ISOr816. OFFSET _P2] !'= 0))
| SOException.throwit (1 S0O7816. SW WRONG P1P2) ;
| nDat aLength =
nonNegat i veByte(buffer[1SOr816. OFFSET L(C]);
| f (i nDatalLength !'= 1)
| SOEXception.throwlt (I SO7816. SW WRONG LENGTH) ;
recei vel ncom ngbDat a( apdu) ;
short amount = nonNegativeByte(inData[0]);
I f ((amount < 1) || (anmobunt > 100))
| SOException.throwlt (I SO7816. SW WRONG_DATA) ;
I f ((short) (bal ance + anobunt) <= MAX BALANCE)
bal ance = (short) (bal ance + anopunt);
el se
| SOException.throw t ((short) EXCEEDED BALANCE) ;



e-wallet Java Card code

void credit (APDU apdu) {

interesting
computation

byte[] buffer = apdu.getBuffer();
I f ((buffer[1SOr816. OFFSET P1] !'= 0) ||
(buffer[ISOr816. OFFSET _P2] !'= 0))

| SOException.throwit (1 S0O7816. SW WRONG P1P2) ;
| nDat aLength =

nonNegat i veByte(buffer[1SOr816. OFFSET L(C]);
| f (i nDatalLength !'= 1)

| SOEXception.throwlt (I SO7816. SW WRONG LENGTH) ;
recei vel ncom ngbDat a( apdu) ;
short amount = nonNegativeByte(inData[0]);
I f ((amount < 1) || (anmobunt > 100))

| SOException.throwlt (I SO7816. SW WRONG DATA) ;

I f ((short) (bal ance + anobunt) <= MAX BALANCE)
bal ance = (short) (bal ance + anopunt);

el se
| SOException.throwlt((short) EXCEEDED BALANCE) ;

}




e-wallet Java Card code

void credit (APDU apdu) {

byte[] buffer = apdu.getBuffer();
I f ((buffer[1SOr816. OFFSET P1] !'= 0) ||
(buffer[ISOr816. OFFSET _P2] !'= 0))
| SOException.throwit (1 S0O7816. SW WRONG P1P2) ;
| nDat aLength =
APDU nonNegat i veByt e(buffer[| SO7816. OFFSET _LC]);
checking | I (inDataLength != 1)
& decoding | SOException.throwt (I SO7816. SW WRONG_LENGTH) ;
recei vel ncom ngbDat a( apdu) ;
short amount = nonNegativeByte(inData[0]);
I f ((amount < 1) || (anmobunt > 100))
| SOException.throwlt (I SO7816. SW WRONG DATA) ;

I f ((short) (bal ance + anobunt) <= MAX BALANCE)
bal ance = (short) (bal ance + anopunt);

el se
| SOException.throwlt((short) EXCEEDED BALANCE) ;



SmartSlang counterpart

command credit (Anount anount) {
| f (bal ance + amount <= MAX BALANCE) {
bal ance = bal ance + anount;
} else {
respond EXCEEDED BALANCE;

}
} apdu {0x80, 0x30, 0, 0, ubyt es[ AMOUNT _BYTES] (anount ), 0};



SmartSlang

current features not shown in the example

e enumeration types with arguments
e built-in crypto types & functions

higher-level constructs under design

e PINs
e challenge-response

e multi-command/response exchanges
e FIPS 140-2 [more later [&& |



inside the generator

applet
spec

GENERATOR

TRANSLATOR

'

cobE
GENERATOR

logical
spec

i

Specware
specs and

refinements

refined
spec

ENGINE

REF]:NEMENT//i

SQGG\N A\
0o

applet
code



translator

applet GENERATOR applet
—> —>
spec T~ — code \
I CODE
TRANSLATOR GENERATOR

logical refined
spec spec
REFINEMENT /

ENGINE

Specware’s specification
language (higher-order logic)

SmartSlang >



representation
of state machine
higher-order logic

translator

sort Command = ...

sort Response = ...

sort State = ...

op applet : Conmmand * State ->
Response * State

axiomcndl is

% nore axi ons

fa(s : State) applet(cl,s) = ...

7

Specware’s specification

SmartSlang

>

language (higher-order logic)



refinement engine

applet
spec

GENERATOR

TRANSLATOR

I

CODE

GENERATOR

logical
spec

i

refined
spec

REFINEMENT /

ENGINE

applet
code



applet refinement

op applet : Conmand * State ->
Response * State

axiomais ... %nore abstract fornul ati on
o
correctness:
a’ - a

op applet : Conmand * State ->
Response * State
axioma iIs ... %nore concrete fornul ati on

e




applet refinement
appletJ \

spec 1
ref. 1 state machine
IS step-wise
:pp:(l:eé reformulated
(i.e. refined)
ref. zl in terms of
Java Card
- concepts
l (constructs &
representation of API calls)
Java Card program applet
in higher-order logic Spec n j

(including semantics)



applet
spec

code generator

GENERATOR

TRANSLATOR

I

CODE

GENERATOR

logical
spec

i

!

refined
spec

ENGINE

REFINEMENT /

Java Card program

representation

> Java Card

program

applet
code



code generator

sort UserC ass cls C
sort UserLocal Vari abl e
| | ocvar_ apdu
| | ocvar buf
sort Met hod

= | nmth_m
axi om
met hod _body(nth_m
st at _assi gnnent
expr | ocvar buf
(expr 1 nvoke APDU get Buf f er
expr | ocvar _apdu)

Java Card program

y

class C {
voi d m( APDU apdu)
{
byte[] buf;
buf
apdu. get Buffer ();

y

> Java Card

representation =€

reversible

program



refinement proofs

applet
spec 1




independent certification

applet
spec

GENERATOR

applet

l

proof \

l

yes/no

CHECKER

A 4

code

" smaller & simpler

— easier to trust



independent certification

GENERATOR
REFINEMENT CODE
/////ﬂr_’ TRANSLATOR ™= " enaine [ GENERATOR__’\\\\\x
applet i 3 . c _ -1§ applet
spec L proo J ) : code
PROOF CODE
| TRANSLATOR ™ ~pEckeR [ | ABSTRACTOR [
CHECKER l
v

yes/no



FIPS 140-2 e

federal standard for cryptographic modules

|'\ 4 levels {
S N N [l requirements
FIPS 140-2 _
testing lab ratings
documentation
PR =+
e FSM model

e security policy



FIPS 140-2

applet
spec

GENERATOR

I

documentation

documentation

e FSM model
e security policy

FIPS 140-2
testing lab

applet \
>
code

ratings

85 ETE

/e




FIPS 140-2

applet | GENERATOR
spec
documentation
5 FIPS 140-2
testing lab
documentation
>
e FSM model

e security policy

applet \
>
code

via SmartSlang
constructs for

_

/ratings

}/




B8 Hroject at Kestrel %

@ Java Card applet generator

@ synthesis of Java Card Runtime Environment

applet applet \
Y

JCRE

code

@




JCRE synthesis

JCRE
spec

JCRE
code




JCRE synthesis

2 refinements of the same spec l@

(guaranteed same behavior)

JCRE simulator
code 1

JCRE
spec

/
P JCREJ on-card

code 2

requires spec of underlying HW/OS primitives
(JCRE spec refined in terms of those primitives)



examples from JCRE spec

sort PrimtiveType = | bool ean
| byte
| short
% no I nt
sort ArrayType = | primarr PrimtiveType

| classarr C ass
| interfarr Interface
% nono- di nensi onal arrays

| class d ass
| interf Interface
| array ArrayType

sort ReferenceType =

sort Type = | primPrimtiveType
| ref ReferenceType




examples from JCRE spec

sort

sort
sort

sort

sort

sort

sort

TCNunmber = ... %tw' s conpl enment nunbers

ByteValue = {tcn : TCNunber | len tcn = 8}
ShortValue = {tcn : TCNunber | len tcn = 16}

NonNul | Ref erence % abstract

TypedRef er ence {ref . NonNull Reference,

type . (Object Type}

Ref erenceValue = | nullref
| nonnull TypedReference
Val ue = bool Bool eanVal ue

I

| byte ByteVal ue

| short Short Val ue

| ref Ref er enceVal ue

op has type? : Value * Type -> Bool ean




examples from JCRE spec

sort FieldStore = {fs : FMap(Field, Val ue) |
(fa (f : Field, v : Value)
apply fs f = sone v =>
has type? (v, field type f))}

sort Classlnstance = {ci : {class : d ass,
fields : FieldStore,
iinfo : Internal d asslnfo} |
domain ci.fields = owned fields ci.class &
internal _info class ci.iinfo = ci.class}
sort Array = {a : {type . ArrayType,

conponents : FSeq Val ue} |
fa (v : Value)
vV in_seqg? a.conponents =>
has type? (v, arrconptype a.type)}

sort Cbject = | clinst O asslnstance
| array Array




examples from JCRE spec

sort Heap =
{hp : FMap(TypedRef erence, Obj ect) |

% each reference-object pair is type-consistent:
(fa (tr : TypedReference, o : (bject)

apply hp tr = sone o => tr.type = object _type o) &
% non-null references in class instances point to objects:
(fa (tr : TypedReference,

ci . Casslnstance,

f . Field,

trl : TypedRef erence)

apply hp tr = sone(clinst ci) &

apply (ci.fields) f = sone(ref(nonnull trl)) =>

trl in? domain hp) &
% non-null references in arrays point to objects:
(fa (tr : TypedReference,

a . Array,

trl : TypedReference)

apply hp tr = sone(array a) &

ref(nonnull trl) in_seq? a.conponents =>

trl in? domain hp)}




proof obligations

spec S
e generated from refinements &R |- as

spec R

e generated from specs | specs |

€.J. op change field : Heap * ... -> Heap
def change field(hp,...) = ...

proof obligation:
- result of change_fi el d preserves heap invariants

catch spec errors
increase confidence in spec

spec validation {

Java Card language (excl. API) spec:

e ~ 800 proof obligations
e ~ 400 proved so far
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@ Java Card applet generator

@ synthesis of Java Card Runtime Environment

applet applet \
Y

JCRE

code

@
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