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) Imagine a World with . ..

® Standard security controls
) that enable developers to build secure apps

® A straightforward way of comparing
application security verification services

) which truly verify security, not just report bugs

® Security analysis tools that report
) positive results they identified
) not just what flaws they uncovered
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The Problem — How do you deal with this?

OWASP Top Ten (2007 Edition)

A4: Insecure
Direct Object
Reference

Al: Cross Site A2: Injection A3: Malicious
Scripting (XSS) Flaws File Execution

A6: Information A7: Broken

Leakage and Authentication A8: Insecure

Cryptographic
Storage

A5: Cross Site
Request Forgery

Handling Management

(CSRF) / Improper Error and Session

A10: Failure to
Restrict URL
‘ Access

A9: Insecure
Communications

OWASP http://www.owasp.org/index.php/Top_10

The Open Web Application Security Project
hup://www.owasp.org
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Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types

Or this ...

—

Full Dictionary View 2009 CWE/SANS TOp 25 MOSt CWE/SANS Top 25
pew=cemenvi=r | Dangerous Programming Errors Supporting Quotes
Reports Documents & Podcasts
T — On the Cusp
Sources Document version: 1.1 (pdf) Date: March 10, 2009 Top 25 FAQ
Process Tap 25 Process
Documents Project Coordinators: Document Editor: Change Log
Bob Martin (MITRE) Steve Christey (MITRE) SANS News Release
Related Activities Mason Brown {SANS)
Discussion List Alan Paller (SANS)
Research .
CWE/SANS Top 25 Introduction http://cwe.mitre.org/top25
CWSS
[N  The 2009 CWE/SANS Top 25 Most Dangerous Programming Errors is a list of the
Calendar most significant programming errors that can lead to serious software
el o e vulnerabilities. They occur frequently, are often easy to find, and easy to exploit.
They are dangerous because they will frequently allow attackers to completely take
s over the software, steal data, or prevent the software from working at all.

Requirements
Declarations

Make = Declaration
Contact Us

Search the Site

The list is the result of collaboration between the SANS Institute, MITRE, and many
top software security experts in the US and Europe. It leverages experiences in the
development of the SANS Top 20 attack vectors (http://www.sans.org/top20/) and
MITRE's Common Weakness Enumeration (CWE) (http://cwe.mitre.org/). MITRE
maintains the CWE web site, with the support of the US Department of Homeland
Security's National Cyber Security Division, presenting detailed descriptions of the
top 25 programming errors along with authoritative guidance for mitigating and
avoiding them. The CWE site also contains data on more than 700 additional
programming errors, design errors, and architecture errors that can lead to
exploitable vulnerabilities.

The main goal for the Top 25 list is to stop vulnerabilities at the source by educating
programmers on how to eliminate all-too-common mistakes before software is even
shipped. The list will be a tool for education and awareness that will help
programmers to prevent the kinds of vulnerabilities that plague the software
industry. Software consumers could use the same list to help them to ask for more
secure software. Finally, software managers and CIOs can use the Top 25 list as a
measuring stick of progress in their efforts to secure their software.

http://cwe.mitre.org/top25/
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) When you are using this?

Spring Write Custom
Jasypt Code
Java Java URL
Pattern | Encoder
Commons xml-enc Log4i
Validator
Cryptix JAAS
? ICE ACEGI Stinger
Struts BouncyCastle
Reform Anti-XSS Many
xml-dsi . s
9 Java Logging

*Java examples

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com
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) Vulnerabilities and Security Controls

Missing
35%
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) Standardize and Isolate

Your Custom Applications

Appl App2 App3 App4 App5 AppN

Your Enterprise Security API
- [

Your Security Services and Libraries

——ASPECT
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Expected ESAPI Influence

OWASP (Refined and Proven)

Enterprise Security API

Authenticator

Validator

AccessController
AccessReferenceMap

nJ

Microsoft®

leclyf m-lum l lang

Encoder

Organization Influence

Org 1 Enterprise Security API

Encryptor
Randomizer

Org N Enterprise Security API

HTTPUtilities
EncryptedProperties
Exception Handling
IntrusionDetector
SecurityConfiguration

= o
= C/C++ ’ 2
Java 9, Framework 4

Language ﬁ YaHoo!  Influence

0Gears

Haskell Influence  puthon Google
q ADOBE AIR

m’ AS
macromedia

Php
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http://www.sitepoint.com/blogs/wp-content/uploads/2008/07/googlegears-logo.jpg
http://www.willamette.edu/~fruehr/logos/PNGs/HaskellLogo.png
http://www.neo-vision.net/webdesign/images/ASP-logo.gif
http://mcct-skads.oan.es/Images/php-logo.png
http://www.winfieldcomputers.com/images/coldfusion_logo2.gif
http://deanlm.com/current_projects/index_files/python_logo.jpg
http://www.fonebid.com.au/_image/logo/apache_struts.jpg
http://blogs.sun.com/theaquarium/resource/SpringLogo2_133_73px.jpg
http://www.cyphersec.com/wp-content/uploads/2008/07/yahoo-logo.jpg
http://dennisoersted.com/wp-content/uploads/adobe_air.png
http://blogs.nitobi.com/alexei/wp-content/uploads/2008/04/ruby_on_rails_logo.jpg
http://images.google.com/imgres?imgurl=http://www.classes.cs.uchicago.edu/archive/2005/summer/15200-1/cplusplus.jpg&imgrefurl=http://www.classes.cs.uchicago.edu/archive/2005/summer/15200-1/&usg=__kYhD9B10R4GPZLFhrLYa4-y3n2Q=&h=314&w=315&sz=12&hl=en&start=2&um=1&tbnid=CfvHercohUj94M:&tbnh=117&tbnw=117&prev=/images?q=c++&hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&um=1

) Deceptively Tricky Problems for Developers

1. Buffer Overflows

So we fixed some of the languages
Input Validation and Output Encoding
Authentication and Identity
URL Access Control
Business Function Access Control
Data Layer Access Control
Presentation Layer Access Control
Errors, Logging, and Intrusion Detection
Encryption, Hashing, and Randomness

So we standardized the algorithms, but not how to use them,
manage keys, etc.

WONOIRWN

Lots more...
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Applications Enjoy Attacks

VoteHillary.org

votehillary.org Injected

YouTube

O Y . wl b » v
500 Internal Server Error | ~ & Stgn/Amwbacackobmema.cony ‘ 2~ B v om

MySpace

Sorry, something went wrong

A team of bighly trained monkeys has been dispatched to deal
mcident to customer senvice

Also, please include the following information & your error rep)

eCTxgB3_17RyeyXpB2

2bDhEBN2aNdLNcaDIwIVYqQTETROFLAOwmhw 98 FUmRe 5
EMYS9pDNWEHZAEDEE2 JUAndvITAxNESYnoRa_FUlmlvSF6y
RTIJeQ-CwixYOk7qrnpga02ZBXDpllGBFoNTRBICOP_Yie )

LEARN ISSUES

THE I LIEDDINT EOD CH Myspa ce WO rrm
" (Samy_ is my hero)

MEDIA ACTION

LTigqeHgnO

DWdaa 0qeWmvIq3AEKLIJ2aRG3E: 96y
TWIFQJevINddngVS4nzaZJouawéOVel SCIUIWDOmX 19K
EAEQKAASALBLKe N2 ZaNIN243532V0)_R3oQeSKMuXalupky Done
Y_b:'!.‘f'.'.‘.ql".'B'JLJZS:l!."i'l'.‘!_:thi!ZcOdD‘:Ka‘mF’J}M FovkliGwosTay T rana
TfevalptE xexYpllLeQhpMeaBLIOtNOKELYRY-UcE1qIGOkteT _HWcelyEo
ANTYE2pUb366pQCoseRR 101 IXIDD TyawatrShwdlNl-
IREXRDCN3UYQ TpDNBk_4TJpDuE2W
VR ~HARNQEQOOVERRGK1aWGXEOT

o:TJI;'ECY;UA_&h":&QR- di7-p02rwéZzdreQ
Ypé=-
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http://blog.jayare.eu/wp-content/uploads/2007/12/500-internal-server-error-youtube.jpg

ESAPI Authentication

login()

Web
~ Application

1\

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com

getCurrentUser()

logout()

Also Supported:
Create / Delete User

Encrypted Cookies
CSRF Protection
Verify Secure Channel
Strong Credentials
Change Password
Remember Me Cookie
Screen Name
Lockout




ESAPI Session Management

~ Application

e

1 /N

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com

logout()

isSessionTimeout()

isSessionAbsoluteTimeout ()

Also Supported:
Change SESSIONID




ESAPI Access Control

isAuthorizedForFunction()

isAuthorizedForData()

isAuthorizedForURL()

—> Functions

Presentation
Layer

isAuthorizedForFunction()

Roles

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com

Controller Business Data Layer

ﬂ isAuthorizedForService()

isAuthorizedForFile()




ESAPI Input Validation

Codecs:
HTML Entity Encoding
Validate: Percent Encoding
getValidDate() - JavaScript Encoding

getValidCreditCard() Decoding VBScript Encoding
getvalidSafeHTML() En gin e CSS Encoding
getValidInput() MySQL Encoding
getValidNumber() Oracle Encoding
getValidFileName() LDAP Encoding
getValidRedirect()

safeReadLine()

Validation
1 Engine
Any Encoding Any Interpreter
\
W Controller Business Data Layer
—> Functions —_—
Presentation
Layer

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



ESAPI Output Encoding

Controller

~

|

Presentation
Layer

Encoding
Engine

Business
Functions

Data Layer

—

T

Encode:
setCharacterEncoding()
encodeForHTML()
encodeForHTMLAttribute()
encodeForJavaScript()
encodeForVBScript()
encodeForCSS()
encodeForURL()
encodeForXML()
encodeForLDAP()
encodeForDN()

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com




Errors, Logging, and Detection

Controller Business Data Layer

= Functions  —

Presentation ’

~  Layer f/x

throw new ValidationException("User message”, "Log message");

Enterprise Security
Exceptions — — Logger

Configurable Thresholds

Intrusion Responses

Detector *Log Intrusion
.Logout User
*Disable Account

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



Controller

o

|7

Presentation
Layer

ESAPI Cryptography

Business
Functions

Encryptor

Data Layer

—

T

Crypto:

encrypt() / decrypt()
hash()

seal() / unseal()
sign()
verifySeal()
verifySignature()

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com




Coverage

OWASP Top Ten OWASP ESAPI

Al. Cross Site Scripting (XSS)

A2, Injection Flaws

A3. Malicious File Execution

A4. Insecure Direct Object Reference

A5. Cross Site Reque;t Forgery (CSRF)
A6. Leakage and Imeroper Error Handling
A7. Broken AuthenticJation and Sessions
A8. Insecure Cryptongaphic Storage

A9. Insecure Commu:ﬁcations

A10. Failure to RestrJict URL Access

B PECT SECURITY

|
Validator, Encoder

Encoder :

HTTPUtilities (Safe Upload)

AccessReferenceMap, AccessController

User (CSRF Token) J

EnterpriseSecurityEx_Jception, HTTPUtils

Authenticator, User, !J-ITI'PUtiIs

Encryptor J

HTTPUtilities (SecureJ Cookie, Channel)
|

AccessController

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



ESAPI Swingset — Sample Application

C‘ ESAPI SwingSet Demonstration Application beta - Moxzilla Firefox
File Edit View History Bookmarks Tools Help

o c

74y ([ | http/localhost8080/swingset/main

QOWASP

ESAPI SwingSet Demonstration

€ ESAPI SwingSet - XSS: Insecure - Windows Internet Explorer

Sl

=
@u v |@ http://localhost:8080/ESAPI-SwingSet-1.0/main?function=XSS5&insecure 2, l 4 l X ’ l Google

Links g Share [J)Reader g Blogger . Twitter £|Ping g Docs g Timecard

% < [ EsAPI SwingSet - XS5: Insecure =

2 |

- v @ v [ Page v {(} Tooks v

QOWASP

ESAPI Swingset - XSS: Insecure

Home | Tutorial | Insecure Demo | Secure Demo

! -m"?oﬂ"i ‘
"\

Input Validation, Encoding, and Injection

® Qutput User Input
® Accept Rich Content
® Validate User Input
® Encode Output

Authentication and Session Management
® | ogin
® Change Password
® Change Session Identifier

Access Control and Referencing Objects

® Reference a Server-Side Object
® Access Control

Encryption, Randomness, and Integrity

® Encryption

® Randomizer

® Integrity Seals

® Globally Unique IDs

Caching

Exercise

RULE #0 - Never Insert Untrusted Data Except in Allowed Locations

Only put untrusted data in the five approved locations! Not into a script:
o 50; alert(xss0"

Don't put untrusted data in a script
<html><body>data<script>var i= |50;alert(xss0’) ;</script></body></html>
data ‘

RULE #1 - HTML Escape Before Inserting Untrusted Data into HTML Element Content

Normal Element Content, common attacks are:

| Done, but with errors on page. ﬁh Local intranet | Protected Mode: On

Copyright © 2008-20
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Assurance

OWASP

The Open Web Application Security Project
hetp://www.owasp.org

ASPEGﬁ

Application Security Specialists

® Expert advisory/design/implementation team
) Includes security consultants, product vendors, software developers
Collectively reviewed over 100 million lines of code

Given guidance to static analysis tool vendors ] ]
Major enterprises are

)
)
)
)

Taught over 500 application security classes using and evaluating ESAPI:
Minimal and modular design/implementation . Sun
* Oracle
® Tools and Testing - Dept. of Census
) ~700 JUnit test cases (89% coverage) * Lockheed Martin

) FindBugs, PMD, Ounce, Fortify clean - World Bank

) Code review by several Java security experts * American Express

) Line by line review by Major Systems Integrator °Natonwide Insurance
) Penetration test of sample applications s

) Full Javadoc for all functions

® Working closely with the Java Serviet Spec team at Sun
) They're adopting six new changes to Java EE based on ESAPI

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



OWASP ESAPI Project

= Java EE - C:\Program Files\eclipse\plugins\com.semmie.resources_0.4.0\config\default.... E‘M

File Edit Navigate Search Project Run Window Help

s QB0 BE G SR 5 (% Java £E |
eSO IB - e

[ Proble |+ Tasks [gu JUnit | El Consol [ Covera 3 . 4 Search|[3 Quickq|[@ Treere | = &

oz |/AllTests (Nov 7, 2007 12:49:36 PM) LIEE LR MR-
. | Element Coverage Covered Instru.. Total Instructio.

4 & ESAPL = 871% 14670 16840
& > (5 test = 826% 5044 6106
-3 4 (B src = 597% 9626 10734
4 8 org.owasp.esapi = g94% 9341 10449
> [0l Thresholdjava = 529% 27 51
> [0 HTTPUtilitiesjava = 569% 325 571

@owasP__

Establishing a Security API
for Your Enterprise

a
™

Java EE 2008 Edition
(based on OWASP ESAPI 3.1 release version)

> 0 AccessController ava 7 i:ois,ingse 465 s - Windows ane B

> [l SecurityConfiguration (< O]
>[I Authenticator java Links g Share () Reader g Blogger . Twitter £)Ping £ Docs £ Timecard
> [3 Encryptorjava

% Gt | Esaprswingset - XSS:nsecure =l

alpha

> [l Randomizerjava

> [0l Userjava GOWASP
> [ IntrusionDetector javd

> [0 Validator,java
> [l Executorjava
> [1] Encoderjava
> [J] AccessReferenceMap.
> [0 EncryptedProperties
>[Il Loggerjava

> # org.owasp.esapi.errors

ESAPI Swingset - XSS: Insecure

Home | Tutorid | InsecureDemo | Secure Demo

Exercise

RULE #0 - Never Insert Untrusted Data Except in Allowed Locations

« 50; alert(xss0)

Don't put untrusted data in a script

data

Only put untrusted data in the five approved locations! Not into a scr

<html><body>datasscript>var i= [s0alen(xs50) ;< /script></body></html>

RULE #1 - HTML Escape Before Inserting Untrusted Data into HTML Element Content

ipt:

Normal Element Content, common attacks are:

1 Done, but with errors on page.

S Locaintene | Protected Mode: On R100% ~

ORELLY

Versions Underway

«Java EE

«NET

*PHP

Cold Fusion
+Classic ASP
*Haskell

*Python (starting
this summer)

License

*Free and open source
«Software: BSD

*Doc: Creative Commons

Project Home Page: http://www.owasp.orqg/index.php/ESAPI

Code Repository:

code.google.com

owasp-esapi-java

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com


http://pmd.sourceforge.net/
http://findbugs.sourceforge.net/index.html
http://images.google.com/imgres?imgurl=http://bookshop.gfu.net/AxCMSTemplates_GFU/pics/products/0596007434.jpg&imgrefurl=http://schulungen.gfu.net/junit-schulung.html&h=500&w=291&sz=30&hl=en&start=18&sig2=KAdB0KGiI4Lw6LYsNEFYJQ&um=1&tbnid=rB-fGcYmfT2JHM:&tbnh=130&tbnw=76&ei=divfRrHDAYqaiQGS8-y9Ag&prev=/images?q=junit&svnum=10&um=1&hl=en&sa=N
http://www.fortifysoftware.com/

Another Opportunity for Influence

Standard Organizational Controls
OWASP (Refined and Proven)

Org 1 Enterprise Security API

Enterprise Security API

roller

nceMap
ion Handling
onDetector

cryptedProperties
ogger

HTTPUtilities

Authent
AccessCon

Org N Enterprise Security API

SecurityConfiguration

AccessRefer
Excep!
Intrus

Traingy Tool

(( Jakarta
= Recognize Alfgldii < Recognize Struts
L Standard T YI Standard Standard -

Standard ¢um——) - 1007s @mm) Framework -

' Lang. Controls  Security COUNCELABS  gecyrity Controls -
N Controls FORTIFY  Controls WY
Microsoft | C/C4+ VERACODE
NET OCoverity @GRAMMATECH
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http://www.fonebid.com.au/_image/logo/apache_struts.jpg
http://www.fortifysoftware.com/
http://blogs.sun.com/theaquarium/resource/SpringLogo2_133_73px.jpg
http://www.coverity.com/index.html
http://www.grammatech.com/index.html
http://images.google.com/imgres?imgurl=http://www.classes.cs.uchicago.edu/archive/2005/summer/15200-1/cplusplus.jpg&imgrefurl=http://www.classes.cs.uchicago.edu/archive/2005/summer/15200-1/&usg=__kYhD9B10R4GPZLFhrLYa4-y3n2Q=&h=314&w=315&sz=12&hl=en&start=2&um=1&tbnid=CfvHercohUj94M:&tbnh=117&tbnw=117&prev=/images?q=c++&hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&um=1

So how can an ESAPI help with Code Analysis?

Tools can be ——— . Standard controls

taught how to use won't be ‘missing’.
controls correctly. @» Misused '
They can - Tools can learn what

standard controls

recognize when
are for.

they aren't.

03
Missing
35%

\

Once tools ‘know’
what controls are
for, they are good
at detecting when
they aren’t used.

Tools aren’t very
good at determining
if controls are broken.
But, ‘standard’
controls more likely to
be safe.

\

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



) A few ‘hard’ Code Analysis Problems

® Access Control
® Authentication (and Session Management)

® Security Logging

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



) Access Control

® Most (all?) code analysis tools blind to this problem.
Why? Because ...

) they don’t know what your policy is, or
) the methods the app uses to enforce access control

® But, standard access control methods facilitate
simple rules like
) “Ensure the user is authorized before access to any of these

resources is granted”
- Resources could be pages, functions, files, data, etc.

) Control flow analysis can verify there’s a check before each
access

) But, tool probably can’t determine if the check is correct

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



Broken Authentication and Session
Management

® This is a very common vulnerability area for web
apps

® Almost all of the flaws are in the implementation of
the security control

) So, a standard control that is correct will simply eliminate
most problems in this area

) Control flow analysis can verify that any protected resources
require authentication prior to being accessed

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



) Security Logging

® Most tools simply don’t report that security logging
Is ‘missing’
) Today, they could detect logging, but can’t tell the difference
between security and functional logging

® ESAPI clarifies this with a method signature

logger.error (Logger.SECURITY FAILURE, "User not
authorized to accesg’’file: " + fileName) ;

Security Event

logger.warning (Logger .SECURITY SUCCESS, "Successful
login") ;

® We can also add a rule that indicates every
EnterpriseSecurityException() thrown should
cause a Security event to be logged

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



) Application Verification Challenges...

® There is a huge range in coverage and rigor
available in the application security verification
market!

® Consumers have no way to tell the difference
between someone

) running a free scanner

) running a high end commercial code analysis tool

) doing painstaking code review and manual testing!
) and anything in between!!

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



OWASP Application Security
Verification Standard (ASVS) simne

® Defines 4 Verification

Levels

) Level 1: Automated Verification

 Level 1A: Dynamic Scan
* Level 1B: Source Code Scan

) Level 2: Manual Verification
* Level 2A: Penetration Test
* Level 2B: Code Review

) Level 3: Design Verification
) Level 4: Internal Verification

® Requires Positive!!
Reporting

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



http://www.owasp.org/index.php/Image:SoC_08_Logo.jpg

) More Vitamins ... Reporting Completeness

® Imagine ... instead of
) Scan complete: No SQL Injection flaws found ...

® It could say

) 147 Database calls found
62 Stored Procedural Calls
81 Prepared Statements
* 4 Dynamic Queries with all parameters escaped using:
ESAPI.encodeForOracle()

® And if they can’t
) how do they know the 147 calls they found are safe?
) . . . I wonder how many calls they actually found??

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



Software Security Facts

Reported Vulnerabilities
47 Total Reported
15 Since version 3.0 released
43 Closed

CSRF Protection
186 Update Requests detected
152 protected with ESAPI.verifyCSRFToken()
34 unprotected

Cross Site Scripting
1143 Locations of user input included in response
262 inputs validated
811 outputs HTML encoded
70 Unvalidated parameters

Injection
147 Direct calls to Oracle found
62 Stored Procedural Calls
81 Prepared Statements
4 Dynamic Queries with Escaping
68 Hibernate calls found
60 Hibernate Prepared Statements
8 Unprotected Dynamic Queries
2 Direct system calls found
1 with Escaped user input

1 with no user input
:

Developer Training 87%
Code Peer Reviewed 60%
Code Scanned 100%

Ingredients: 214,875 LOC Java, 26,350 JSPs, 37,653 HTML,
Hibernate, Spring, ESAPI, 45 Oracle Stored Procedures

Copyright © 2008-2009 — Aspect Security — www.aspectsecurity.com



