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The	
  United	
  States	
  is	
  figh.ng	
  a	
  cyber-­‐war	
  today	
  and	
  we	
  
are	
  losing.	
  	
  It's	
  that	
  simple.	
  	
  As	
  the	
  most	
  wired	
  na.on	
  on	
  
Earth,	
  	
  we	
  offer	
  the	
  most	
  targets	
  of	
  significance,	
  yet	
  our	
  
cyber-­‐defenses	
  are	
  woefully	
  lacking	
  …	
  
We	
  need	
  to	
  reengineer	
  the	
  Internet	
  to	
  make	
  a*ribu.on,	
  
geoloca.on,	
  intelligence	
  analysis	
  and	
  impact	
  assessment	
  
—	
  who	
  did	
  it,	
  from	
  where,	
  why	
  and	
  what	
  was	
  the	
  result	
  
—	
  more	
  manageable.	
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  A*ribu.on	
  

•  What	
  does	
  a*ribu.on	
  mean?	
  
•  Does	
  it	
  mean	
  owner	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  loca.on	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  individual	
  responsible	
  for	
  ac.ons?	
  
•  Is	
  it	
  app	
  level	
  or	
  packet	
  level	
  a*ribu.on	
  that	
  is	
  
being	
  sought?	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  



Untangling	
  A*ribu.on	
  

•  What	
  does	
  a*ribu.on	
  mean?	
  
•  Does	
  it	
  mean	
  owner	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  loca.on	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  individual	
  responsible	
  for	
  ac.ons?	
  
•  Is	
  it	
  app	
  level	
  or	
  packet	
  level	
  a*ribu.on	
  that	
  is	
  
being	
  sought?	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  



Untangling	
  A*ribu.on	
  

•  What	
  does	
  a*ribu.on	
  mean?	
  
•  Does	
  it	
  mean	
  owner	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  loca.on	
  of	
  machine?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  individual	
  responsible	
  for	
  ac.ons?	
  
•  Is	
  it	
  app	
  level	
  or	
  packet	
  level	
  a*ribu.on	
  that	
  is	
  
being	
  sought?	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  



“A*acks”	
  Means	
  Many	
  Different	
  
Things	
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What	
  types	
  of	
  exploita.ons?	
  

•  Spam.	
  

•  DDoS.	
  

•  Criminal	
  ac.vity.	
  

•  Cyberexploits.	
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What	
  types	
  of	
  exploita.ons?	
  

•  Spam:	
  easily	
  handled.	
  

•  DDoS:	
  geYng	
  be*er	
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  a	
  challenge).	
  

•  Criminal	
  ac.vity.the	
  money.	
  

•  Cyberexploits.	
  



Criminal	
  ac.vity	
  

•  Can	
  you	
  track	
  the	
  criminal?	
  

•  Can	
  you	
  make	
  the	
  charges	
  “s.ck”?	
  

•  Proving	
  charges	
  “beyond	
  a	
  reasonable	
  doubt.”	
  
	
  



What	
  are	
  the	
  threats?	
  

•  Spam:	
  easily	
  handled.	
  

•  DDoS:	
  geYng	
  be*er	
  (though	
  a	
  challenge).	
  

•  Criminal	
  ac.vity:	
  follow	
  the	
  money.	
  

•  Cyberexploits.	
  



Cyberexploita.ons	
  

•  O\en	
  economic	
  espionage.	
  

•  Criminal	
  ac.vity	
  —	
  or	
  na.onal-­‐security	
  issue?	
  



Cyberexploita.ons	
  

•  O\en	
  for	
  economic	
  espionage.	
  

•  Criminal	
  ac.vity	
  —	
  or	
  na.onal-­‐security	
  issue?	
  
“Although	
  the	
  threat	
  to	
  intellectual	
  property	
  is	
  
less	
  drama.c	
  than	
  the	
  threat	
  to	
  cri.cal	
  
infrastructure,	
  it	
  may	
  the	
  most	
  significant	
  
cyberthreat	
  that	
  the	
  United	
  States	
  will	
  face	
  over	
  
the	
  long	
  term.”	
  William	
  Lynn,	
  2010.	
  



Classifying	
  A*acks	
  

•  Mul.-­‐step	
  
•  Mul.-­‐stage	
  



Mul.-­‐stage	
  a*acks	
  

•  Real	
  threat.	
  

•  When	
  they	
  occur,	
  the	
  target	
  machine	
  has	
  
been	
  penetrated.	
  



Mul.-­‐stage	
  a*acks	
  

•  Real	
  threat.	
  

•  When	
  they	
  occur,	
  the	
  target	
  machine	
  has	
  
been	
  penetrated.	
  

	
  
Consequence:	
  personal-­‐level	
  creden.als	
  will	
  not	
  
be	
  useful	
  for	
  tracing	
  for	
  a*ribu.on	
  or	
  assigning	
  
blame.	
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Mul.-­‐stage	
  a*acks	
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What	
  are	
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  do	
  with	
  a*ribu.on?	
  

•  Spam:	
  halt	
  the	
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•  DDoS:	
  stop	
  the	
  a*ack.	
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  ac.vity:	
  prosecute.	
  
•  Follow	
  the	
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  arrest	
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  them.	
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  trace	
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Focus	
  on	
  Single	
  Jurisdic.on	
  Mul.-­‐Stage	
  

•  Install	
  home	
  routers	
  to	
  monitor	
  outgoing	
  
packets.	
  

•  Aggregate	
  logs	
  from	
  mul.ple	
  users	
  (clean	
  	
  
infested	
  machines).	
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  most	
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requires	
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  and	
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  not	
  technical	
  
ones	
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Deterrence	
  must	
  be	
  achieved	
  through	
  
rules	
  of	
  state,	
  not	
  rules	
  of	
  engineering	
  



What	
  A*ribu.on	
  Can	
  Deliver	
  

•  Machine	
  level:	
  forged	
  IP	
  address	
  useful	
  for	
  
DDoS,	
  but	
  not	
  where	
  data	
  is	
  exfiltrated.	
  

•  Applica.on	
  level:	
  can	
  determine	
  the	
  right	
  
tradeoff	
  between	
  anonymity	
  and	
  
iden.fica.on.	
  

•  Tradeoffs:	
  deterrence	
  stops	
  exfiltra.on,	
  but	
  
another	
  na.on	
  can	
  use	
  it	
  to	
  s.fle	
  dissent.	
  



What	
  A*ribu.on	
  Can	
  Deliver	
  

•  Machine	
  level:	
  forged	
  IP	
  address	
  useful	
  for	
  
DDoS,	
  but	
  not	
  where	
  data	
  is	
  exfiltrated.	
  

•  Applica.on	
  level:	
  can	
  determine	
  the	
  right	
  
tradeoff	
  between	
  anonymity	
  and	
  
iden.fica.on.	
  

•  Tradeoffs:	
  deterrence	
  stops	
  exfiltra.on,	
  but	
  
na.ons	
  can	
  also	
  use	
  it	
  for	
  other	
  purposes,	
  e.g.,	
  
to	
  s.fle	
  dissent.	
  



Shi\ing	
  the	
  Playing	
  Field	
  

•  Would	
  shi\ing	
  addresses	
  to	
  align	
  with	
  
jurisdic.ons	
  help?	
  

•  Should	
  owners	
  of	
  intermediate	
  machines	
  be	
  
held	
  responsible?	
  



Bo*om	
  Line	
  

•  Separate	
  the	
  social	
  and	
  poli.cal	
  problems	
  
from	
  the	
  technical	
  ones;	
  

•  Solve	
  the	
  social	
  and	
  poli.cal	
  problems	
  
through	
  policy	
  and	
  law;	
  

•  Solve	
  the	
  technical	
  problems	
  through	
  
technology.	
  


