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Research: New protocols for new strategies
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Security = Economy

Economy ⊆ Security

◮ A resource is an economic asset only if

it can be secured.

Security ⊆ Economy

◮ An economic asset can be secured only if

its value is greater than the cost of securing it.
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mutual APT = cyber MAD

Mutual Assured Destruction (MAD)
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mutual APT = cyber MAD

Advanced Persistent Threat (APT)
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mutual APT = cyber MAD

Strategic balance

◮ Attacker

has penetrated
Defender’s systems.

◮ (How deep??)

◮ Defender

has penetrated
Attacker’s systems.

◮ (How deep??)
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Research: New protocols for new strategies

Task 1: Protocol Science for MAD

◮ model and analyze MAD protocol interactions

◮ system security through detection and retaliation

◮ protocols with defense-by-offense options
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Research: New protocols for new strategies

Task 2: Game and Decision Theory for APT

◮ model and analyze APT incentives and utility

◮ games of incomplete information:
◮ "Gaming Security by Obscurity"

◮ case and process studies:
◮ Attack Vectors, FlipIt. . .
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