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wget firefox

static ssl3CipherSuiteCfg cipherSuites[...] = { 
#ifndef NSS_DISABLE_ECC 
 { TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, 
 { TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 
 … 
#endif /* NSS_DISABLE_ECC */ 
 { TLS_DHE_RSA_WITH_AES_128_GCM_SHA256, 
 { TLS_DHE_RSA_WITH_AES_128_CBC_SHA, 
 { TLS_DHE_DSS_WITH_AES_128_CBC_SHA,

Ciphers

SSL_CTX_set_cipher_list 
  (ssl_ctx, 
   “HIGH:MEDIUM:!RC4:\ 
    !SRP:!PSK:!RSA:\ 
    !aNULL@STRENGTH”);
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HYPOTHESIS
Static code analysis can be used to	


generate network signatures	

for known applications.
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OBSERVATION
Our strongest conclusions are about	

what applications are not involved.
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RESULTS
On-wire Signatures	


(SSL Cipher List, PREDICT Datasets)

Skaion

bprd colo

trunk

NCCDC 2014

(x5)



RESULTS
Application Labeling

Firefox

Chrome

wget

curl



RESULTS
On-wire Signatures

Skaion

bprd colo

trunk

NCCDC 2014

(x5)

Chrome

Firefox



FUTURE WORK
• Automate signature production from 

source code	


• “Automated code review”	


• Multi-packet signatures	


• Apply to entire Linux source base	


• 51 packages mention cipher_list


