
Your	Data	is	protected;	but	is	it	
secure?	

	
	
	
	
	
	
	
•  Need	informa,on	flow	control	(IFC)	
•  Problem:	Prac,cal	IFC	is	hard	(security	vs	

prac,cality)	
§  What	to	track?	(process	vs	object)	
§  How	to	track	(explicit	vs	implicit)	
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Technical	Approach	
	

• Use	context	sensi>ve	floa,ng	labels	
§  Polyinstan,ate	processes,	files,	
applica,ons	in	the	caller’s	security	
context.	

•  Advantages:	
§  Precise	and	secure	process	labeling	
§  Secure	applica,on	of	implicit	tracking.	

Implementa>on	

	

•  Backwards	compa,ble	with	unmodified	
applica,ons	
•  Transparent	to	applica,ons	

Open	Ques>ons	
	

We	know	how	to	design	and	enforce	security	
policies	(Aquifer	[CCS’13],	Weir	(USENIX’16))	
• How	to	specify	the	security	policy?	

§  Data	is	user-specific,	so	are	policies.	
§  Security	context:	

• What	to	protect?	
• How	to	protect	it?	
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