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Containerization is a standard method for enhancing portability and reliability in commercial and government deployments. However, container images
often balloon to hundreds of megabytes or gigabytes in size, resulting in a large attack surface and onerous resource requirements to run.
Automatically debloating images reduces attack surface and resource requirements to enable deployment at the edge.
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« Large containers result in a large attack surface and impact resource requirements ¢ -
such as bandwidth for deployment and storage, which can limit their use on edge '55"‘“"”"*
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How are containers debloated today? H :
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« Manual approaches may be incomplete or inconsistent and risk removing files that are

required by the application. We debloat by tracing which files are accessed while running tests, unpacking the

Image, removing unused files, and then packing remaining files to create a new image.
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