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Attestation in Confidential Computing1 (Simplified)

Verifier Attester

Attestation request

1Sardar and Fetzer, “Confidential computing and related technologies: a critical review”, 2023.
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Attestation in Confidential Computing1 (Simplified)

Verifier Attester

Attestation request

Evidence

Secrets or sensitive data

1Sardar and Fetzer, “Confidential computing and related technologies: a critical review”, 2023.
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Problem: ad-hoc and unverified designs2

2www.sgaxe.com
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Next-generation TDX3

3Wired, Intel Let Google Cloud Hack Its New Secure Chips and Found 10 Bugs, 2023.
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Related Work

• Intel SGX EPID4

• Intel SGX DCAP5 (Presented at HotSoS’21)

• Intel TDX6 (Presented at HotSoS’22)

• Intel SGX and AMD SEV7

4Sardar, Quoc, and Fetzer, “Towards Formalization of EPID-based Remote Attestation in Intel SGX”, 2020.
5Sardar, Faqeh, and Fetzer, “Formal Foundations for Intel SGX Data Center Attestation Primitives”, 2020.
6Sardar, Musaev, and Fetzer, “Demystifying Attestation in Intel Trust Domain Extensions via Formal Verification”, 2021.
7Antonino, Derek, and Woloszyn, Flexible remote attestation of pre-SNP SEV VMs using SGX enclaves, 2023.
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Contributions

• Most detailed formal model of Intel TDX attestation

• Success of FM is how close the model is to reality!

• Formal proof of insecurity of Intel’s claimed TCB

• First formal analysis of Arm CCA attestation

• Presented at HotSoS’23
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Formal Verification

System ⊨ Property (1)

Protocol ∥ Adversary ⊨ Property (2)
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Formal Verification

System ⊨ Property (1)

Protocol ∥ Adversary ⊨ Property (2)

System

Abstract model

Requirements
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Challenge 1: Incomplete specs8

8https://community.intel.com/t5/Intel-Software-Guard-Extensions/

Missing-specification-documents-for-TDX/m-p/1527218

Muhammad Usama Sardar HotSoS’24 April 3, 2024 10 / 28

https://community.intel.com/t5/Intel-Software-Guard-Extensions/Missing-specification-documents-for-TDX/m-p/1527218
https://community.intel.com/t5/Intel-Software-Guard-Extensions/Missing-specification-documents-for-TDX/m-p/1527218


Challenge 2: Vague and outdated specs9

9https://community.intel.com/t5/Intel-Software-Guard-Extensions/index-1-in-tdxtcbcomponents/m-p/1520194
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TDX Model with Initialization Phase (PCE)

Intel
TDX Module

challenge (nonce)

Request TD report

Assemble tdi from TDCS and compute tdih=hash(tdi)

Request SEAMREPORT

TDREPORT (tdr)

  Quote= QuoteHeader || QuoteBody || AKsig || AKcert || PCKcert || ICAcert || rootcert
 

Verification result (true/false)

  Quote

  Quote

17

AKsig=sign (AK, QuoteHeader || QuoteBody)

Check hashes tcbh=hash(tcbi) & tdih=hash(tdi)?

rdata=hash(pubTDK || challenge)

rtyp || tdih || rdata

Request Quote

12
Call EVERIFYREPORT2

Verify report

15

3

5 Create SEAMREPORT
smr=rms || tcbi

SEAMREPORT (smr)

7 Create TDREPORT 
 tdr=smr || res4 || tdi

TDREPORT(tdr)

TDREPORT(tdr)

10

11

13

14

18

1

2

4

6

8

9

16

MK 

REPORTMACSTRUCT (rms=rmsBody || mac)

PCE
(User TD)
Guest TD Secure Secure Verifier

pubIRK

InsecureInsecure

mac=hmac(MK, rmsBody)?

19

Verify Sign chain, freshness
and measurements

Insecure

Secure

Host VMMTD QE

Generate TDK

Generate AK

pubAK|| QEReport || QEauthData

AKcert=pubAK || QEReportBody || PCKsig || QEauthData

pubTDK

Intel
TDX Module

 AK

CPU
Hardware

        MKPCK
PCE (User TD)

Guest TD

TDK
(SoC) Verifier

pubIRK

Host VMMTD QE

Initialization

Attestation
Protocol

CPU
Hardware

(SoC)
PCK

event CPUsentSMR(tcbiClaims, rdata)

event TDXMsentTDR (tdiClaims)

event QuoteVerified(tcbiClaims,
tdiClaims, rdata)

QErdata || TargetInfo

 QEReport

 RK

Verify
MAC

Secure

I3

I0

I1

I2

I4

I5

I6

I7

Request RK

Generate RK

Local
Attestation

event  VerIdentity (pubTDK_Ver)

event TDIdentity (pubTDK)

Local
Attestation
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Properties

Verifier Attester

Attestation request

Evidence

Secrets or sensitive data

• Sanity checks

• Integrity of Evidence

• Freshness of Evidence

• Confidentiality/Secrecy of attestation-related keys

• Attester Authentication
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TCB Claimed by Intel10

Root CA
cert

PCK processor
CA cert

PCK cert

AK cert

TD Quote

Root CA

PCK
processor CA

PCE

TD QE

TD

pub(IRK)

pub(PCAK)

pub(AK)

pub(PCK)

pub(TDK)

VO

V

OV

O

VO

VO

AK

PCK

PCAK

IRK

PCK

AK

TDK

PCAK

IRK

Root CA
CRL

PCK processor
CA CRL

IRK

PCAK

Legend

Entity on Intel key server

Entity on platform

X.509 certs

custom format cert-like structure

CRLs

VO

VO

10Intel, Intel ® Trust Domain Extensions, 2021.
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Verification Summary

Integrity Freshness Confidentiality Authentication

Intel’s claimed TCB × × × ×
Our proposed TCB ✓ ✓ ✓ ×
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Reported to Intel12 and Fixed13

Figure: Old
Figure: Updated

• Warning: on same URL replacing the old white paper: Reported to
Intel privately and publicly11

11Sardar, Full transparency of Intel TDX Specifications, 2023.
12Intel, Intel ® Trust Domain Extensions, 2021.
13Intel, Intel ® Trust Domain Extensions, 2023.
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Evidence14

14https://web.archive.org/web/20230000000000*/https://cdrdv2.intel.com/v1/dl/getContent/690419
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Attested TLS

Attested TLS

Pre-Handshake
Attestation

Post-Handshake
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Intra-Handshake
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Signing of evidence

Signing of evidence

Pre-Handshake Attestation

Post-Handshake Attestation

Intra-Handshake Attestation

Key Exchange Authentication

Muhammad Usama Sardar HotSoS’24 April 3, 2024 21 / 28



Attested TLS

Attested TLS

Pre-Handshake
Attestation

Post-Handshake
Attestation

Intra-Handshake
Attestation

TLS Handshake

Signing of evidence

Signing of evidence

Signing of evidence

Pre-Handshake Attestation

Post-Handshake Attestation

Intra-Handshake Attestation

Key Exchange Authentication

Muhammad Usama Sardar HotSoS’24 April 3, 2024 21 / 28



“Rollercoaster”

• Incomplete and outdated specs for RA-TLS15

• Specs based on TLS 1.2 (TLS 1.3 is RFC since Aug 2018)
• Fix: Used implementation and community input for formal model

• Very few comments in Inria’s TLS formal model16

• Literally no comments at all in main processes (such as Client12,
Server12, Client13, Server13, appData, channelBindingQuery and
secrecyQuery)!

• Incomplete validation of draft 20 artifacts17

• Fix: Designed an automated validation framework for key schedule

• A simple extension made the artifacts running for 1 month on
high-end server (icelake)

• Submitted to ProVerif developers for analysis
• Fix: Formal model from scratch

15Knauth et al., Integrating Remote Attestation with Transport Layer Security, 2018.
16https://github.com/Inria-Prosecco/reftls/tree/master/pv

17https://mailarchive.ietf.org/arch/msg/tls/-nFk9Eu7n-YFsFfGUe9X4JnrxX8/
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• Literally no comments at all in main processes (such as Client12,
Server12, Client13, Server13, appData, channelBindingQuery and
secrecyQuery)!

• Incomplete validation of draft 20 artifacts17

• Fix: Designed an automated validation framework for key schedule

• A simple extension made the artifacts running for 1 month on
high-end server (icelake)

• Submitted to ProVerif developers for analysis
• Fix: Formal model from scratch

15Knauth et al., Integrating Remote Attestation with Transport Layer Security, 2018.
16https://github.com/Inria-Prosecco/reftls/tree/master/pv

17https://mailarchive.ietf.org/arch/msg/tls/-nFk9Eu7n-YFsFfGUe9X4JnrxX8/
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Community input

• Paper authors18

• Bruno Blanchet
• Karthikeyan Bhargavan
• Nadim Kobeissi

• LURK19 authors
• IETF TLS WG20

• IRTF UFMRG chairs
• CCC attestation SIG21

• ...
• IETF 119 Hackathon22

• IRTF Crypto Forum RG @ IETF 11923

18Bhargavan, Blanchet, and Kobeissi, “Verified Models and Reference Implementations for the TLS 1.3 Standard Candidate”,
2017.

19https://github.com/lurk-t/proverif

20https://mailarchive.ietf.org/arch/msg/tls/ZGmyHwTYh2iPwPrirj_rkSTYhDo/

21https://github.com/CCC-Attestation/meetings/blob/main/materials/MuhammadUsamaSardar_Formal_RA-TLS.pdf

22https://wiki.ietf.org/meeting/119/hackathon

23https://datatracker.ietf.org/meeting/119/materials/slides-119-cfrg-formal-analysis-of-ra-tls-00

Muhammad Usama Sardar HotSoS’24 April 3, 2024 23 / 28

https://github.com/lurk-t/proverif
https://mailarchive.ietf.org/arch/msg/tls/ZGmyHwTYh2iPwPrirj_rkSTYhDo/
https://github.com/CCC-Attestation/meetings/blob/main/materials/MuhammadUsamaSardar_Formal_RA-TLS.pdf
https://wiki.ietf.org/meeting/119/hackathon
https://datatracker.ietf.org/meeting/119/materials/slides-119-cfrg-formal-analysis-of-ra-tls-00


Outline

1 Problem Statement

2 Approach
Model
Properties

3 Results

4 Overview of Follow-up Research

5 Summary

Muhammad Usama Sardar HotSoS’24 April 3, 2024 24 / 28



Take-home

• Formal proof is as good as the formal model!

• Formal proof of insecurity of Intel’s claimed TCB

• Arch-def attestation does not provide strong authentication property
(see paper)

• Validation of formal model is crucial!

• Open question: security of attested TLS
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Call to Action

• Bring your expertise:
https://github.com/CCC-Attestation/formal-spec-TEE

• Additional information: link here24

24Sardar, Fossati, et al., Formal Specification and Verification of Architecturally-defined Attestation Mechanisms in Arm CCA
and Intel TDX, 2023.
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