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Attestation request

Evidence g
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Problem: ad-hoc and unverified designs?

@ sgaxe.com G < % ¢ @

Signing Your Own Quotes

We understand that remote attestion can be very tricky to pass. However, since we already done all the hard work of getting genuine attestation
keys, we decided to help you out by developing a Twitter bot that passes SGX attestation for you. Our bot provides Attestation as a Service (AaaS),
which allows you to get your own quotes signed with the keys we extracted using SGAxe. This way you can pass attestation without even owning an
SGX machine. If you want to make use of our service, you can send a tweet to our bot ¥ @SGAxe_AaaS. If you'll tweet it, we'll sign it!

aad
AihSide

W @SGAxe_AaaS

ZWVW. sgaxe.com
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Next-generation TDX
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Intel Let Google Cloud Hack Its New Secure Chips and Found 10 Bugs

To protect its Confidential Computing cloud infrastructure and gain critical insights, Google leans on its relationships with chipmakers.

PHOTOGRAPH: GETTY THAGES

3Wired, Intel Let Google Cloud Hack Its New Secure Chips and Found 10 Bugs, 2023.
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Related Work

® Intel SGX EPID*

4Sardar, Quoc, and Fetzer, “Towards Formalization of EPID-based Remote Attestation in Intel SGX", 2020.

5Sardar. Faqeh, and Fetzer, “Formal Foundations for Intel SGX Data Center Attestation Primitives”, 2020.

GSardar, Musaev, and Fetzer, “Demystifying Attestation in Intel Trust Domain Extensions via Formal Verification”, 2021.
7 Antonino, Derek, and Woloszyn, Flexible remote attestation of pre-SNP SEV VMs using SGX enclaves, 2023.
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Contributions

® Most detailed formal model of Intel TDX attestation
® Success of FM is how close the model is to reality!

® Formal proof of insecurity of Intel’s claimed TCB

® First formal analysis of Arm CCA attestation
® Presented at HotS0S'23

Muhammad Usama Sardar HotSoS'24 April 3, 2024 6/28



Agenda

9 Approach
@ Model

@ Properties

Muhammad Usama Sardar HotSoS'24



Formal Verification

System E Property (1)

Muhammad Usama Sardar HotSoS'24



Formal Verification

System E Property (1)

Protocol || Adversary F Property (2)

Muhammad Usama Sardar HotSoS'24



Formal Verification
System E Property (1)

Protocol || Adversary F Property (2)

Muhammad Usama Sardar HotSoS'24



Formal Verification
System E Property (1)

Protocol || Adversary F Property (2)

Abstract model

Muhammad Usama Sardar HotSoS'24 April 3, 2024 8/28



Formal Verification
System E Property (1)

Protocol || Adversary F Property (2)

Abstract model

Muhammad Usama Sardar HotSoS'24 April 3, 2024 8/28



Formal Verification
System E Property (1)

Protocol || Adversary F Property (2)

Abstract model Properties

Muhammad Usama Sardar HotSoS'24 April 3, 2024 8/28



Formal Verification
System E Property (1)

Protocol || Adversary F Property (2)

Abstract model Properties

Verification

Muhammad Usama Sardar HotSoS'24 April 3, 2024 8/28



Agenda

© Approach
o Model

Muhammad Usama Sardar HotSoS'24



Challenge 1: Incomplete specs®

Wan_Intel & 09-18-2023 « 07:57 PM « 656Aufrufe H
Moderator

Hello Usamas,

I've checked with the relevant team.

The "internal specs” that we've mentioned in the thread above are part of an internal document used by our developers and it would not be relevant
to customers. Sorry for the inconvenience and thank you for your support.

Regards,
Wan

Shttps://community.intel.com/t5/Intel-Softvare-Guard-Extensions/
Missing-specification-documents-for-TDX/m-p/1527218

rdar Hot April 3, 2024 10/28

Muhammad Usama S,



https://community.intel.com/t5/Intel-Software-Guard-Extensions/Missing-specification-documents-for-TDX/m-p/1527218
https://community.intel.com/t5/Intel-Software-Guard-Extensions/Missing-specification-documents-for-TDX/m-p/1527218

Challenge 2: Vague and outdated specs’

Peh_Intel & 09-14-2023 « 06:04 PM « 397Aufrufe
Moderator

Hi Usamas,
Thanks for your patience. | just received the updates as follow.

This index 1 SVN is the TDX Module major version. Originally, there was only 1 TDX 1.0 module, so the SVN had to match. Now that we have TDX 1.5
coming, it has a new major version, so the logic has to change, and those steps will also. The API doc will be updated soon to reflect this.

Regards,
Peh

9https://community.intel.com/t5/Intel-Software-Guard-Extensions/index-1-in-tdxtcbcomponents/m-p/1520194
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Properties
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TCB Claimed by Intel®

R RootCA
Root CA cert
o IRK Pub(IRK)
IRK IRK

R PCK processor

PCK Root CA
processor CA et CRL
o PCAK
: PCAK PCAK
TRUSTED BY TD : NOT TRUSTED BY TD R
N PCK processor
INTEL® TOX MODULE : PLATFORM ADMIN ez CACRL
. Pub(PCK)
INTEL AUTHENTHICATED : DISCRETE AND
CODE MODULES (ACM) . INTEGRATED DEVICES
TD QUOTING ENCLAVE ALL OTHER SOFTWARE

AK cert

INTEL CPU HARDWARE OTHER PLATFORM

HOST-05/VMM

BIOS/SMM

Figure 5.1. Trust Boundaries for TDX

Legend

O Entity on Intel key server El X.509 certs D CRLs
O Entity on platform E custom format certlke structure

mlntel, Intel (® Trust Domain Extensions, 2021.
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Verification Summary

Our proposed TCB

Integrity | Freshness | Confidentiality | Authentication
Intel's claimed TCB X X X X
v v v X

Verification summar:

Query not event(AKverified(pubAK_1)) is false.

Query not event(CPUsentSMR(tcbiClains_1,rdata_1)) is false.

Query not event(TDXMsentTDR(tdiClaims_1)) is false.

Query not event(QuoteVerified(tcbiClains_1,tdiClaims_1,rdata_1)) is false.

Query not (event(TDidentity(pubTDK_1)) && event(VerIdentity(pubTDK_Ver_1))) is false.

Query event(AKverified(pubAK_1))
Query event(QuoteVerified(tcbiClains_1,tdiClains_1,rdata_1))
Query event(QuoteVerified(tcbiClains_1,tdiClains_1,rdata_1))
Query inj-event(QuoteVerified(tcbiClaims_1,tdiClains_1,rdata_1)) =

Query inj-event(QuoteVerified(tcbiClains_1,tdiClains_1,rdata_ >

Query secret PCK_1,PCK is false.

Query secret PCAK is true.

Query secret AK_2,AK_1,AK is true.

Query secret MK_1,MK is true.

> event(AKsent(pubAK_1)) is true.

event(TDXMsentTOR(tdiClaims_1)) is false.

Query event(AKverified(pubAK_PCE_1)) && event(AKsent(pubAK_1)) ==> pubAK_PCE_1 = pubAK_1 is true.
> pubTDK_1 = pubTDK_Ver_1 is false.

Query event(VerIdentity(pubTDK_Ver_1)) && event(TDidentity(pubTok_1))

om55,648s
oms5,432s
0n0, 1325

uhammad Usama Sardar

event(CPUsentSHR(tcbiClaims_1,rdata_1)) is false.

> inj-event(CPUsentSMR(tcbiClains_1,rdata_1)) is false.

inj-event(TDXMsentTOR(tdiClains_1)) is false.

April 3, 2024
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Reported to Intel'? and Fixed®?

TRUSTED BY TD NOT TRUSTED BY TD
TRUSTED BY TD NOT TRUSTED BY TD INTEL® TDX MODULE FLATFORM ADMIN
INTEL® TDX MODULE PLATFORM ADMIN | INTEL AUTHENTHICATED

: CODE MODULES [ACM)
INTEL AUTHENTHICATED . DISCRETE AND
CODE MODULES (ACM) INTEGRATED DEVICES

INTEGRATED DEVICES

T ATTESTATION SW

TD QUOTING ENCLAVE : ALL OTHER SOFTWARE

: e INTEL CPU HARDWARE OTHER PLATFORM

DISCRETE AND |

‘ ALL OTHER SOF TWARE

INTEL CPU HARDWARE OTHER PLATFORM FIRMWARE
: FIRMWARE
: T MM
HOST-0S/VMM OST-05/VI
BIOS/SMM ‘ BIOS/SMM |

Figure 5.1, Trust Boundaries for TDX

Figure 1 Trust Boundaries for TDX

Figure: Old
Figure: Updated

Usardar, Full transparency of Intel TDX Specifications, 2023.
12Intel, Intel ® Trust Domain Extensions, 2021.
13Intel, Intel ® Trust Domain Extensions, 2023.
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ALL OTHER SOFTWARE

OTHER PLATFORM
FIRMWARE

HOST-0S/VMM

BIOS/SMM

Figure: Old

TRUSTED BY TD

INTEL® TDX MODULE

INTEL AUTHENTHICATED

CODE MODULES [ACM)

T ATTESTATION 5W

NOT TRUSTED BY TD

PLATFORM ADMIN

INTEGRATED DEVICES

ALL OTHER SOF TWARE

INTEL CPU HAROWARE

OTHER PLATFORM
FIRMWARE

HOST-05/VMM

‘ BIOS/SMM |

[ DISCRETE AND |

Figure 1 Trust Boundaries for TDX

Figure: Updated

® Warning: on same URL replacing the old white paper: Reported to

Intel privately and

publicly!?

Usardar, Full transparency of Intel TDX Specifications, 2023.

12Inte|, Intel ® Trust Domain Extensions, 2021.
13Intel, Intel ® Trust Domain Extensions, 2023.
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Evidencel*

INTERNET ARCHIVE

i Explore more than 840 billion web pages saved over time
AN [

intel.com/vL/di/getC 19|

- Collections - Changes - Summary - SiteMap - URLs
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Attested TLS

Pre-Handshake
Attestation

Attested TLS

Intra-Handshake Post-Handshake
Attestation Attestation

TLS Handshake

Signing of evidence i, Key Exchange Authentication
€«

Pre-Handshake Att:

Signing of evidence

Intra-Handshake Attestati

Signing of evidence

Post-Handshake Attestati
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April 3, 2024 21/28




“Rollercoaster”

¢ |ncomplete and outdated specs for RA-TLS®

5Knauth et al., Integrating Remote Attestation with Transport Layer Security, 2018.
https://github.com/Inria-Prosecco/reftls/tree/master/pv
https://mailarchive.ietf.org/arch/msg/t1s/-nFk9Eu7n- YFsF£GUe9X4InrxX8/
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“Rollercoaster”

¢ |ncomplete and outdated specs for RA-TLS®

® Specs based on TLS 1.2 (TLS 1.3 is RFC since Aug 2018)
® Fix: Used implementation and community input for formal model

® Very few comments in Inria’s TLS formal model'®

® Literally no comments at all in main processes (such as Client12,
Serverl2, Clientl13, Serverl3, appData, channelBindingQuery and
secrecyQuery)!

® Incomplete validation of draft 20 artifacts!”
® Fix: Designed an automated validation framework for key schedule

® A simple extension made the artifacts running for 1 month on
high-end server (icelake)

® Submitted to ProVerif developers for analysis
® Fix: Formal model from scratch

5Knauth et al., Integrating Remote Attestation with Transport Layer Security, 2018.
https://github.com/Inria-Prosecco/reftls/tree/master/pv
https://mailarchive.ietf.org/arch/msg/t1s/-nFk9Eu7n- YFsF£GUe9X4InrxX8/
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Community input

¢ Paper authors!®
® Bruno Blanchet
® Karthikeyan Bhargavan
® Nadim Kobeissi

e LURK!? authors

e |[ETF TLS WG?°

® |IRTF UFMRG chairs

e CCC attestation SIG?!

o

e |IETF 119 Hackathon??

e IRTF Crypto Forum RG @ IETF 11923

1thargavan, Blanchet, and Kobeissi, “Verified Models and Reference Implementations for the TLS 1.3 Standard Candidate”,
2017.

https://github. com/lurk-t/proverif
2Onttps://mailarchive.ietf.org/arch/msg/t1s/ZGmyHwTYh2iPwPrirj_rkSTYhDo/

2 https://github.com/CCC-Attestation/meetings/blob/main/materials/MuhammadUsamaSardar_Formal RA-TLS.pdf
2https://wiki.ietf.org/meeting/119/hackathon
2https://datatracker.ietf.org/meeting/119/materials/slides-119- cfrg-formal-analysis-of-ra-tls-00
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® QOpen question: security of attested TLS
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Call to Action

® Bring your expertise:
https://github.com /CCC-Attestation /formal-spec-TEE

e Additional information: link here®*

?4Sardar, Fossati, et al., Formal Specification and Verification of Architecturally-defined Attestation Mechanisms in Arm CCA
and Intel TDX, 2023.
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