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%‘ Updating Automotive Systems

oS Cort Over The Air

Automakers have been updating their cars for years ...

...Delivering updates over the air is the direction many OEMs
are going in & this poses new challenges

Benefits Challenges
Convenience Reliability & Safety & Security
Cost Scalable methods
Reach Installed without supervision

* Vehicle can be contacted Dealing with product variants

directly
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Challenges
Assuring Reliability, Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

much more frequent updates \

Existing methods will not be able to
keep up with demand

What can we do so that updates
can be planned and assured to be
reliable, safe & secure with low

Qnough effort? /
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Challenges
Assuring Reliability, Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

Suppliers of components, third- m

party apps running in vehicle

may want to update their own apps 'E
Need mechanisms to ensure safety

when updating code from suppliers

that may be black-box ) ﬂ
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Challenges
Assuring Reliability, Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

Updates used to be deployed in
a controlled environment, with
skilled workers performing the
process

= Success/failure of update could be

checked
= Manual roll back if there were issues

= Worker could physically check status
of vehicle before/after update

x}
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Challenges

Assuring Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

>

Now we need to make sure it is A
safe to update entirely
automatically

Environment

Current condition of vehicle,
components present, /\
maintenance history, etc. ﬂ

Everything must be checkable

through software 6

OHE WP
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Challenges

Assuring Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

Now we need to make sure it is
safe to update entirely
automatically

Automatic checks must be able to

identify if vehicle is in a safe state
= User might not know what intended
behaviour is after update

Failed updates must be able to be
rolled back automatically, or user

may be stuck
= Could be hazardous depending on
where the update was started
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Challenges

Assuring Safety & Security — we need to:

Develop scalable methods for more frequent updates
Update & verify updates automatically without skilled supervision
Deal with many product variants each with thousands of components

Incremental assurance is difficult m‘
on a ‘small scale’ with several oe

variants / \
When an update is applied, a new
pdate is app Gy Gy G

variant is created I

Need to ensure hardware is
»

compa_tible with so.ftware and
meets its assumptions

h
h

How can we manage this
complexity and support reuse
across product families?
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McSCert has been developing the WorkFlow* modelling
framework in collaboration with GM

The main goals are:
= Support impact analysis & incremental assurance
through extensive traceability
= Support more systematic, rigorous and traceable
generation of safety & security assurance arguments

We believe an extended version of our framework will
address these problems
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WEF+ is a formal, model-based framework to model information

necessary for (incremental) safety assurance
Models processes, data (work products) and constraints

Experts encode knowledge on what must be done to ensure system
safety in WF+ metamodels before development (similar to a safety
plan and/or an assurance case template)

Exports encode safety and other
attributes into the model by inserting
relevant constraints that they require
to be true. The constraints can be
syntactic (multiplicity constraints for
example), or semantic (specific
review results for example).

Arguments are based on these
constraints and what they
guarantee about instances — we use
this to generate the segment of the
assurance case related to that
activity

When a workflow is executed, the WF+ metamodel is instantiated to
document the execution
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WF+ Example: Metamodel
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Engineer

Role : Str
Name : Str
Education : Str
Experience : Str

- Competent? : Bool

memberfi..* 1 | Method -
) %- Suitable? : Bool
1 | Team | T

Method selected for

approved

’ approved

Hazard Identification is

Team Members are

for their roles

in the selected method

Hazard is

1| Performance Data e -
<<Process>>
1 Review
<<Process>> B el % 1 -
1 Review Competence Hazard Identification -
* VLH[L..*
<<Process>> f
Review Method Suitability chicte Teveliiandh
atVehLvl? : Bool
<<Process>> ... : Bool _ -
Review Hazard Definitions ¥ VLH
| B T
<<Process>> |1 <<Query>> 1
Review ... Group Hazards |1 1
<<Process>> 1 4 1| <<perived>> 1 \
Review Hazard Set Completeness ‘ﬁ NothingMissing? VLH Set VLHSet

Vehicle-Level Hazards & D
atVehLvI? & ... are
- |documented

/ [VLH Set contains all
' |Vehicle-Level Hazards

Each Vehicle-Level
Hazard is defined at the
i@l vehicle level

Each Vehicle-Level

Reasonable attempt to
find missing Vehicle-
Level Hazards failed

7
- val : Bool m ________ L
I

[Context VLH Set
self.VLH == self.Item Definition.VLH ]

Example WF+
metamodel [2],
based on automotive
functional safety
standard

ISO 26262 [1]

Template of
evidence in WF+
metamodel,
including

product data

Method selected
for Hazard
Identification is
documented and
approved for use

Method for
Hazard
Identification and
Team executing

that method are
documented and

Team that
executes selected
method is
documented and
approved

Each identified
Vehicle-Level
Hazard is
documented and
satisfies all
required
properties

Set of identified
Vehicle-Level
Hazards is
complete

Identified
Vehicle-Level
Hazards are
appropriate and
complete

approved

Vehicle-Level
Hazards are
identified using
an approved
method and team
are appropriate
and complete

Generated/planned
local argument

Legend

<<Process>>
S
Data Process Review Process Claim (red)
Metadata Result Syntactic
ellow reen
(v ) (green) (purple) (9 ) Claim (pink)
Derived
<<Query>> <<Process>> — Claim (blue)
Automated Review Validity  pata Flow
Process Process Constraint (Green/
(green) (purple) (red)  pyrple)
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WF+ Example: Instance

Execution is documented in instances
(evidence)

Argument in instances directly
follows from template in
metamodel —all we do is check

Instances can be in models, spreadsheets, constraints to see if they hold

Simulink, Medini Analyze, other tools

Vehicle-Level
Hazards are

/ LaneKeeping: Item Definition

7
<<Process>> >— ., ’documented
exec: Hazard Identification L ’, Locked
d 1 |Steering is
. | |defined at the Each
i i — i identified
<<Process>> Locked Steering: Vehicle-Level Hazard 1 _|vehicle level '

S e Vehicle-Level
execiReview - atvehLvi? :: =T [ 7| [Locked Hazard is
Hazard Definitions wii=T o|- 1 - {Steering is ... documented

o 1]

= and satisfies
Camera Failure

<<Query>>
exec: Group Hazards

<<Process>>
exec: Review
Hazard Set
Completeness

Camera Failure: Vehicle-Level Hazard

-atVehLvl?:: =F

~wmii=F

L 4
of 1

|
N/ll]' NothingMissing? : : = F

5

<<Derived>>
VLH Set 1: VLH Set

[Context VLH Set

self.VLH == self.Item Definition.VLH ]~ -

Camera Failure
iS ..

Reasonable
attempt to find
missing
Vehicle-Level
Hazards failed

Set of AN
identified
Vehicle-Level
Hazards is
complete

VLH Set
contains all
Vehicle-Level

Hazards

) { | all required Identified
<<Process>> ! 'f‘def"r“‘?‘: at properties Vehicle-Level
exec: Review ... |-~ Ite\?e‘lle icle Hazards are

appropriate

and complete
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How We Use It
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We have several processes
& the related argument
fragments modelled...

These fragments are tightly

e integrated & highly
f‘. =§:' traceable
Process A o

n:: B
-
E ﬁ Process B

- Process
- Review

Data

- Terminal Claim

- Derived Claim

Later processes can build
Process - on or modify earlier ones

= Process D
_ﬁ = Each represents a step
Process E taken to ensure safety.

B- B=m Need to integrate the

il e arguments to reveal overall
Process F safety argument/reasoning
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Process A
Bl Process = Framework is still very
B Review .—_‘ % generic, allowing for
— complete freedom in how
Data Process B

- Terminal Claim

- Derived Claim

Important to realize
that

1.

2.

The entire process
is highly iterative
The individual
processes are
planned to deliver
specific results

==

[
-

R,
-
—

Process C

*. > -
m—
C—
-

Process D

-
==

[
-

=
——Z

Process E

. <n

Process F

=
-
o
—4

-
-

-

they are integrated

Currently have not
implemented anything
specific in terms of the
approach to safety, e.g.
what is necessary, how
different tasks are related,
etc.

We could (and are working
on) using ideas such as the
Overarching Properties
[4,5] to achieve this
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Process A
- Process =
i
e
B Review ._ (v % Intent
-h
Data rocess B [
Terminal Claim "" —
- l""ﬁ E“
— e

- Derived Claim

Process C

System
Correctness Is Safe
H

Process E

% Innocuity
Process F
=
_____—. -
—
=
e
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A fundamental idea in our framework is that the metamodel is the plan and
the instance is the execution

We found that including details of the system in the argument cluttered the
argument and made reuse more difficult

Example 1

Detail on the mitigation of hazards
belongs in the hazard analysis as
evidence

The results, properties that were
checked etc. can be recorded in the
argument

and

Elements typically found in
a GSN argument, such as
context, assumptions and
defeasible reasoning, we

have moved back into local
arguments (Toulmin style)
between the evidence and
the terminal claims in the
evidence.

Example 2

Plan for a test and its results should
be in documentation

Aggregated results (i.e. every test
passed, each was adequately
planned, etc.) can go in the
argument
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Creating Reusable And
Understandable Arguments

A fundamental idea in our framework is that the metamodel is the plan and
the instance is the execution

We found that including details of the system in the argument cluttered the
argument and made reuse more difficult

LaneKeeping: Item Definition |@
<<Process>> / i e
exec: Hazard Identification ’ Locked
1 |Steering is
;| |defined at the
<<Process>> Locked Steering: Vehicle-Level Hazard | L Jvehicle level
e - atVehLvi?:: =T o "|' [Locked
Hazard Definitions =T - { - {Steering is ...
< I
! Camera Failure H
<<Process>> ! 'f‘def'?‘.edl at -
exec: Review ... |-~ Ite\?e‘lle icle
Camera Failure: Vehicle-Level Hazard i ’
- Camera Failure
<<Query>> -atVehLvl? :: =F o _dis ...
exec: Group Hazards -..i:=F 1" N
Reasonable
% attempt to find a
s \Té;i?g- Level
exec: Review | <<Derived>> {Hazards failed
Hazard Set VLH Set 1: VLH Set 7
Eompleterniess —————>11- NothingMissing? : : = F o VLH Set
contains all

Vehicle-Level
Hazards are

~

[Context VLH Set _
self.VLH == self.Item Definition.VLH ]

Vehicle-Level

_|Hazards

vehicle-Level
Hazard is
documented
and satisfies
all required
~raperties

Set of
identified
Vehicle-Level
Hazards is
complete

Already getting
cluttered in a toy
example

Identified
Vehicle-Level
Hazards a;

" Any change to the
details of the
model directly
impacts argument

16
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Creating Reusable And
Understandable Arguments
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WF+ Metamodel

Required

evidencel

Required

evidence 2

Required
evidence 3

Required
evidence 4

Terminal Claim

1

Terminal Claim
2

Derived Claim
1

Terminal Claim
3

Terminal Claim
4

WF+ Instance

Required
evidence 1
occurrence 1

Required
evidence 1
occurrence 2

Required
evidence 1
occurrence 3

Terminal Claim
11

Terminal Claim
12

Complexity of
instance/system is
mirrored in argument

Derived Claim
2

Derived Claim
1

Terminal Claim
13
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WF+ Metamodel

Required
evidence 1

Required

evidence 2

Required
evidence 3

Required
evidence 4

Terminal Claim
1

Terminal Claim
2

Derived Claim
1

Terminal Claim
3

Terminal Claim
4

WF+ Instance

Required
evidence 1
occurrence 1

Required

occurrence 2

Required
evidence 1
occurrence 3

evidencel |-----

“~<._| Terminal Claim 1

for Each

Derived Claim
2

By making the claim
over each occurrence in
the instance the
argument is more
concise
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WF+ Metamodel Terminal Claim
. 1
Required Terminal Claim Derived Claim
evidencel | .-} 2 1
Required | __pe————m—
evidence 2 ]
qumred ___________ Terminal Claim
evidence 3 - 3
Derived Claim
2
eR_e(?:I::::d4 ________________________ Terminal Claim
Vi . .
¢ By making the claim
over each occurrence in
the instance the
WF+ Instance argument is more
Required ConCISe
evidence 1 R
occurrence 1 R
Required .. [Torminal Claim 1 We dg not actuallylllose
evidence1 [-------c-ooo - -1  forEach anything — traceability
occurrence 2 Pl
- allows us to understand
Required _- - .
evidence 1 the details that are now
occurrence 3 excluded from the

argument
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Change Impact Analysis
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Absolutely essential in supporting Avoiding false positives
incremental safety & security is essential for

assurance — a primary capability efficiency, detailed
of WF+ that will facilitate traceability helps avoid
producing safe & secure OTASUs false propagations

Crucial for any approach
to avoid false negatives
— detailed traceability
helps ensure we do not
miss anything

[C] Process

[J Data
Engineers can be [ Initial change
guided to processes [J Flagged by
producing/consuming impact analysis

impacted data to begin
resolving impacts
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Supports scalability
Extensive traceability enabling model management, automation to handle
variability, support for generating understandable, more reusable arguments

Supports increased confidence
Basing assurance arguments on detailed models with the necessary
traceability can help give confidence required for remote updates

Capable of supporting product families
Traceability enables change impact analysis and incremental assurance
required to efficiently assure safety of product families in the time available
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We are not quite there yet... Some things we are working on adding:

Product family support

We need a way to track, aggregate and update reusable process/work
product fragments between different versions of systems

o o —>

Version 1 Version 2 Version 3

System

Is Safe System

Is Safe

System
Is Safe

Legend: | Common between all | | Common between some | Unique
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We are not quite there yet...

Product family

support

Family of process
fragments

l-';* - —
i B —
e B

e F—

e

o

Version 1

\_.>\

.i System
Is Safe

Less duplicated effort
enabling reusable
fragments

23

Some things we are working on adding:

Need to generate argument
for variants based on shared
fragments. This involves
significantly less work than
manually duplicating and
maintaining

Need to support & track usage of

by reusable components so impact
analysis, other queries can be
traced to affected variants
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We are not quite there yet... Some things we are working on adding:
Packaging data

Data must be processed in granular chunks to enable traceability for impact
analysis & specific assurance arguments

24
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We are not quite there yet... Some things we are working on adding:

Packaging data

Data must be processed in granular chunks to enable traceability for impact
analysis & specific assurance arguments

At some point it may need to be packaged/aggregated

Work Products
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What We Are Adding To WF+
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We are not quite there yet... Some things we are working on adding:

Packaging data

Data must be processed in granular chunks to enable traceability for impact
analysis & specific assurance arguments

At some point it may need to be packaged/aggregated

-
-
-
-
-
-
-
-
- =

24

-
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™ —
_—
—
—
—
_—
_—

O

[od]

Physical allocation

-
-
-
-

TIIT
TITIY

- innnna

This type of packaging will
be important for analyzing
vehicle variants &
performing impact
analysis

Some components will be
OEM and some from
suppliers. Important for
OTASU to track allocation
to components
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We are not quite there yet... Some things we are working on adding:

Method for (semi-automatic) argument generation

Having such frequent updates will all but require automation of aspects of
argument generation

Reliable automation can also improve accuracy and confidence in arguments

Lots of ‘low hanging fruit’ to easily automate & reduce effort required

Hazard Each Hazard is
mitigatedBy 1..*
mitigates | 1..* SafetyRequirements

mitigatedBy | 1.%

SafetyRequirement
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We are not quite there yet... Some things we are working on adding:

Method for (semi-automatic) argument generation

Process of developing metamodels is currently flexible

With a bit of regularity, we can enable automation of more argument
generation steps, composition of arguments

_|Reviewer has AN
required experience

O ol LyearsOfExperience >=

- Name : String
- yearsOfExperience : Int
- Training : List

Reviewer is qualified D

Reviewer has D ----7

[Training.includes("HARA")]

required training
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