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Classical Cryptography

2050... 1960 1980 2000 2020

Classical Cryptography TimelineMicrochip Transistor Counts
(Impacts CPU speed)

1918: German Enigma 
cipher created

1932: first cracking of 
Enigma cipher in 
Poland

1940: "Bombe" machine 
built by Turing to speed 
up Allied Enigma 
codebreaking

1940: German Lorenz 
cipher created

1943: first electric 
programmable 
computer, "Colossus," 
built to break Lorenz 
cipher

Past - 1800s: 
simple Substitution 
ciphers like the 
Caesar cipher 
dominate

0 (AD) 1940

103

106

109

1010

1976: Diffie-Hellman 

key exchange

1977: RSA public 

key encryption

2004: MD5 hash 

proven not secure

2005: SHA1 hash 

proven not secure

1994: Secure Socket 

Layer (SSL) for 

network security 

released by Netscape

2010s: all versions of 

SSL considered not 

secure and deprecated 

in favor of TLS

Future: latest TLS 

version 1.3 reaches 

100% adoption

1985: ECC key 

exchange proposed.

2001: US government 

adopts an Advanced 

Encryption Standard (AES)

Classical Computers

Year
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Quantum-Resistant Cryptography

20501990 2000 2010 2015 20181980

Quantum Cryptography timeline

Top Qubit Computers
(of gate-model QCs)

2021 2024 2030

100% PQC
adoption

103

Measurement of Post Quantum 
Cryptography (PQC) Adoption 
internet-wide

PQC network 
continuous auditing 
for HPC-QC integration

Scientific computing 
that are PQC 
compliant

101
Year

1981: Richard Feynman 
proposes quantum 
computers

1984: 1st quantum 
cryptography scheme, 
BB84, for key exchange

Shor's
Algorithm

(1994)

2015: successful & 

efficient implementation of 

Shor's algorithm on an ion-

trap quantum computer to 

factor the number 15

105

* This is a quantum annealing QC which is  not a universal QC, primarily solving 
optimization problems, and could not perform Shor's algorithm.

NIST calls for 
PQC 

standardization 
(2017)

2022-2023: NIST and 

community select 7 to 15 

algorithms to be the US 

standard for post quantum 

cryptography

Post-quantum cryptography (PQC or quantum-resistant cryptography) 

are cryptographic systems:

• Secure against both quantum and classical computers,

• Interoperate with existing communications protocols and networks

1996: Grover’s 

algorithm

NIST calls for 
Depreciation of 
RSA (less than 
112b) & others

(2030)
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Summary and Key Takeaways

Problems

• Inadequate guidance 
on migrating HPC 
cyberinfrastructure 
to be compliant. 

NTRU

Prime

X25519 

(hybrid)

TLS 1.3 OpenSSHOpenSSL

Implementations

SciTokens…

Standards: Key Encapsulation and Digital Signature

CRYSTALS

Dilithium

CRYSTALS

Kyber



Post Quantum Cryptography Adoption Rate & Migration HotSOS 2025PHUONG CAO 5

Summary and Key Takeaways

Problems

• Inadequate guidance 
on migrating HPC 
cyberinfrastructure to 
be compliant. 

• Insufficient feedback 
on PQC drafts and 
real-world adoption

Standards

Implementations

Adoptions

Bugs/Issues Measurements
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Summary and Key Takeaways

Problems

• Inadequate guidance 
on migrating HPC 
cyberinfrastructure to 
be compliant. 

• Insufficient feedback 
on PQC drafts and 
real-world adoption

• Lack of quantitative, 
compelling 
argument for 
increasing public 
awareness

Example of SSH connections using
NTRU Prime 761 and x25519 measured

at NCSA (2024)
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Summary and Key Takeaways

State of the Art

• Initial migration of 
TLS to PQC
(Cloudflare, 
Google, Meta etc.)

• Alliance on 
standard PQC 
implementation

Need a concerted 
effort focusing on 
PQC adoption 
measurements on 
HPC environment.

Problems

• Inadequate guidance 
on migrating HPC 
cyberinfrastructure to 
be compliant. 

• Insufficient feedback 
on PQC drafts and 
real-world adoption

• Lack of quantitative, 
compelling argument 
for increasing public 
awareness
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Summary and Key Takeaways

State of the Art

• Initial migration of 
TLS to PQC
(Cloudflare, 
Google, Meta etc.)

• Alliance on 
standard PQC 
implementation

Need a concerted 
effort focusing on 
PQC adoption 
measurements on 
HPC environment.

Future Work & Discussions

• Disseminating real-time and snapshot of adoption 
results with NIST & community

• Identify traces of novel attacks in the wild (e.g., 
ciphersuite downgrade attacks?)

• Work with HPC cyberinfrastructure such as SciTokens 
to identify and overcome challenges.

Approach & Results 

• Described a PQC instrument embedded in 
network of open-science HPC applications.

• Analyzed Zeek connection metadata (SSH, TLS, 
RDP) collected at > 400Gbps NCSA network

• Avg. 0.029% adoption rate of sntrup761 for 
SSH (out of 20M connections from 2023-2024 
at NCSA)

• Systematically characterized current adoption 
of HPC authentication libraries, applications [1] 
(Published in IEEE QCE 2024)

[1] Jakub Sowa, Jakub Sowa, Bach Hoang, Advaith Yeluru, Steven Qie, Santiago Nunez Corrales, Anita Nikolich, Ravishankar Iyer, Phuong Cao
"Post-Quantum Cryptography (PQC) Network Instrument: Measuring PQC Adoption Rates and Identifying Migration Pathways"
In 2024 IEEE International Conference on Quantum Computing and Engineering (QCE), Montreal, Canada
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Migrating HPC application’s 
communications to become 

Quantum-resistant
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Research Questions:

1. To what extent are NCSA and its scientific partners ready 

for post-quantum cryptography (PQC)?

1. What can we do to better prepare for PQC 

standardization?
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PQC measurement 
architecture

Harness the connectivity and 

wide gamut of HPC applications 

at NCSA to measure PQC adoption rate 

Focus on the most popular protocols:

SSH and TLS

Produce batch and real-time statistics
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NCSA Network Metadata-Gathering Process

• Sampled many hours of network metadata generated by Zeek at NCSA

• No information beyond metadata was used

• Zeek logs were parsed in Python for analysis of network traffic of certain 

protocols
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Data Overview
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Investigated PQC of Application and Transport Layers

• Layer 7: Application layer

• Remote Desktop Protocol (RDP)

• Domain Name System (DNS)

• Secure Shell (SSH)

• Layer 4: Transport layer

• Transport Layer Security (TLS)
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Current PQC implementation in SSH
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Minimal Amount of PQC in the Secure Shell (SSH)

= post-quantum = not secure even now

• 99.92% of all SSH traffic was not secure against 

quantum adversaries

• sntrup761x25519: Streamlined NTRU Prime

• A hybrid classical-PQ key exchange algorithm 

available by default in OpenSSH v9.0 and 

above as of 2022

• Over 83% of server-side SSH protocol versions 

were from 2019 and earlier
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SSH PQC Key Exchange adoption rate is increasing over the 
year
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Lack of PQC in Transport Layer Security (TLS)

• About 65% of connections were using TLSv1.3; about 35% were TLSv1.2

• Many unsecure cipher suites were in use – 4 had over 1000 connections!

• Many designs in the works by the IETF & NIST; some companies even trying 
to integrate PQC into their TLS

• The difficulty to even adopt

TLS v1.3 internet-wide

foreshadows PQC
adoption as well

Updating Zeek network security monitor to integrate parsing of recent TLS cipher suites.
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Putting SSH and TLS adoption rate in perspective
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Nearly Nonexistent Cryptography in RDP/DNS

• Remote Desktop Protocol (RDP):

• Can be configured to use TLS encryption and Network-layer authentication 

but only on Windows 11

• Out of 26 connections in sample data, only 2 used both encryption and 

authentication

• Domain Name System (DNS):

• Not encrypted at all by default -- anyone can see what websites you try to 

visit, even on the NCSA network

• Can enable HTTPS encryption on some browsers (Firefox, Chrome etc.)
• Can also configure DNS to encrypt DNS-over-TLS (DoT)
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Top Autonomous Systems with PQC traffic
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Taxonomy of PQC adoptions in HPC applications
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Future Work

• Creating a web tool that measures Post-Quantum Cryptography at NCSA and 

other organizations

• "Network of PQC telescopes"

• Creating a tool to quickly scan a network and analyze its usage of PQC
• As opposed to what we did - manually selecting logs and creating readable 

output

• Analyzing the risk of and figuring how to mitigate Post-Quantum "cipher suite 

downgrade attacks"
• Even modern cryptography deals with downgrade attacks, where an 

adversary tries to force a connection to use less secure cryptography
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Summary and Key Takeaways

Future Work & Discussions

• Disseminating real-time and snapshot of adoption 
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• Identify traces of novel attacks in the wild (e.g., 
ciphersuite downgrade attacks?)

• Work with HPC cyberinfrastructure such as SciTokens 
to identify and overcome challenges.

Approach & Results 

• Described a PQC instrument embedded in 
network of open-science HPC applications.

• Analyzed Zeek connection metadata (SSH, TLS, 
RDP) collected at > 400Gbps NCSA network

• Avg. 0.029% adoption rate of sntrup761 for 
SSH (out of 20M connections from 2023-2024 
at NCSA)

• Systematically characterized current adoption 
of HPC authentication libraries, applications [1] 
(Published in IEEE QCE 2024)

[1] Jakub Sowa, Jakub Sowa, Bach Hoang, Advaith Yeluru, Steven Qie, Santiago Nunez Corrales, Anita Nikolich, Ravishankar Iyer, Phuong Cao
"Post-Quantum Cryptography (PQC) Network Instrument: Measuring PQC Adoption Rates and Identifying Migration Pathways"
In 2024 IEEE International Conference on Quantum Computing and Engineering (QCE), Montreal, Canada

Adoption rate in SSH, TLS, and ASes
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Potential Solutions

• A TLS v2.0, introducing PQC by default, focusing on HPC communications
• Securing all network traffic even against quantum adversaries

• Potentially configure most network protocols to run over this TLS 2.0

• A TLS Termination Proxy can be used as a wrapper around current 
infrastructure to make it easier to secure traffic

• Streamlining and simplifying cryptography and security

• More generally, make sure to keep software like SSH protocols and browsers updated 
to use the safest cryptography
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