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A graph-based knowledge representation!

Assuming the underlying existence of:
an ontological underpinning
and reasoning engine

it is Knowledge Graph!



Qutline

lalardalens

What is a knowledge graph?

What is an ontology?

How can an ontology be developed?
How can an ontology be represented?

Why does all this matter for assurance and compliance?

Whatis assurance?
What is compliance?

Pieces of solution towards the ontology-based representation for
assurance and compliance



What? Knowledge Graph
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“A knowledge graph acquires and integrates information into an ontology and
applies a reasoner to derive new knowledge.”

Source 1

\

Source 2

Knowledge-based system

/

—~
>
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Knowledge base
(e.g., ontology)

Reasoning
engine

integration

Lisa Ehrlinger and Wolfram Wo3. Towards a Definition of Knowledge Graphs.

Joint Proceedings of the Posters and Demos Track of the 12th International Conference on Semantic Systems- SEMANTiCS2016 and

the 1st International Workshop on Semantic Change & Evolving Semantics (SuCCESS'16)
co-located with the 12th International Conference on Semantic Systems (SEMANTiCS 2016)

Leipzig, Germany, September 12-15,2016.
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Do you know any knowledge graph?

The Semantic Web!



What? Ontology
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An ontology is a formal description providing human users a shared understanding of

a given domain

Source 1

Knowledge-based system

Source 2

Knowledge base
(e.g., ontology)

Reasoning
engine




What? Ontology engineering
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From: AAAI Technical Report SS-97-06. Compilation copyrigh

© 1997

AAAI (www.aaai.org). All rights reserved.

METHONTOLOGY:
From Ontological Art Towards Ontological Engineering

Mariano Ferniandez, Asuncién Gémez-Pérez, Natalia Juristo

Specification - purpose specification, competency questions (*)
Conceptualisation - terms distinguished from verbs
Formalisation - transform the conceptual model of the ontology into a formal model

Integration

Implementation
Maintenance

(*) questions that the ontology must be able to answer

Competency questions capture the functional requirements of the ontology



What? Ontology representation o

Source: https://it.wikipedia.org/wiki/File:W3c-semantic-web-layers.svg



What? RDF -Resource Description Framework mp
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A standard for capturing triples
a simple language for writing statements about Web resources identified by URlIs.

An RDF document is a set of RDF statements

An RDF statement expresses a relationship between two resources.

The subject and the object represent the two resources being related

The predicate represents the nature of their relationship

The relationship is phrased in a directional way (from subject to object) and is called in RDF a property.
We can visualize triples as a connected graph. Graphs consists of nodes and arcs.

Subject bl Object

Predicate

Informal textual representation of the previous graph-based representation

Barbara Gallina plays role Associate Professor of Dependable Software Systems

Barbara Gallina gives presentation on Ontology-based representation for assurance and compliance
Barbara Gallina runs project #49-4DASafeOps

#49-4DASafeOps has partner Bosch

Source: https://www.w3.org/TR/rdf11-primer/#section-data-model



What? OWL

OWL-Web Ontology Language
Allows for the definition of the semantics of RDF statements.

The main building blocks of an OWL ontology are classes.



What? SHACL

mb
v 1)
A standard for a language for validating RDF graphs against a set of constraints Z’;i;’:&‘f A B
Language
gz g [l @» @

A ] validates the data
THIS DATA 1 » 28

ISVALIDATED*%R@ . ‘
e o"
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[source: https://www.ontotext.com/knowledgehub /fundamentals/what-is-shacl/]



What? SPARQL mo
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SPARQL-SPARQL Protocol and RDF Query Language
A standard for querying the knowledge graphs, as well as constructing them

Query forms:

-SELECT - Returns all, or a subset of, the variables bound in a query pattern match

-CONSTRUCT -Returns an RDF graph constructed by substituting variables in a set of triple templates
-ASK - Returns a boolean indicating whether a query pattern matches or not

-DESCRIBE -Returns an RDF graph that describes the resources found
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Why does all of this matter for assurance
and compliance?



What? Assurance mn

Assurance “grounds for justified confidence that a claim has been or will be achieved”
[ISO/IEC]TC 1/SC 7,1SO/IEC 15026: Systems and software engineering — Systems and software assurance, Part 1: Concepts and vocabulary (2019)]

Multiconcern assurance means grounds for justified confidence that:
multi-concern claims have been or will be achieved, as well as
arguments that those claims about multi-concerns are justified by the evidence about the system

Concern: safety, security, sustainability, explainability..



What? Assurance
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context means.. I
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The adopted {p} process is in compliance with the The {combination of processes) s in compliance with
requlred {Pro}-related standards and deliverables lhe required {Pro}-related standards and deliverables . .
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Yaw} evidential relationships
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What? Assurance
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abstract elements
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By the way,
would a SACM co-pilot
be useful here?

In my opinion, no
(too few examples)



What? Compliance mn

Compliance “meeting all the organization’s compliance obligations”

[ISO 37301:2021 Compliance management systems — Requirements with guidance for use]

Compliance obligations - “ requirements that an organization mandatorily has to comply
with as well as those that an organization voluntarily chooses to comply with. ”

[ISO 37301:2021 Compliance management systems — Requirements with guidance for use]



Compliance Obligations: example 4o

29.6.2023 Official Journal of the European Union L 1651

I

(Legislative acts)

Machinery Regulation
REGULATIONS

REGULATION (EU) 20231230 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 14 June 2023

on machinery and repealing Directive 2006/42/EC of the European Parliament and of the Council
and Council Directive 73/361/EEC

(Text with EEA relevance)

Directives provides:
Essential health and safety requirements relating to the the design and construction of machinery
—>process of risk assessment and risk reduction



Compliance Obligations: examples o

« On 17 October 2024, the Regulation on horizontal cybersecurity requirements for
products with digital elements and amending Regulation (EU) 2019/1020 entered
into force.

« On 25 July 2024, the Directive on corporate sustainability due diligence (Directive
2024/1760) entered into force.

« On 17 August, 2023, Regulation (EU) 2023/1542 of the European Parliament and of
the Council of 12 July 2023 concerning batteries and waste batteries has entered
into force.

 On 1 August, 2024, The Al Act - Regulation (EU) 2024/1689 of the European
Parliament and of the Council of 13 June 2024 laying down harmonised rules on
artificial intelligence has entered into force.

* Product Liability Act ... _ _ _ _ _
Interplay including synergies, potential conflicts, redudancy


https://eur-lex.europa.eu/eli/dir/2024/1760/oj
https://eur-lex.europa.eu/eli/dir/2024/1760/oj

When is it necessary to care about assurance and compliance?

...continuously...
_ S

MANAGING NONCOMPLIANCE COMPLIANCE POLICY
CONTINUAL IMPROVEMENT ROLES AND RESPONSIBILITIES

Typical Kaizen PDCA cycle . _omcaTions o msks

Change for the better
Continuous improvement

COMMUNICATION AND TRAINING
OPERATION

CONTROLS . -
S Claims + Evidence

[ISO 37301:2021 Compliance management systems — Requirements with guidance for use]

Claims + Argument + Evidence



Vision: Knowledge graph capturing the socio-technical system - en evolving system

. mb
[Gallina etal.2024a] e )
R h Envi tal
Discipline o | m._i"—*”"" " Stressors
inion Accident i
Political Science; | Analyses . - - -
. tnge I Chal litical . . i - .
Lo Feonomics LA h:ii"fni cAv of technology is found at the operative level of society within
Associations public awareness = . . . . .
oy —_d: - many domains, such as transport, shipping, manufacturing and process industry. This pace of
2 g neiden . .

Feonomics: i change is much faster than the pace of change preseatly in management structures — Savage
D ot mm;m,- |C°—'"m :mmmm and Appleton (1988) talk of ‘‘second generation management applied to fifth generation
Sociology - r  y - . - . .

s o G onditions technology’’ in manufacturing. An even longer lag in response to change is found in
— I | pressure legislation and regulation. The different time lags found at the different levels thus present a
L S Cornpasy Management . . . . .
i Y oy | D E— problem, and the dynamic interaction among levels during a period of change becomes an
Organization e B Shangine, important modelling issue.
T et
Psychology; PI!ns I Suaft

Human factors;
Human-Machine

Interaction man

Judg- " dOﬁten’al.innS.

Fast pace of I _ . .- A
Mechanical, l l Work lechﬂogioal In this situation we need more studies of the vertical interaction among the levels of

: As change
Chermical, e mgocm- chnical systems with reference L0 the nature of the technological hazard they are

and Electrical Hazardous process
P assumed to control.

Engineering

J. Rasmussen, “Risk management in a dynamic society: a modelling
problem,” Safety Science, vol. 27, no. 2, pp. 183-213, 1997.

J. Rasmussen and I. Svedung, Proactive Risk Management in a Dynamic
Society. Swedish Rescue Services Agency, 2000.

Calls for closed loop feeback control..



Vision: Knowledge graph capturing the socio-technical system - en evolving system

[Gallinaetal.20244a]
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N ’ chan I T ______________________I
(;hg]m@i' 1 A = V&V/Field Measurements T V&V/Field Measurements Field Data t
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Engineering Hazardous process

J. Rasmussen, “Risk management in a dynamic society: a modelling
problem,” Safety Science, vol. 27, no. 2, pp. 183-213, 1997.
J. Rasmussen and I. Svedung, Proactive Risk Management in a Dynamic

Society.

Swedish Rescue Services Agency, 2000.

B. Gallina, Peter Munk, Markus Schweizer.
An Extension of the Rasmussen Socio-technical System for Continuous Safety Assurance.

Proceedings of 8th International Workshop on Critical Automotive Applications: Robustness & Safety (C." ™™

Leuven, Belgium, April 8th, 2024. Soon available at HAL archives ouvertes.fr

B. Gallina, T. Young Olesen, E. Parajdi, and M. Aarup.

A Knowledge Management Strategy for Seamless Compliance with the Machinery Regulation.

30th European & Asian Systems, Software & Service Process Improvement & Innovation (EuroSPI),
Communications in Computer and Information Science (CCIS), vol. 1890, Springer Cham, pp. 220-234,
DOI: 10.1007/978-3-031-42307-9_17, Grenoble, France, August 30.-September 1. 2023.

Variability in space and time..




Vision: Knowledge graph capturing the socio-technical system - en evolving system
[Gallina et al.2024a]
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Vision: Knowledge Engineering within Highly Regulated Companies mp

Selection/Interpretation of laws

armonized
Standards
Graph DB

uropean
Legislations
Graph DB

Selection of Safety Risk
standards Assessment and
| control

/——\
\__ﬂ

Legal Dep.
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Normative space Compliance _’2
(legislations) Dep. Sho N Standard Dep
9 Legal expert Silo

Normative space (@)
S Safety Dep.
(standards/etc.) AL 3 foe o . .
o, o | Security Risk

¢ Assessment and

‘; / Safety process control

S expert CyberSec Dep.

Departmentalized
Company artifacts

Graph DB Knowledge \Silp
retrieval X
v CyberS&c ptocess
Alditdr
Evidence Management; Evidence Tracing with the \Q Sustainability
purpose of showing fullfilment of the legal A@b, Risk Assessment

requirements; Variability management with the purpose

of reusing as well as managing the impact of changes and control



Vision: Goals mb

lalardalens

IEC

Capturing conceptually connected heterogeneous information in
order to:
« guarantee seamless traceability,
« enable semi-automated multi-concern assurance argumentation
« streamline auditing / regulatory compliance demonstration
Braking the silos by connecting people with heteterogeneous
background or competence
On demand-Knowledge Retrieval
Flexible evolution

4 Open systems dependability Frame of reference

Edition 1.0 2018-06
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Pieces of solution towards the ontology-
based representation
Yet another glass cage (?)



Pumps product line and corresponding regulations

The physical world meets the digital world

e Transforming the pump to a digital pump using loT connectivity, Al and sensing capabilities
ity
X"
g Capate

Pump Electric Electronic Digital
pump  numn

[https //iot.telenor.com /iot-case /grundfos/]

./

\

| =
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- Cybersecurit
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A layered ontology-based representation of the socio-technical system
[Gallina et al.2024c]
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{ ' PumpsCompliance:layer0_Problem_Space_Thing (4)
& PumpsCompliance:layerl_Legislation_Thing (21)

'. PumpsCompliance:layer2_Standardization_Thing (14)
) PumpsCompliance:layer3_Company_level_Thing (14)
" PumpsCompliance:layerd_SystemProductThing (2)

L A



A layered ontology-based representation of the socio-technical system -Legislation IayermD
[Gallina et al.2024c] )

> ) PumpsCompliance:layer0_Problem_Space_Thing (4)
» PumpsCompliance:layer1_Legislation_Thing (21)

PumpsCompliance:layer2_Standardization_Thing (14)
> ) PumpsCompliance:layer3_Company_level_Thing (14)
> @) PumpsCompliance:layerd_SystemProductThing (2)




A layered ontology-based representation of the socio-technical system -Legislation layer

larmonized
Standards
Graph DB

[Gallina et al.2024c]
<>
uropean
Legislations
Graph DB
b PumpsCompliance:layer0 Problem_ Space Thing (4

> ) PumpsCompliance:layerl_Legislation_Thing (21)

> PumpsCompliance:layer2_Standardization_Thing (14}
> 'PumpECnmpIIance:layarB_Cnrnpany_lewal_Th[ng (14)
> 0 pumpsCompliance:layerd_SystemProductThing (2)

Normative space
legislations

Normative space
standards/etc.)

t

Depart

Legal Dep.

C

Dep. Silo

Company

artifacts

Graph DB

b

(endpoint)

@ Imports | # Instances “:’ Inheritance| ™ Domain = Relevant Properties| €] Error Log I* SPARQL # l* SPARQL|/9n Text Search|®

Query Editor Query Library [Legislation]
SELECT ?Legislation » | ®PumpsCompliance:MachineDirective
WHERE { ® PumpsCompliance:MachinearyRegulation

?Legislation PumpsCompliance:SubjectsOfApproval ?Subject .
?legislation a 7L .

?L rdfs:subClassOf* PumpsCompliance:Legislation .

Filter (?Subject = PumpsCompliance:FunctionalSafety)

L I ]

o E U e o



A layered ontology-based representation of the socio-technical system -Standardization II]e%er
[Gallina et al.2024c] ey

) PumpsCompliance:layer0_Problem_Space_Thing (4)
'.' Pumpsﬂnmpllance layeri_ Leglﬁlatmn Thlng [21:|

) PumpsCompliance:layer3_Company_level Thrng (14)
) PumpsCompliance:layerd_SystemProductThing (2)
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More complex case study in cooperation with stakeholders
 Competency questions/stakeholder
Criteria for assessment of performative linking among the different layers and domains
Criteria for ontology engineering in relation to human/Al users
* Exploration of SOTA practices
* Integration with existing ontologies
Tooling
Exploitation of LLMs? Defeaters? Still skeptical..
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Hope it was interesting!
Thank you very much for your attention!

#49-00 COMPASS - Continuous Regulatory Compliance and Assurance of Socio-technical Systems
- focus on variability/traceability management -

software Cenier (L]
barbara.gallina@mdu.se
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