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HAMR - tool chain for [H]igh [A]ssurance [M]odeling and [R]apid engineering for embedded
systems
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ollins Aerospace

On DARPA PROVERS, HAMR is being used to develop an experimental version of the
infrastructure for Collins “Air Launched Effects” platform that provides increased
modularity and security --- (final development will be HAMR SysMLv2 to Rust)

Current - Mission computer for UAVs
collaborative UAVs

Video: https://youtu.be/SWPIHMZQOMaM?si=NwTdb3VFpV-MxSre

5\\,://& Collins Aerospace


https://youtu.be/SwPJHmZQMaM?si=NwTdb3VFpV-MxSre

n Kernel Foundation -
artitioning

Previous HAMR / Collins Aerospace demonstration based on AFRL UXAS — unmanned air system services —

adding cyber-resiliency...
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tion Kernel Foundation -
Partitioning

Previous HAMR / Collins Aerospace demonstration based on AFRL UXAS — unmanned air system services
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HAMR Code Generation for seL4
guarantees that deployed system
has the partitioning and
information flow properties
reflected in the model

seL4
configuration

No exfiltration

Legacy code
hosted in VM

Cyber-resiliency [ [ ]

(high criticality)

Fault
containment

- ===== | NO eavesdropping;
no interference seL4 microkernel guarantees partitioning of components
and communication (backed by computer-checked proofs)




ry Safe Languages

Slang/Scala (with Logika verification) Rust (with Verus verification)

- .

2 = gethuasent()

queve = getPortQueve()
¥ datalut(0) = queve(front)
f front = (fromt + 1) % QueveSize
v numOfElements = nusdfElements - 1

..maybe adding
Frama-C to
existing HAMR C
code generation

el ase REQMHS. 2 automated (randomized) property-based testing against contracts

it _bther ~ tp_irowwe_bot8_{_ropOrdest-sp- verifad o [ring_bufter]

N

..both of these emphasize contract-based verification and

//  If the Regulator Mode is NORMAL and the Current Temperature is less than

//  the Lower Desired Temperature, the Heat Control shall be set to On.

((old(api).regulator_mode == Regulator_Mode::Normal_Regulator_Mode) &&
(old(api).current_tempWstatus.degrees < old(api).lower_desired_temp.degrees)) ==>

(api.heat_control == 0On_0ff::0nn),
|ﬁﬁ=ﬂﬁ. i

selL4

configuration

Legacy code
hosted in VM
(low trust)

seL4 microkernel guarantees partitioning of components

and communication (backed by computer-checked proofs)




- Analyzeable Abstractions

REQ-MHS-1: If the Regulator Mode is ™ 4o 1

Rationale: A regulator that is initializing e of the
Isolette and the Heat Control should be &y o .
g Thread component functional behavior contracts... l
REQ-MHS-2: If the Regulator Mode is cis less
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GUMBO model level contracts for thread components and

[ |
component connections

= Integration contracts are checked in the SysMLv2 IDE

= Thread component contracts are transformed and embedded in

generated application code skeletons for testing and verification



alysis Example:
ion Flow

The KSU Awas tool (https://awas.sireum.org) generates scalable interactive
visualizations of AADL information flows and model-based hazard analysis results

o 1:.: |
— —— == P
_______ f— - Awas auto-
4444444 = S —— generates
— R e Interactive
| S ———— e information flow
_ = - visualizations
E = S
‘%
Results from AFRL
and DoD SBIRs with ==

Adventium Labs

Information flow graphs can be dynamically browsed and
queried with path logic.



https://awas.sireum.org/

e Browsing of
on Flows (AADL Level)

Example: In Ground Station / UAV example used on DARPA CASE, ask “"How does map information
propagate from ground station to UAV and through UAV’s mission computer to produce a waypoint?”

Click on map output port
of ground station with
“forward propagation”
option

© Top-Down () Left-Right JAS_Impl_Instance MCMP © Top-Down (O Left-Right

res
d_map
55 _OUTY
Component: RFB
In ports | Out ports
bind s I indings 0OUT|
ACCE IN ACCE: ouT
x
UAS_Impl_Instance © Top-Down () Left-Right
tn port ¢ WrA bus_sccess | [ port : recvmap|  [ost port ¢ wra_ves_sccess_ovr]
ov_nap 1 PA_bus_sccess OV

Immediately see results across different
subsystems.



tion Kernel Foundation -
d Partitioning

Previous HAMR / Collins Aerospace demonstration based on AFRL UXAS — unmanned air system services

1. Architecture dictates the shape | —
of the system assurance argument I
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2. sel4 provides
assurance of the

HAMR Code Generation for seL4

guarantees that deployed system

has the partitioning and L | platform and

information flow properties Cyber-resiliency | [ | Legacy code guarantees the

reflected in the model (high criticality) ] ?IOSted m)VM partitioning and
ow trust information flow.

3. Proven correct components
establish assurance along specified
information flow paths.

...assurance story goes back to Rushby’s motivation for separation kernel



Infant Incubator System

From US FAA Requirements Engineering Management Handbook (REMH)

= Handbook on best practices for REMH
requirements development written | SR ReReCne dandbook
for the FAA by engineers at Collins | ==
Aerospace
A\ n
= Includes example of an "Isolette « Isolette described in 26-page Appendix

(infant incubator) (natural language requirements, tables,
L . _ informal designs)
| >

« Used as the running example in 100-page
presentation of best practices

June 2009

Final Report

This document is available to the U.S. public through
the National Technical Information Service (NTIS),
Springfield, Virginia 22161.

» 6 Real-time Tasks
- ~36 component-level requirements Q
 Interestesting moadal behavior U, Department o Transporaon

Federal Aviation Administration

https://wvri.faa’ GV sites#iaaldov/files/aircraft/air _cert/design approvals/air software/AR-08-32.pdf



https://www.faa.gov/sites/faa.gov/files/aircraft/air_cert/design_approvals/air_software/AR-08-32.pdf

ort to Make “End-to-End”

Concept of
Operations

Requirements

Architecture
Specifications
(AADL & SysMLv2)

Semi-Formal
and Formal
Use Cases

Deployments on
JVM for Simulation

Software
Implementation
+ Source code

B T W 7 = formally verified to DEg s el 52
] . verified micro-kernel
~ | + automated property- P
| based testing O "

Hazard Analysis

T | S S g Gy | Gy | Coveregy Comernge S
T o E r5-| Com = Security. Performance. Proof.
P —— = “Linked coverage reports

o P | Wt [P i Gk | Bt
et R e g e T



Developer

Modeling Concepts

configures
computational
structure

AADL Thread
Property Options

AADL Port & Connection

Property Options |

Periodic Event buftered notifications
Sporadic Data shared data cells
/ Hybrid o ) (or aata distribution service)
: - + timing, scheduling Event Data  puffered messages
constraints, etc. (message passing middleware)
+ QoS, buffer sizes, latencies, etc
TempControlProcess.i*
I ’:hanged tempChar fanC fanCmd I
I (-~ ~—"~—"™"~, & d e 4Tty s ettt 1 ,
I ! ‘ ‘ ! I
I ! ‘ ntTemp currentTe ‘ fanAc fanAck Q o !
" | \_\/ ______ 7 K ______ s ,
/ \ \
4 \ \
wh — A AN
Y, \ AN
Code skeleton for Implied API .
selected thread pattern I Pattern for i?ﬂ;?ﬁ ircli?fnn thf ee rIﬁCted I
application code

to access port
communication,
etc.

...an AADL contract language and testing infrastructure

should be aligned with these patterns.




Informal Designs

The FAA REMH decomposes the Isolette into a control system and safety monitor
subsystem with three tasks each

Nurse %

A

/ Isolette

[Operator Intcrface]
y
Operator Operator
Settings Feedback
Temperature|  Current Thermostat Heat Heat
Sensor Temperature - Control Source
Heat L% Heat
Air <

-

Thermostat decomposed into Regulate
Temperature and Monitor Temperature

functions.

]

— Control/Regulate
Temperature
Current
Tomperature
v
» prive Hoat
Control
Desired s"‘““
Range
Regulator Regulator
Status Mod
Desirod “Manag 4~ Mod -~ Manag Rogulator Detoct
Temperature»  Regulator Regulator '« Intemal -  Regulator
Range __Interface Regulator ¥ Mod Failure Fallure
i Interface i
Fadure Current
Display Current T
Ti ture ‘emperature
< Temperature mpara tStatus)
Figure A-3. Regulate Temp Dependency Diagram
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Function
p— Safety Monitor
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Current
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v
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Y Asm c »
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ange .
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Status Mode
Monitor
larm Manage 4 Mod Manage Detect
mperature & Monior Monitor 4 Hontor Monitor
ange Interface Monitor ¥~ Mode P Sm Failure
4 Interface 4
Current re Current
Temperats Temperature
(Status)
Figure A-5 T Dependency Diagram




DL to Represent Design

AADL Model is a straightforward rendering of the design diagrams in

4 N\
upper_desired_temp P Manage Regulator Interface ! N
) ; displayed_temp P — — N
lower_desired_temp ‘P regulator: status h T
current_temp J R . F T
______________________________ ‘ ! | Manage Heat Source ; oot DT e N e
upper_desired_tempit » ; s DA,
lower_desired_temp W} o o,
II - ’

 Manage Regulator Mode

regulator_mode ),‘I

‘ »
____| Manage Heat Source L
| 7hread (Task)

Informal REMH
Design Artifacts

| Formal AADL Model ~ |—

(L. {oiouder il 51
upper_alarm_temp
> Temperd
lower_alarm_tem / !
= Lemp > monitor_status P )2
current_temp " § s s A ) — .
R : / Manage Alarm o Dl L o
! Manage Monitor Mode | [ ? upper_alarm_temp b iy o
» i ] lower_alarm_temp F———p - e
4 N I ' » :
manitar maode ’,‘ } alarm_control ,' Figure omitor Temperature Dependency Diagram
=

This example is worked completely end-to-end from
requirements, to contracts, to automatically tested and verified

application code, to deployment on selL4, Linux, JVM, JavaScript,
All artifacts are publicly available.



Heat Source Thread

AADL Interface for Manage Heat Source Thread

Manage_Heat_Source*

Desired Temperature Range uiper dosived jowp |
‘ (low & high set points) '.',: """" » i
"o . Iclrwer_desired_temp heat_eontroi

“ T 1 Desired On/Off |

| Subsystem Mode I ....... regulator_mode i state for heater

...> |

,I:current_tempWstatus |

| Current Temperature I -------- >

thread Manage_Heat_Source
features

current_tempWstatus: in data port Isolette_Data_Model: :TempWstatus.impl;
-- ("Desired Range") - lowest and upper bound of desired temperature range
lower_desired_temp: in data port Isolette_Data_Model: :Temp.impl;
upper_desired_temp: in data port Isolette_Data_Model: :Temp.impl;

-- ("Regulator Mode") - subsystem mode

regulator_mode: in data port Isolette_Data_Model: :Regulator_Mode;

-- ("Heat Control") - command to turn heater on/off (actuation command)
heat_control: out data port Isolette_Data_Model: :0On_Off;



Why might SysMLvZ2 provide a

OMG SysML v2 alternate vehicle for rigorous
. model-based development,
The next-generation including AADL concepts?

Systems Modeling
Language

K $thePUf /=

= Will have wide-ranging commercial tool support as well as open source
implementations

= Re-engineered from the ground up
= No backwards compatibility with SysMLv1 except through translation
= Not built as a profile of UML

= Like AADL, has both a graphical view and textual view

= Many AADL modeling elements have analogues in SysMLv2
= E.g., components, ports, connections, developer-defined attributes

= Aims to provide a stronger “semantics” for system engineering compared to
UML, SysMLv1



sMLvZ2 Integration
dards Work

OMG About the SMC SMC

The OMG Systems Modeling Community gathers people
interested in advancing SysMLv2

Different membership structure

See https://www.omg.org/communities/

RTESC Workgroup — entity responsible for integrating AADL concepts into SysMLv2

Charter: "Develop domain libraries w/ KerML & SysMLv2 to
support the precise modeling of Real-Time Embedded
Safety-Critical Systems. Integrate capabilities from domain-
specific models like SAE AADL, OpenGroup FACE, OMG
MARTE, & AutoSAR”

Lead: Gene Shreve (i3-Corp), Jerome Hugues (CMU/SEI)

4 AADLV2 / SysMLV2 review RTESC WG




enting AADL in SysMLv2

Manage_Heat_Source*

—— | RTESC workgroup represents AADL wFm | AEROSPACE

Lot Mv; concepts as SysMLv2 types, attributes, elc.

:,;gulator_mode |

- Mark as AADL thread I

7
/
5)/ SMLvZ2 / A Set AADL port |
part def Manage_Heat_Source_i :> Thread { / categories and types
’
in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model::TempWstatus_i; } -
in port lower_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } 'Z]’;'?DL D?m‘;{” i
in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } U L )
in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; }
out port heat_control : DataPort { out :> type : Isolette_Data_Model::On_Off; } - 9
attribute :>> Dispatch_Protocol = Supported_Dispatch_Protocols::Periodic; .
attribute :>> Period = 1000 [millisecond];
attribute Domain: CASE_Scheduling::Domain = 9; Deve/oper Uses
\
} \ domain library to
\
annotate base
Set AADL pre-defined
property values for this thread SysMLv2 elements

e 5 with AADL concepts



sMLv2 Component Types
mparison

AADL

thread Manage_Heat_Source
features
current_tempWstatus: in data port Isolette_Data_Model::TempWstatus.impl;
lower_desired_temp: in data port Isolette_Data_Model::Temp.impl;
upper_desired_temp: in data port Isolette_Data_Model::Temp.impl;
regulator_mode: in data port Isolette_Data_Model::Regulator_Mode;
heat_control: out data port Isolette_Data_Model::0n_Off;

properties
Dispatch_Protocol => Periodic;
Period => Isolette_Properties::ThreadPeriod;

SysMLv2

part def Manage_Heat_Source_i :> Thread {

in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model::TempWstatus_i; }
in port lower_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; }

in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; }

in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; }

out port heat_control : DataPort { out :> type : Isolette_Data_Model::0n_Off; }

attribute :>> Dispatch_Protocol = Supported_Dispatch_Protocols::Periodic;
attribute :>> Period = 1000 [millisecond];
attribute Domain: CASE_Scheduling::Domain = 9;



ments to Contracts

DOT/FAA/AR-08/32 Requirements Engineering

FAA REMH requirements for Manage Heat Source task T e

Wastingion, OC 20091

Requirements for control laws of this task... l

REQ-MHS-1: If the Regulator Mode is INIT, the Heat Control shall be set to Off.

Rationale: A regulator that is initializing cannot regulate the Current Temperature of the
Isolette and the Heat Control should be turned off.

' REQ-MHS-2: If the Regulator Mode is NORMAL and the Current Temperature is less !
: than the Lower Desired Temperature, the Heat Control shall be set to On. :

REQ-MHS-3: If the Regulator Mode is NORMAL and the Current Temperature is
greater than the Upper Desired Temperature, the Heat Control shall be set to Off.

REQ-MHS-4: If the Regulator Mode is NORMAL and the Current Temperature is
greater than or equal to the Lower Desired Temperature and less than or equal to the
Upper Desired Temperature, the value of the Heat Control shall not be changed.

REQ-MHS-5: If the Regulator Mode is FAILED, the Heat Control shall be set to Off.




ents to Contracts

GUMBO contracts are written together with the thread interface in the AADL

OSATE IDE (using AADL Annex clause)

- DOTFANAR-0IZ Requirements Engineering
® @ lang bedded 1, p - Isol Jaadl/pack /R 1 aadl - OSATE2 ::;:;—".‘,A.N M g Handbook
~ i e
SrE@e#Hn 3 = 7 ¥ ! B e S @@ @ EporttosoN (ORI P QHAMR (Quvigs 4 W O 3
vHle P O R4 o |
el ol Qs _ REQ-MHS-1: If the Regulator Mode is INIT, the Heat Control shall be set to Off.
M ™ =0 *Regulate.aadl 2 “0ls Rationale: A regulator that is initializing cannot regulate the Current Temperature of the
.0 .. g—————C———S——— 7 2o e g Isolett and the Heat Coatrol should be tumed off.
, I_ — =
on 4019 [l thread Manage_Heat_Source REQ-MHS-2: If the Regulator Mode is NORMAL and the Current Temperature is less
> GAisa-ADC:| 202 | features s | than the Lower Desired Temperature, the Heat Control shal b setto On.
> G Alisa-Integ . * i
> SAlisaPrede 404 -- ("Current Temperature") - current temperature (from temp sensor) 1 REQ-MHS-3: If the Regulator Mode is NORMAL and the Current Temperature is
LI BLESS_Re: 405 current_tempWstatus: in data port Isolette_Data_Model::TempWstatus.imp greater than the Upper Desired Temperature, the Heat Control shall be set to Off.
Ubuildin;-ct 406 -- ("Desired Range") - lowest and upper bound of desired temperature r
@ building-cc| 407 lower_desired_temp: in data port Isolette_Data_Model::Temp.impl; ‘ 0, ’ ’ponent REQ-MHS-4: If the Regulator Mode is NORMAL and the Current Temperature is
I building-cc 408 upper_desired_temp: in data port Isolette_Data_Model::Temp.impl; greater than or equal to the Lower Desired Temperature and less than or equal to the
@ building-c¢| 409 - ("Regulator Mode") - subsystem mode . Upper Desired Temperature, the value of the Heat Control shall not be changed.
© building-cc 410 I regulator_mode: in data port Isolette_Data_Model::Regulator_Mode; Interf.ace REQ-MHS-S: If the Regulator Mode is FAILED, the Heat Control shall be set o Off.
[ building-cc 411 I Bessts
O building-cc 412 ===m=max —
1 CASE 413 -- ("Heat Control") - command to turn heater on/off (actuation command) I
Cicase_sim 414 L heat_control: out data port Isolette_Data_Model::On_Off;
Y - q NN NN BN S B B S S - - - L
Wcontract-e | 415 X
[ DatatypeE;| 416 properties
I HAMR-Sla1 | 417 Dispatch_Protocol => Periodic;
I HAMR-Sla1 418 Period => Isolette_Properties::ThreadPeriod; DeVe/O or
I HAMR-Sla1 419
> Ghhardens [k 420 Stack_Size => Isolette_Properties::StackSize; p
U ice-device 421 M NN B BN SN S S S S S S S S S S S - - . forma//zes
v §a>isolette [ | 422 annex GUMBO| {** A
> mAPlug-int 423 -- indicate that the component maintains an internal state (variables) that influence its behaviorl requlrementg
> mAReferen: 4247 I state
> Gyaadl 425 last(md: Isolette_Data_Model::0n_Off; I
> [hawas 426 I
> Exbin 427 i R e I'miltEialdze Eintir.y Poa:n't Behavior Constraints wssses ' Omponen
v (y>diagra 4287 initialize
Llsolet 4297 guarantee
s Regul 430 initlast(md: last(md == Isolette_Data_Model::On_Off.0ff; » Cont/‘act
@ mine-contt| 4317 I guarantee REQ_MHS_1 "If the Regulator Mode is INIT, the Heat Control shall be I
> ESMultiTierai . 432 Iset to Off":
LI PCA 433 I heat_control == Isolette_Data_Model::On_Off.0ff;
[ physical 434 ) ) I
> 9> ProdCon 435 -- ======(Compute Entry Point Behavior Constraints =====
> %> ProdCon 436° I compute
> &> Redunda 437 -- assumption on set points enforced within the Operator Interface I
> ‘r@ Resolint-| 438 I assume lower_is_lower_temp: lower_desired_temp.value <= upper_desired_temp.value;

—————————J

> Liresolute-er ¢ s N NN N N S - S S S_— = h
\j Steam-Boil ** Problems [~ Properties ] AADL Property Values & Console ) History @ Assurance Case # Classifier Information
> Msteam-boil 0 errors, 1 warning, 0 others
4 . Description ~ Resource Path Location Type
> 14 steam-boil . B
I-i'omn-rnnt > & Warnings (1item)
Writable Insert 422:16:22174



Heat Source Contracts

AADL GUMBO Contracts for Manage Heat Source Thread, with
traceability to REMH requirements.

COTFANAR-0NIZ Requirements Engineering
Lo
t

w— — — —

case REQ_MHS_1 "If the Regulator Mode is INIT, the Heat Control shall be
Iset to Off.":
assume regulator_mode == Isolette_Data_Model: :Regulator_Mode.Init_Regulator_Mode;
guarantee heat_control == Isolette_Data_Model: :0On_Off.0ff;
case REQ_MHS_2 "If the Regulator Mode is NORMAL and the Current Temperature is less than
Ithe Lower Desired Temperature, the Heat Control shall be set to On.":
assume (regulator_mode == Isolette_Data_Model::Regulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value < lower_desired_temp.value);
guarantee heat_control == Isolette_Data_Model::0n_0ff.Onn;
NN B BN N B B DI B B B B B B I B S S S S S S S S S e e e e el
case REQ_MHS_3 "If the Regulator Mode is NORMAL and the Current Temperature is greater than
Ithe Upper Desired Temperature, the Heat Control shall be set to Off.":
assume (regulator_mode == Isolette_Data_Model: :Regulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value > upper_desired_temp.value);
guarantee heat_control == Isolette_Data_Model: :On_Off.0ff;

case REQ_MHS_4 "If the Regulator Mode is NORMAL and the Current
| Temperature is greater than or equal to the Lower Desired Temperature
land less than or equal to the Upper Desired Temperature, the value of
Ithe Heat Control shall not be changed.":
assume (regulator_mode == Isolette_Data_Model::Regulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value >= lower_desired_temp.value
& current_tempWstatus.value <= upper_desired_temp.value);
guarantee heat_control == In(lastCmd);

case REQ_MHS_S "If the Regulator Mode is FAILED, the Heat Control shall be
Iset to Off.":
assume regulator_mode == Isolette_Data_Model: :Regulator_Mode.Failed_Regulator_Mode;
guarantee heat_control == Isolette_Data_Model::0On_Off.0ff;

REQ-MHS-1: If the Regulator Mode is INIT, the Heat Control shall be st to Off.

Rationale: A regulator that is initializing cannot regulate the Current Temperature of the
Isolette and the Heat Control should be turned off.

REQ-MHS-2: If the Regulator Mode is NORMAL and the Current Temperature is less
than the Lower Desired Temperature, the Heat Control shall be set to On.

REQ-MHS-3: If the Regulator Mode is NORMAL and the Current Temperature is
greater than the Upper Desired Temperature, the Heat Control shall be set to Off.

REQ-MHS-4: If the Regulator Mode is NORMAL and the Curment Temperature is
greater than or equal to the Lower Desired Temperature and less than or equal to the
Upper Desired Temperature, the value of the Heat Coantrol shall not be changed.

REQ-MHS-5: If the Regulator Mode is FAILED, the Heat Control shall be set to OfF.

Developer
formalizes
requirements

fifiir

i

OSATE AADL Editor |




e Heat Source Contracts

AADL GUMBO Contracts for Manage Heat Source Thread, with
traceability to REMH requirements.

Compare current

Mode condition I temperature to
desired range

4
4
&

case REQ_MHS_2 "If‘ﬁhe Regulator Mode is NORMAL and tﬁé Current Temperature is less than
Ithe Lower Desired Temperature, the Heat Cqﬁ%rol shall be set to On.":
assume (regulator_mode == Isolette_Data_Model: :Régulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value < lower_desired_temp.value);
guarantee heat_control == Isolette_Data_Model: :0n_Off.Onn;

4
*

*
R4
4
R4
4

Set the desired state
of the heater

OSATE AADL Editor |




SysMLv2 Front-end

NEW: We developed a VSCode SysMLv2 HAMR front-end based on the SysIDE VSCode
plug-in (prototype)

SysMLv2 “ 2 isoltte ®O0QD
CO,nponent XPLORER Regulate.sysml X Operator_Interface.sysml Monitor.sysml Isolette.sysml C thermostat_rt_mhs_mhs_user.c 9+ m

. oti'mN ysm Regulate.sysml > & Regulate
interfaces o ey 3 package Regulate { ) )
i . 431 / 1
- microkit ~ AADL L b /y P p
NN 2 part def Manage_Heat_Source_i :> Thread { ——’— / ra ro e /es
vcovrzpor:tin:s— e ) N\ attribute :>> Dispatch_Protocol = Supported Dlspdl(h;w'\ﬂa.. eriodic;
X 434 attribute :>> Period = 1000 [millisecond]; - B
> thermostat_mt_ma_ma ? ot vl
435 attribute Domain: CASE_Scheduling::Domain = 9;
> thermostat_mt_mmi_..
o = 436
> thermostat_mt_mmm... 437 // ======== INPUTS ======= 5 f j
> thermostat_rt_drf_drf 438 // current temperature (from temp sensor) UppOIt Or ata t)/pe
v thermostat rt ... 439 in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model::TempWstatus_i; } g o o
iy 440 /1 owest and upper bound of desired temperature range specifications in the
441 in port lower_desired_temp : DataPort { in :> type : Isole Data g (i e e i o o — —
v src 442 in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } t d d' dAADL D t
C thermostat_rt_mh.. 443 // subsystem mode S an ar /Ze a a
C thermostat_r... 9+ 444 in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; } M d /' L
C e Y oaeling Language
446 // s======= OUTPUTS =======
[nte ratl'on of > thermggfat_rtmri_mri 4, // command to turn heater on/off (actuation command)
g > thefMnostat_rt_mrm_... 448 out port heat_control : DataPort { out :> type : Isolette_Data_Model::On_Off; }
MicroKit-based gl pac T
> util 450 language "GUMBO" /%{ REFEAR
2 451 // indicate that the component maintains an internal state (variables) that influence its behavior e
us an M Makefile 2
452 state
d f microkit.dot 453 lastCmd: Isolette_Data_Model::On_Off; F /b h H
levelopment for el ormal benavior
SeL4 M system.mk 455 /= w-raiEleilza Entry Point Behavior Constraints = = .f. . .
e specifications in
457 guarantee “
v sysml 458 initlastCmd: lastCmd == Isolette_Data_Model::On_Off.Off; - GUMBO Contract
> bin 459 guarantee REQ_MHS_1 "If the Regulator Mode is INIT, the Heat Control shall bc”’
> sysm adl-librar 4?0 |set to Off " /an Ua e
_project 461 |http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-|
~ 462 heat_control == Isolette_Data_Model::0n_Off.0ff;
'm arch.svg
Devices.sysml 7 Camnuta Entruw Paint Rehaviar Canctrainte mmmm=
Isolette_Data_Model.sy... 21 OUTPUT CONSOLE  TERMINAL PO % java-Task v + D® -~ ~ x
Isolette_Environment.sy...
Isolette.sysml Checking integration constraints of Isolette_Environment_Normal_Operation_Normal_Operation_Instance.anIncubator.lat

Checking integration constraints of Isolette_Environment_Normal_Operation_Normal_Operation_Instance.anIncubator.uat

Monitor.sysml Checking integration constraints of Isolette_Single_Sensor_Instance.lat

> OUTLINE Checking integration constraints of Isolette_Single_Sensor_Instance.uat ~

info: Ignoring System to Abstract connection: theAir.infant_interaction -> anInfant.air_interaction &
S

p NE T . GitGr Ignoring System to Thread connection: theAir.air_temperature -> thermostat.air & [Lies co 1Tabsu(»( l/erif/cation resu/ts' for
model-level contracts




HAMR Formal Semantics

140+ page literate-style Isabelle/HOL theories for AADL/SysMLv2 HAMR execution
model (guides our design of our contracts and verification/testing framework)

Joint work with
Stefan Hallerstede

(U. Aarhus)
Isa beI Ie Isabelle2021-1/HOL - ThreadState.thy b & _
\4" K00 @@ - 1 & @ r‘fz:d % Ik’;’::l:ﬁtrm -

o thy gt-repos o1 9 infi :: ‘a PortState L PDF d f I b "

= ) appi :: "a PortState ateX/ generate r0| I I Sa e e
3 1t ~s appo :: 'a PortState

i} @{term tvar} the state of the thread's loca info :: 'a PortState

g' item @{term iin} nfrastructure input port state the infrastructu Ao a-o R

s e e{tern an} = X . e Sta Shva spplication log disp :: DispatchStatus

(=] term aout applicati uty pe state 3 th ead application log A & A $

§ item ggtem xuu(; b B '[H Miichn e it S ' g e The following function helps abbreviate the construction of a thread state.

é ‘ @(tervmvdxsp} thescurrent dispatchzstatusioiathesthread fun tstate where tstate tv i ai ao io ds =

> iitenizel ( tvar= tv, infi= 1, appi= ai, appo= ao, info= io, disp= ds |

record ‘a ThreadState =
tvar :: “'a VarState" 2.4.2 Well-formedness Definitions

infi :: "'a PortState"
appi :: "'a PortState: In general, thread state well-formedness definitions specify that the things (vars, ports) that we are
OPRO. :: el PortState" manipulating in the state for a thread t are aligned with things that we declared in the model for .
info :: a PortState 2 B ¢ ¥
disp :: DispatchStatus (e.g., the thread state does not include a queue for a porf that was not declared for the thread in the
model, and conversely, every port that was declared for this thread in the model has a queue associated
text <The following function helps abbreviate the construction of a thread state with it). First, well-formedness conditions for each of the thread state elements are specified. Then, the

well-formedness condition for the entire thread state is defined as a conjunction of these properties.
fun tstate where "tstate tv ii ai ao io ds =

| tvar= tv, infi= ii, appi= ai, appo= ao, info= io, disp= ds )"
‘Well-formed Thread State Elements

subsection <Well-formedness Definitions definition wf- ThreadState-tvar:: Model =» Compld = ('a VarState) = bool where
wf-ThreadState-tvar m ¢ vs = wf-VarState vs {v . isVarOfCID m c v}

text <In general

The infi component of a ThreadState (input infrastructure port map) is well formed when the domain
: - of the infi port map is equal to the set of input ports for the thread declared in the model. Intuitively,

R Ehativas el radt st T each of the declared "in" ports for the thread (according to the model) is associated with a infrastructure
message queue, (and there are no "extra" ports in the map).

definition wf-ThreadState-infi:: Model = Compld = ('a PortState) = bool where

wf-ThreadState-infi m ¢ ps = wf-PortState ps {p . isInCIDPID m ¢ p}
0 v Output Query Sledgehammer Symbols

5,40 (234/14801) (isabedle isabelle UTF-8-Isabelle) UG IS 048M8

The definitions below for other port-state elements are similar.

PROVERS definition wf-ThreadState-appi:: Model = Compld = ('a PortState) = bool where
wf-ThreadState-appi m ¢ ps = wf-PortState ps {p . isInCIDPID m ¢ p}

* Enhanced and Scope expanded definition wf-ThreadState-appo:: Model = Compld = ('a PortState) = bool where
f- ThreadState- m = wf-PortStat {p . isOutCIDPID }

« Prove soundness of contract framework ot ape e = Wi orate e fp - wouCEmcy

definition wf-ThreadState-info:: Model =» Compld = ('a PortState) = bool where

° EXtend forma | ization dOWnWa rds toWa rds wf-ThreadState-info m ¢ ps = wf-PortState ps {p . isOutCIDPID m ¢ p}
selL4 proof-base

Note limited scepe: HAMR subset of AADL/SysMLv2; run-time semantics; connection to code generator by manual inspection



Code Generation

r tempSensor* . ]
J ,' ______ “hanged tempChar
( - .
! ) : P 1
’ ,’ Q ______ b, :ntTemp currentTe
I
----------------‘

TempControlProcess.i*

tempControl*

I
fanCmd

7>'-—'§,5'

fanAck

la—e's I

_____;';’_""_J*\-_-______l

F----------

1 fan*
fanCmd I
(""" ~ 1
0 i !
fanAck Q ______ b, ,'
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Code Generation

'r tempSensor*

388

|
1
!

“hanged

==

:ntTemp

Code gen for
Component &~
Threading
InfrastructureQ_

—— -

‘@O

System

Build

Application

&

Code

Auto-generated
Component Infrastructure
Code for Platform

Platform configuration

information

TempControlProcess.i*

tempControl*

tempChar

currentTe Q ‘

I ey o8

Code gen for
Communication
Infrastructure

Auto-Generated
Run-Time
Communication
Infrastructure
Code for Platform

F----------

fan*

I ]
fanCmd fanCmd
Ca  a s

]
fanAck

" Code gen for
Application APIs

Application

Code

Auto-generated
Component Infrastructure
Code for Platform

Application Code
Development

Auto-Generated
Run-Time

Communication
Infrastructure
Code for Platform

Auto-generated
Component Infrastructure
Code for Platform



t Application Code Interfaces
from SysMLv2/AADL Model

P marage_teat_soi| Periodic Thread
pp—— w/ data ports | ...... Interfaces/APIs/Skeletons + contracts for application
ol code are auto-generated from SysMLvZ/AADL model.

I .
lower_desired_temp heat_control
h '
> »
'regulator_mode !
,b

,l' current_tempWstatus

______________________________________________

AADL Mode
Implied Semantics

_______

_______

auto-

generated
0 0
e [

Application Code
in Rust



t Application Code Interfaces
from SysMLv2/AADL Model

Manage_teat_Souf Perjodic Thread

.,pe desired_temp w/ data ports Interfaces/APIs/Skeletons + contracts for application

el sesred tom —— code are auto-generated from SysMLvZ/AADL model.

> > |

'r'egulator mode £ thermostat_rt_mhs_mhs 8- IE ER =]
t‘l I:D 500

t_mhs_mhs_app.rs 2, M X

L L) Lily i L L £ i > iggered

t > ® thermostat_rt_m

------------------------------------ L thermostat_rt_m Component contract (smaII excerpt)
e 56 pub fn tlmeTrlgger

.v__,“ ey i R T

ponen 103 (old(apl) regulator mode == Is‘b‘lette Data Model Regulator Mode Falled Regulat(
d.rs 104 (api.heat_control == Isolette Data_Model::0n_Off::0ff)
______ ) ® thermosta... 2, M 105 // END MARKER TIME TRIGGERED ENSURES
[ ‘ data 106 0 ;'""'
. lib.rs . 107 I :0 e
Q " logging.rs E 108 | ..' | 1 .
______ tests.rs 0 109 | .0. 1
> target 8 110 I .o' | .
auto- Cargo.lock E 111 : & : .
£ Cargo.toml = 112 . .
gRRRED | [ e e Skeleton for application !
23 rust-toolchaim.toml 114 I COde entry pOInt I
- ~ . 115 I I
0 0 116 : : r
H 117
@ ____ " . 118" : : !__
- 119" | I
Application Code 120 : :
in Rust 21 i
122§ |
123 9 Y I
124 D e [ e e e S S e e S e e |
> OUTLINE
> TIMELINE PROBLEMSQ OUTPUT DEBUG CONSOLE  --- Filter (e.g. text, **/*.ts, !**/node_modules/**) Y & = ~ X
Verus error indicates that o e

10 s (X) postcondition not satisfied

rust-al<TyZet Spaces:2 UTF-8 LF {3 Rust & 0

contract is not yet satlsﬂed




t Application Code Interfaces
from SysMLv2/AADL Model

Manage_Heat_Soul Pariodic Thread
w/ data ports

...Developer adds application code to contract-
annotated skeleton, and verification/testing

]

|

!
upper_desired_temp

>|’ I

g e “a'-““"; tools check conformance to contracts.

':gulator_mode ’."I O thermostat_rt_mhs_mhs 8- 00 [
I." rt_mhs_mhs_app.rs M X 19 (11

Adding application
code to skeleton

nt > ® thermostat_rt_mhs_mhs_app.rs > {} impl thermostat_rt_mhs_mhs > @ timeTriggered
impl thermostat_rt_mhs_mhs {

ge 56 pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>(

ponent 103 (old(api).regulator_mode == Isolette_Data_Model::Regulator_Mode::Failed_Rega
mod.rs 104 (api.heat_control == Isolette_Data_Model::0n_Off::0ff) .3

at

______ = ® thermostat,... M 105 F__dlj@i@ﬁ@lygEEQQQUQ%Ei__________________g____1
‘ data E 6 { 1
‘ ) lib.rs C 107, | // Get values of input ports |
______ > | logging.rs = 1082 I let lower: Temp_i = api.get_lower_desired_temp(); |
2 tests.rs E 109 : let upper: Temp_i = api.get_upper_desired_temp(); :
> target - 110 I let regulator_mode: Regulator_Mode = api.get_regulator_mode(); I
Cargo.lock E 111 | let currentTemp: TempWstatus_i = api.get_current_tempWstatus(); 1
generated % Cargo.toml = 112 ! I
M Makefile E 113 : // compute / control logic :
. 114
-~ ¥ rust-toolchaim.toml 1 1
‘ E 115 I // current command defaults to value of last command (REQ-MHS-4) I
. 116 | let mut currentCmd: On_Off = self.lastCmd; 1 -
‘ . 117 I I u
d = 118> 1 match regulator_mode { - 1 :
— 146 |1 I
Appllcatlon COde 147 : // Set values of output ports :
in Rust 148 | api.put_heat_control(currentCmd); 1
1492 | self.lastCmd = currentCmd |
150 I ¥n timeTriggered |
151 e L P PP P P e
@ > OUTLINE :
> TIMELINE PROBLEMS OUTPUT DEBUG CONSOLE  --- Filter (e.g. text, **/*.ts, !**/node_modules/**) Y 8 = ~ X
> RUST DEPENDENCIES No problems have been detected in the workspace.
{% > VERUS DEPENDENCIES

I° main* <& ® 0.A 0, rust-analyzer ¢ Jason Belt (1 monthago) = @& Ln114,Col1 Spaces:2 UTF-8 LF {3 Rust &8 0Q



t Application Code Interfaces
from SysMLv2/AADL Model

uéper_desined_hemp
>
I
lower_desired_temp
s Wy
-y
D!‘
'regulator_mode
> Get _

=
curreRTtemp Wstatus

~

AADL Mod
Implied Semantics

data

1 lib.rs

I logging.rs
& tests.rs

> target

auto-
generated

Cargo.lock
£ Cargo.toml
M Makefile

23 rust-toolchai

':' Manage_Heat_Sou|

B thermostat,,...

SIIIIIIIIIIIIIIIIIIIII

e pp——. |

.toml

Application Code

in Rust

@ > OUTLINE

M

Periodic Thread

w/ data ports ...Developer uses auto-generate APIs to get

and put data on component ports

£ thermostat_rt_mhs_mhs

Reading a value from the

regulator_mode input data
port using auto-generated API

rt_mhs_mhs_app.rs M X
nt > ® thermostat_rt_mhs_mhs_app.rs > {} impl thermostat_rt_mhs_mhs

impl thermostat_rt_mhs_mhs {
pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>(

*
R4

56

103 (old(api).regulator_mode == Isolette_Data_Model::Regulator_Mode: :.F.ailed_Regulat(

104 (api.heat_control == Isolette_Data_Model::0n_Off::0ff) ;f

105 // END MARKER TIME TRIGGERED ENSURES :f

106 { K]

1@7) // Get values of input ports ;’

1@82 let lower: Temp_i = api.get_lower_desired_temp(); ;’

109% let upper: Temp_i = api.get_upper_d Q.'______:__

110 let regulator_mode: Regulator_Mode § ggi.get_regulator_mode()d

111 let currentTemp: TempWstatus_i = g_i?jé?iEU?FEﬁT:%EhEW?fSEGE?T;

112

113 // compute / control logic

114

115 // current command defaults to value of last command (REQ-MHS-4)

116 let mut currentCmd: On_Off = self.lastCmd; -
117 =
118> match regulator_mode {- c
146 .

147 [ e Set \alyes_of QUtput ports —————— Putting a value from the

148 a_pi.put_heat_control(currentCmd).;:'""""""""" heat control Output data

149} SEelT.Tas{tmd™= currenttmd — . _

e ¥ fn timeTriggered port using auto generated API

151

PROBLEMS OUTPUT DEBUG CONSOLE

Verus indicates that

contract is satisfied

a= A X
No problems have been detected in the workspace. |
8 Q

. I No problems have been detected in the works

t-analyzer [VANRVISTEEE BIIV21e

¢ Jason Belt (1 monthago) = @ Ln114,Col1 Spaces:2 UTF-8 LF {& Rust




odel/Code Contracts

Extend existing Slang-based framework to support Rust..

§

it

AADL/SysMLv2

IIH

I

HAMR Code
Generation

integration
assume currentTempRange:

(currentTemp.degrees >= £32"-70.
(currentTemp.degrees <= £32"180.0");

guarantee defaultFanStates:

currentFanState == CoolingFan::Fan(md 0ff;

Model-Level
Contracts

Contract Translation
and Embedding / Weaving

Rust Component
Implementation

]
| Code-Level

Logic-based

verus Automated property-

Contracts based testing

|

Code-Level Rust
| Executable
Contracts
(oracles) +
Testing
Infrastructure




ally Embedded
s Logical Contracts

Verification of Rust application code against contracts using Verus (excerpts)

57 pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>(
58 &mut self,
59 api: &mut thermostat_rt_mhs_mhs_Application_Api<API>)

4 requires
// BEGIN MARKER TIME TRIGGERED REQUIRES
62

// assume lower_is_lower_temp

63 old(api).lower_desired_temp.degrees <= old(api).upper_desired_temp.degrees
’ // END MARKER TIME TRIGGERED REQUIRES
@ ensures
66 // BEGIN MARKER TIME TRIGGERED ENSURES
67 // quarantee lastCmd

// case REQ_MHS_2
// If the Regulator Mode is NORMAL and the Current Temperature is less than

//  the Lower Desired Temperature, the Heat Control shall be set to On.
((old(api).regulator_mode == Regulator_Mode::Normal_Regulator_Mode) &&
(old(api).current_tempWstatus.degrees < old(api).lower_desired_temp.degrees)) ==>
(api.heat_control == On_0ff::0nn),

76 // IT the Regulator Mode is NORMAL and the Current Temperature is less than

77 // the Lower Desired Temperature, the Heat Control shall be set to On.

78% ((old(api).regulator_mode == Regulatoi_Mode::Normal_Regulator_Mode) &&

79 (old(api).current_tempWstatus.degrees < old(api).lower_desired_temp.degrees)) ==>
80% (api.heat_control == On_0ff::0nn),

.« « (clauses for Regs 3-5 omitted)



e Heat Source Contracts

Each clause in model-level GUMBO contracts is translated to a code-level
Boolean function in Rust that works on the appropriate port/thread state elements

AADL GUMBO Contract (clause REQ_MHS_2)

case REQ_MHS_2 "If the Regulator Mode is NORMAL and the Current Temperature is less than
Ithe Lower Desired Temperature, the Heat Control shall be set to On.":
assume (regulator_mode == Isolette_Data_Model: :Regulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value < lower_desired_temp.value);
guarantee heat_control == Isolette_Data_Model: :0n_Off.Onn;

‘ % @param api_heat_control outgoing data port - _
° bt oK _._._...._.lhf?%?@y@YQE%?quE#ZFQF%?ng
’ pub fn compute_case_REQ_MHS_2(

api_current_tempWstatus: TempWstatus_i,

api_lower_desired_temp: Temp_i,

api_regulator_mode: Regulator_Mode,

api_heat_control: On_0ff) —> bool
{

implies(

Lhs: lhs: (api_regulator_mode == Regulator_Mode::Normal_Regulator_Mode) &

. “ [P == = e e e e = = - Rust Executable Contract (clause REQ_MHS_2) I

0 /** guarantee REQ_MHS_2 -
— Q ______ , I x If the Regulator Mode is NORMAL and the Current Temperature is less than I
= | * the Lower Desired Temperature, the Heat Control shall be set to On. [
R I auto-generated 1| * @param api_current_tempWstatus incoming data port |
I % @param api_lower_desired_temp incoming data port I
,to_gene,-ated _______ | * @param api_regulator_mode incoming data port I
I |

wd

Application
Code

IE"brarz ?:; (api_current_tempWstatus.degrees < api_lower_desired_temp.degrees),
Xecutabie rhs: rhs: api_heat_control == On_0ff::0nn)
Contracts




e Heat Source Contracts

Complete Model-level GUMBO contracts are translated to a hierarchy of
executable Boolean functions in Rust (code-level)

Model: AADL GUMBO Contract
(all five clauses)

|
lower_desired_temp
,

Code generation weaves together
functions for contract clauses to
form a pre-condition checker

‘» - -
S and a post-condition checker
> (also includes data invariants, etc.).
(see paper for details)
I -~
= Q. ,‘ Code: Auto-generated in Rust Executable Contract
BE_ Testing Library (aggregated clauses for
) . s
auto-generated Tn lastCma: On OfF, post-condition)
!to-generated ______ ap:.L_current_tc.empWStatus: TempWstatus_l,
' = api_lower_desired_temp: Temp_i,
. ‘ api_regulator_mode: Regulator_Mode,
Q ______ ,‘ api_upper_desired_temp: Temp_i,
api_heat_control: On_0ff) —-> bool
{
_I ‘1et ro: bool = compute_case_REQ_MHS_1(api_regulator_mode, api_heat_control);
‘1et rl: bool = compute_case_REQ_MHS_2(api_current_tempWstatus, api_lower_des:
Applicati @D let r2: bool = compute_case_REQ_MHS_3(api_current_tempWstatus, api_regulator.
cﬁﬂ;"a on @D let r3: bool = compute_case_REQ_MHS_4(In_lastCmd, api_current_tempWstatus, aj
" .let r4: bool = compute_case_REQ_MHS_5(api_regulator_mode, api_heat_control);
Library of
2anizllls return ro && rl && r2 & r3 & ré;
Contracts }




Verification against contracts using Verus verification tool...

‘ VSCodium File Edit Selection View Go Run Terminal Window Help

ev e &« £ thermostat_rt_mhs_mhs
@ EXPLORER ® thermostat_rt_mhs_mhs_app.rs 1 X
v THERMOSTAT_RT_MHS_MHS src > component > ® thermostat_rt_mhs_mhs_app.rs > {} impl Manage_He
v src 19 impl Manage_Heat_Source_i_thermostat_rt {
3 art 36 pub fn timeTriggered<API: Manage_Heat_Source_i_Full_Ap
? 457 // case REQ_MHS_1
A > bridge 46 //  If the Regulator Mode is INIT, the Heat Cd
v component 47 // set to Off.
® mod.rs 48 //  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=11]
® thermostat_rt_mhs_mh... 1 49% ((api.regulator_mode == Regulator_Mode::Init_Regulator_Mode) ==> (api.heat_control == On_0ff::0ff)),
50 ; // case REQ_MHS_2
o 51 // If the Regulator Mode is NORMAL and the Current Temperature is less than
® lib.rs 52 // the Lower Desired Temperature, the Heat Control shall be set to On. '
® logging.rs 53 // http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=11Q]
® tests.rs M 54 ((api.regulator _mode == Regulator Mode::Normal Regulator Mode && 'L
> target 5525 api.current_tempWstatus.degrees < api.lower_desired_temp.degrees) ==> (api.heat_control == On 0ff::0nn)),
& 56 ¢ // case REQ_MHS_3
Cargo.lock 57 // If the Regulator Mode is NORMAL and the Current Temperature is greater than '
& Cargo.toml 58 //  the Upper Desired Temperature, the Heat Control shall be set to Off.
M Makefile 59 //  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=1]
readmemd U 60 ) ((api.regulator_mode == Regulator_Mode::Normal_Regulator_Mode &&
B st tooichain o] 61 api.current_tempWstatus.degrees > api.upper_desired_temp.degrees) ==> (api.heat_control == On_0ff::0ff)),
627 // case REQ_MHS_4
63 // If the Regulator Mode is NORMAL and the Current
64 // Temperature is greater than or equal to the Lower Desired Temperature
65 I and less than or equal to the Upper Desired Temperature, the value of
66 // the Heat Control shall not be changed. L)
67 //  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=1]]
68 ((api.regulator_mode == Regulator_Mode::Normal_Regulator_Mode &&
69 (api.current_tempWstatus.degrees >= api.lower_desired_temp.degrees &&
70'5 api.current_tempWstatus.degrees <= api.upper_desired_temp.degrees)) ==> (api.heat_control == old(self).last(
717 // case REQ_MHS_S
72 // If the Regulator Mode is FAILED, the Heat Control shall be
73 // set to Off.
74 //  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=11]
75 ((api.regulator_mode == Regulator_Mode::Failed_Regulator_Mode) ==> (api.heat_control == On_0ff::0ff))
2 OULINE 76 // END COMPUTE ENSURES timeTriggered
> TIMELINE 77 {
> RUST DEPENDENCIES 78
> VERUS DEPENDENCIES 79 s Sot valuss of JDDUE DOPES - e i

gtranalyzer ¢ Not Committed Yet &  Ln113,Col21 Spaces:4 UTF-8 LF {) Rust @ Prettier 0Q
=




Generated Property-based
g Harness

For every thread component, HAMR auto-generates property-based testing infrastructure for
inserting values into component input ports and for checking values of output ports.

| Models & contracts l
— - Automated:
s Start with a
e AT Executable J HAMR-generated AADL push-button experience
currestFanState == CoolingFen: :Fon(ad,Off; Contracts
Thread Infratructure for the user
- -~
/ \ / \ / \
/ \ / \
I \ :> > I \
Gen (T) . Thread S
! ! Application L. ! |
n(T N
Gen (T>) | I Code i '
| ! I :
Gen (T5) \ I » _ | I
\ 1 \ X_\ = \ I
Default random value | ——\= R 7,08 v !
generators for each ' =" K o N >4 - i
input port (based on »~ =" N N
port type and data ~— — = ™
invariants) Integrated RS | Integrated_ _
T Pre-condition Repeated|y dispatch (P:ﬁztc'lggr”d't'on
® _ Eheclﬁer with random values and Function
‘ﬂ:b‘! Customize as unchon check post-condition
g — == necessary



Up - Property-based Testing
Based Deployment

For Slang property-based testing, HAMR generates a server-based
deployment to run the framework in a distributed/parallel fashion...

EERY a1 Parallelization l ------- e I

Distribution J'

Continous Integration / Map/Reduce Structure for Server-based
Delivery of Formal Methods Deployment of Contract-based Testing

= Random generators and contract-based tests are farmed out to a
configurable family of servers

m Test vectors and results are serialized for flexible deployment, reporting,
and replay of the tests

= Currently hosted using our Jenkins setup, but easy for HAMR to
automatically generate deployment scripts, e.g., for AWS, in the future



e Assurance Artifacts

HAMR provides extensive auto-generation and reporting of assurance artifacts PROVERS:

Achitecture Component Interface —_—— S Integrate Wlth
"""""" GUMBO Contracts Collins assurance
dashboard

Component Model Info
Interfaces_//

GUMBO Contracts

Component Code
Application

Component Code

Executable Contracts e

\> panes @strictpure def compute_case REQ_MHS_3(
tatus: Isolette_Data_Model.TempWstatus_impl,

—_—_— i T o
ata_Model.Regulator_Mode.Type,

q q \ . api_regulator_mode: Isole t
Static Metrics - =
\ . api_heat_control: Isolette_Data_Model.On_Off.Type): B

Component Executable Contracts

(api_regulator_mode == Isolette_Data_Model.Regulator_Mode.Normal Regulator_Mode &
- ~ (a api_current_tempWstatus.value > api_upper_desired_temp.value) -->:
Conﬁgurations (api_heat_control Isolette_Data_Model.On_Off.Off)
Config Name Configuration N ™
//—P HC_Normal_Heat_On Property Specification Random Number
P Description: Heat Control control laws; NORMAL mode => Heat ON result state ae% ysPrs Noraain ert Angulate_sutey = sine Generation Profile
onfig Name; ——— | & : e i it
9 2 Script Schema: Regulator_1HP_script_schema Sp ecification
: Property: sysProp_NormalModeHeatOn
. . Randomization Profile:  Valid Ranges Profile e
Property Satisfaction —_—
& C(p)Vretzla ge Random Vector Filter: ~ compute_spec_lower_is_not_higher_than_upper_assume
Relevant Coverage: RegMRI, RegMRM, RegMHS, DRF
rrojectas
Contigurstions: Sissiey
Configuration A results per timeout Coverage Reports
Co f_ t i Projects: Asolesse Manage Heat_Source impl_thermostat_regulate_temperature_manage heat_source.

ntigurations o T et i semens: e s e asf. Configuration Ao results per timeout

: - 3 - .‘.‘4 Contigurations: HC__Normal ____ Weat _Om &

z iaxalid

Txata  Nacsal Cadied S— PP

Total Tests S W \
Passing berrrn A . — 3
Failed o Configuration Tests coverage: c:oo beiog Tested:
st T T g T
== Failed Pt
P Unsat

Test Vectors



Code Generation
Platform

HAMR instantiation for Rust - based development on SeL4 microkernel using seL4 microKit

TempControlProcess.i*
,' _______ hanged tempChar _______ fanCmd fanCm¢ ,'
’ ’
| I 0 : ¢ =SS 0 : I
’ ,’ Q ______ b, ’ntTemp currentTe ______ /‘ fanAck fanAck Q ______ b, ,'
F-t -
("TTT T (" TTTTTR (T
0 o 0 0 ° 0
Q o Q A e
""" ~~ ] Application code in Rust Platform-independent
because it only talks to AADL RT APIs
|
[ | [ l \
I AADL —
— g % Port & Thread _ % g
— = = Infrastructure — g 2 ==
> > Code > > —
a o _ I = a —
[ Q — _— o [ _
Configure —  F = — — 7 7 —
system —_— 7 7 — — & @ —
partitioning — Patition specified as Communication specified
LI ks_,eL4 microkit using microkit primitives
Microkit Protection Domain




Kernel Configuration

HAMR auto-generated platform artifacts for seL4 include microKit system description file (XML ) that specifies
the configuration of kernel partitions, allowed communication pathways, resource allocation, etc.

HAMR
7| generation microkit.system (excerpts)

’/ upper_desired_temp ’ . M-up’ a lquhtwlmgrhu i ;’ /
#Mv_m_ump ’ > }
current_temp 7
| TR *| Manage ; [ .
{ Manage Regulator Mode | » :
1 § | L Heat [} H : ; et " sh_w : "
[ ; egulotor._mode rol B <protection_domain name="thermostat_rt_mhs_mhs_MON" domain="domain_9">

Source

<program_image path="thermostat_rt_mhs_mhs_MON.elf" />
<protection_domain name="thermostat_rt_mhs_mhs" domain="domain_9" id="1">

" wpper_aform_temp .’ Thread . : :
";m._w.n_rm » » <program_image path="thermostat_rt_mhs_mhs.elf" />
carene.temo (Task) U W , N . _
,‘ P i \‘ i <map mr="Isolette_Single_Sensor_Instance_thermostat_rt_mri_mri_upper_desired_temp_1_Memory_Region"
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA i ] / 2 =
’mmlwm ; P—— / # vaddr="0x10_000_000
/ monitor_mode b % » perms="r"

setvar_vaddr="upper_desired_temp_queue_1"

mr="Isolette_Single_Sensor_Instance_thermostat_rt_mri_mri_lower_desired_temp_1_Memory_Region"

Partition (protection vaddr="0x10_001_000"
domain) for iemp—re
setvar_vaddr="lower_desired_temp_queue_1"
component
mr="Isolette_Single_Sensor_Instance_thermostat_rt_mhs_mhs_heat_control_1_Memory_Region"
\ vaddr="0x10_002_00e"
‘ g perms="rw
‘ ,/ setvar_vaddr="heat_control_queue_1"
|
"4 />
M 7 <map mr="Isolette_Single_Sensor_Instance_thermostat_rt_mrm_mrm_regulator_mode_1_Memory_Region"
emory +
0 vaddr="0x10_003_000"
permissions for port perms=rr®
queue setvar_vaddr="regulator_mode_queue_1"
/>

<map mr="Isolette_Single_Sensor_Instance_temperature_sensor_cpi_thermostat_current_tempWstatus_1_Memory_Region"
vaddr="0x10_004_0ee"
perms="r"
setvar_vaddr="current_tempWstatus_queue_1"
/>
</protection_domain>
</protection_domain>




lusion

Protect critical systems from malicious attacks using verified
micro-kernels

Automate and control the development process using a model-
based development approach

Provide a multi-level contract framework that supports
seamless transition between automated testing and verification

Models as sound/faithful abstractions of deployed systems
support understanding, simplify development, provide basis for
many forms of analysis

Semantic foundation (e.g., Isabelle formalization) and
abstraction layers in run-time architecture enables new backends
to be added while achieving consistent semantics

Integrated assurance case generation framework



CcesS

Sireum HAMR

High Assurance Model-based Rapid Engineering of
Embedded Systems

Publicly available tool:
http://hamr.sireum.org

Resources on HAMR web site

= Distribution available for Windows, Linux, and
Mac (also virtualized) hamr.sireum.org

= Documentation, examples, and tutorial
material for HAMR
= Educational resources -- slides, recorded

lectures, and guided exercises for HAMR
Slang back end

Isolette

Online resources for
Isolette artifacts


http://hamr.sireum.org/
http://hamr.sireum.org/

