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AI

Modern AI
• Statistical predictions

• Not logic based

Dimensions of untrustworthiness
• Reactive

• Statistical errors

• Opacity

• Skew

• Cannot actually plan or reason

• Lacks persistent memory

• Learning

Symbolic AI and hybridization
• Auditability

• Representation and reasoning

• Heuristic power

• Partner to humans

Beyond
• Grounding

• Expert behavior
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Biomedical knowledge graphs

[Term]

id:  DOID:0060013

nam e: X-l inked  severe combined immuno deficiency

alt_id: DOID:5811

def : "A  severe combined im munodef ici ency that is a X-linked SCID that  

has_material_basis_i n m utat ions in genes encodi ng comm on gam ma chai n protei ns 

shared by the interleukin (IL-2,4,7,9,16 and21) receptors resul ting in a non-funct ional 

gam ma chain,  defective i nterleukin s ignall ing, mini mal or ascent  T - and NK cells and non-

funct ional B-cells." 

[url :http\://en.wikiped ia.org/wiki /Severe_combined_immu nod eficien cy,  

url:https\: //ghr.nlm .nih.gov/condition/x-linked-severe-combined-

im munodef ic iency#synonym s]

comm ent:  OM IM  m apping conf irmed by DO. [LS ].

subset : DO_rare_sli m

subset : NCIthesaurus

synonym : "gam ma chain def ic iency" EXACT []

synonym : "SCID-X1" EXACT  OM O:0003012 []

synonym : "thymic epi thelial  hypoplasia" EXACT  [ ]

synonym : "XSCID" EXACT  OM O:0003012 []

xref:  GARD:5618

xref:  M ESH:D053632

xref:  M IM :300400

xref:  NCI:C4682

xref:  SNO MEDCT _US_2023_03_01:203592006

xref:  UMLS_CUI:C1279481

is_a:  DOID:627 !  severe combined im munodef ici ency

Node from a 170kloc 

human disease ontology

Google knowledge graph
approaching 10B nodes (2020)

Geoname vocabulary 
(25m placenames)
      place hierarchy, attributes

KG: {< uid, node, edge, node >}

Robot planning rules
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FM

Lessons
• Dimensions of scale

▪ Scope. 

▪ Complexity and size. 

▪ Practice. 

▪ Evolution. 

▪ Adoptability.

• Use case categories
▪ Major systems that matter. 

▪ Big results. 

▪ Ecosystems. 

▪ Broad use.

• Industry uses

• Architecture matters

• Productivity can be a selling point

• Standards can drive

Accepting proofs
• Social process – but on what?

• Physical stuff – the Fallacy of Identification

Accepting contingencies
• What's not modeled

• Incorrect behaviors 

• Validation

• Risks
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TypeScript

Rust
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Information Loss

Software Understanding
• NB: Report and workshop

• Broadly inclusive problem

Nature of evidence
• Code and beyond

• Rules of the road 

• Higher level models and patterns

• Development artifacts, informal and formal

• Argumentation

Tightening feedback loops
• Defer stimulus

• Advance response

Roles for FM and heuristic AI
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Risk Modeling and Mitigation

Integration context for overall risk management
• Evidence role

The inadequacy of traditional models
• Actuarial risk

Cyber difficulties
• Adversaries

• Opacity

• Hidden correlations

• Context of system operations

• Vulnerabilities

• Attack surfaces

AI difficulties
• Abundant attack surfaces

• Dimensions of consequence

• Opacity and auditing
Microsoft

KPMG
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Opportunities for Advancing FM and AI

AI
• AI for FM

• Modeling and proving

• Proof maintenance

• Hybrid AI for high impact
▪ Auditability and trustworthiness 

FM
• Usability and integration into process

• Reduce information loss -- the role of evidence 

• Find the math; hide the math

• AI assist for model development and provers

• Model scope and expressiveness

Architecture 
• Design for verifiability

• Resilience

• Maximizing architecture benefits

• Modeling and analysis -- move to left

Attack surface modeling
• Modeling

• Mitigation

• Work factor interventions
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