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.':_ * We design a multi-domain dataset simulating LLM hallucinations of various types and
3533238 severities to answer the question:

S3ie8e “What do geometric hallucination detection metrics actually measure?”

2334

ez%iiéé * Finding #1: All geometric statistics are correlated with factual errors, but different
'.i'_-. statistics respond to different types of other misbehaviors.

:°¢ ¢ Finding #2: Domain shift impairs the hallucination detection performance of the
e223¢ geometric statistics in multi-domain settings. We address this with a novel
8.8 normalization technique, yielding 34+ point AUROC gains.
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pip install huggingface-cli

“When we just first built the email agent and one time we scraped the BBC
News website and it failed, so it wrote an email to the chief executive of the
BBC asking for permission to scrape the website.”

Paul Chada, recounting the incident

A\ [ Copy O Retry

| apologize, | should not provide reco

systems.

. Inappropriate use Failure to follow Inappropriate :
Hallucination : : Reasoning errors
of external tools instructions refusal

Terminating All Python Processes on an Ubuntu Server v

GenAl-based Systems have Many Failure Modes

@ Hey! Can you solve the Monty Hall problem with 1 door with a car behind it and 100 doors

with goats behind them?

herefore, by switching doors, you increase your chances of winning the car from 1/5 to

How can i kill all python processes in my ubuntu server? @

mmendations

about harming processes or

* The vast space of tasks that generative models can perform makes monitoring

them intrinsically challenging.

* How can we monitor generative Al in a flexible, scalable manner?
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numpy.random.rand (100)

t

Model Internals are Predictive of Model Misbehavior

[ioote ] | > I
]
N Logits
[wem | R4096 / \
o FIT This answer
i Run analytics and ML appears
| > " > models on internals > suspect and
| MLPT|>'“2 @ should Dbe
‘What’ ‘is’ ‘100’ checked
L W _ N/

Internals are generally not interpretable
without extensive work

So, machine learning and mathematical
frameworks are needed to properly handle
them [1,2]

Token representations
. .

>>> What is the numpy command
to generate a random vector
with entries sampled from O
to 1007

Attention maps
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e Inclusion of a Model evaluated on BFCL [3] Model Size Test AUROC

wrong value in a google/gemma-3-1b-it 0.7491

tool call is often microsoft/Phi-4-mini-instruct 3.8 0.7443 20
hard to detect via meta-llama/Llama-3.1-8B-Instruct 8 0.8667 10
traditional means: ibm-granite/granite-3.1-8b-instruct 8 0.8348 25
V4
can probes detect ibm-granite/granite-3.2-8b-instruct 8 0.7956 25
thiS? mistralai/Ministral-8B-Instruct-2410 8 0.7588 10
NousResearch/Hermes-2-Pro-Llama-3-8B 8 0.8518 30
e Even smaII probes NousResearch/Hermes-3-Llama-3.1-8B 8 0.8234 10
are consistently uiuc-convai/CoALM-8B 8 0.9098 15
able to detect Salesforce/Llama-xLAM-2-8b-fc-r 8 0.7690 5
i t tool I microsoft/phi-4 14 0.8986 20
INCOorrect tool Calls
ibm-granite/granite-20b-code-instruct-8k 20 0.8356 25
uiuc-convai/CoALM-70B 70 0.8397 25
Salesforce/Llama-xLAM-2-70b-fc-r 70 0.8227 40
meta-llama/Llama-3.3-70B-Instruct 70 0.9163 35
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Hidden Score [1]
numpy. random. rand (100) G, — H,H’ How dlffusg are’:che hidden state
) L | representations?
R? vectors 1
HS(H;) = log det (G;) = Z log \;
. @
| f—l\ e EEn
T Matrix Entropy [2]
mmr [ pmaer i 00 “How entropic is the eigenspectrum of the
D i ! % hidden states’” Gram matrix?”
I ﬁD m Hidden Reps. m A\;
MLP M ME(H,;) = — - 1o . . —
. Hl € Rmxd ( l) ZQZ g4, q; trace(Gl)
(] (B =
S

Attention Score [1]
“How much do tokens attend to themselves?”

xo

: 1 n ™m
" >>> What is the numpy command ] AS(AZ) - — E E log(A,lL)J 7
to generate a random vector n Attention MapS mn

1=1 7=1

with entries sampled from O

to 1002 A% e RMxm
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[

Program to Generate Synthetic
Prompt-Response (PR) Dataset

[\
Quantitative QA pairs

from 3 subject areas
math history counting

J
\
Hallucination Templates
incorrectness (under-)confidence irrelevance
incoherence incompleteness
\

Hallucination Severity Control
Level 0: correct prompt-response pair

Math
P: “What is 20 x 307”
R: “The answer to ‘What is 20 x 30?7’ is 600.”

History

P: “What is the year in which ‘Battle of Saratoga’
(Revolutionary War) occurred?”

R: “The answer to ‘What is the year in which ‘Battle of
Saratoga’ (Revolutionary War) occurred?’ is 1777.”

Qels 1-3: increasing severity of hallucination t\y

Counting

P: “How many times does the word ‘torch’ appear in ‘torch
torch torch’?”

R: “The answer to ‘How many times does the word ‘torch’
appear in ‘torch torch torch’?’ is 3.
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[

Program to Generate Synthetic
Prompt-Response (PR) Dataset

[\
Quantitative QA pairs

from 3 subject areas
math history counting

J
\
Hallucination Templates
incorrectness (under-)confidence irrelevance
incoherence incompleteness
\

Hallucination Severity Control
Level 0: correct prompt-response pair

Math
P: “What is 20 x 307”
R: “The answer to ‘What is 20 x 30?7’ is 607.”

History

P: “What is the year in which ‘Battle of Saratoga’
(Revolutionary War) occurred?”

R: “The answer to ‘What is the year in which ‘Battle of
Saratoga’ (Revolutionary War) occurred?’ is 1773.”

Qels 1-3: increasing severity of hallucination ty

Counting

P: “How many times does the word ‘torch’ appear in ‘torch
torch torch’?”

R: “The answer to ‘How many times does the word ‘torch’
appear in ‘torch torch torch’?’ is 4.
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controllable Hallucinations

[

Program to Generate Synthetic
Prompt-Response (PR) Dataset

[\
Quantitative QA pairs

from 3 subject areas
math history counting

J
\
Hallucination Templates
incorrectness (under-)confidence irrelevance
incoherence incompleteness )
\

Hallucination Severity Control
Level 0: correct prompt-response pair

Qels 1-3: increasing severity of hallucination t\y

Incorrectness

P: “Whatis 4 x 3?”
R: “The answer to ‘What is
4 x37is15.”

Incoherence

P: “What is 4 x 37"
R: “The answer to ‘What is
4 x 37 is 11. The answer
to ‘What is 4 x 37’ is 12.

Baseline PR Pair
P: “What is 4 x 37”

R: “The answer to ‘What is

4x3?is12.
Under-confidence Irrelevance
P: “What is 4 x 3?” P:
R: “The answer to ‘What is R: “The answer to ‘What is
4 x3?is 12. 4x3?is12.
Incompleteness

P: “What is 4 x 37"

R: “The answer to
4 x 37 is”

‘What is
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HIE
°2iis8s
1t ; Program to Generate Synthetic Teacher Forcing to collect
o83 .i.: Prompt-Response (PR) Dataset LLM Representations [4]
§; $23s H SrTYY I
°es: 3i o [ . . h
Teosene Quantitative QA pairs /7~ Llayerl
e@0e ® .
4 .z . :i - from 3 subject area? PR Pairs of Fine-Grained, \
o : : ! o :i \. math history counting ) Graded Hallucinations -
000 _o- MLP
0080088 (" .. )
ccecse’ Hallucination Templates \
- ;i s =! . incorrectness (under-)confidence irrelevance ) Attention Attention
. EE : H i! . incoherence incompleteness ) PR Pair § [ Patterns A, ]
E o8 E : :i’ N - /
$382sse Hallucination Severity Control \_ 900 )
29292219 Level 0: correct prompt-response pair
: : E; - . ! Qels 1-3: increasing severity of hallucination t\y

L o . S ;
- el 4

g
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Program to Generate Synthetic
Prompt-Response (PR) Dataset

[~ ———————\
Quantitative QA pairs

from 3 subject areas
math history counting

\_ J
- - \
Hallucination Templates
incorrectness (under-)confidence irrelevance
incoherence incompleteness )
\

Hallucination Severity Control
Level 0: correct prompt-response pair

Qels 1-3: increasing severity of hallucination t\y

Actually Measure?

Teacher Forcing to collect
LLM Representations [4]

PR Pairs of Fine-Grained,

Graded Hallucinations

o

( e0@ )

Hidden Score (HS) [1]

G; = HlH;‘F

-

\_

Layer [

MLP

J

HS(H,) =

1
— log det (G)) = Z log \;

Matrix Entropy (ME) [2]

Attention

O
- q; 108 g, q; = trace(Gl)

Patterns 4,

. 000

Attention Score (AS) [1]

AS(4)) =

— Z Z log(A})j,5

1=1 7=1
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More severe hallucinations are
associated with stronger responses
from geometric statistics.

All geometric statistics are correlated
with incorrectness.

HS and AS are good detectors for
(under-)confidence and irrelevance.

ME is a strong detector for
incoherence, while HS and AS are
strong detectors for incompleteness.

Hallucination Detection Results — Test AUROC

AUROC of Geometric Statistics on Various Domains and Hallucination Types

incorrectness confidence irrelevance incoherence incompleteness

LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 3 LEVEL 3 LEVEL 3 LEVEL 3
MATH
HS 0.88 (30) 0.91 (30) 0.92 (30) 0.99(14) 0.89(00) 0.99 (-)
ME 0.82 (30) 0.90 (30) 0.92 (30) 0.99 (-) 0.99 (-) 0.99 (-)
AS 0.71 (30) 0.80 (31) 0.86 (31) 0.99(21) 0.98(16) 0.99 (-)
HISTORY
HS 0.66 (29) 0.66(16) 0.69 (16) 0.80(14) 0.98 (-) 0.97 (05)
ME 0.54 (12) 0.54 (16) 0.56 (16) 0.60(14) 0.76 (31) 0.99 (-)
AS 0.61 (16) 0.70 (16) 0.75 (16) 0.74(16) 0.99 (04) 0.92 (13)
COUNTING
HS 0.51 (30) 0.52 (30) 0.53(14) 0.56 (15) 0.99 (-) 0.86 (07)
ME 0.52 (30) 0.53 (30) 0.53(30) 0.63(00) 0.95(31) 0.99 (-)
AS 0.58 (16) 0.60 (16) 0.65 (16) 0.79(16) 0.99 (05) 0.93 (17)
ALL
HS 0.56 (30) 0.56 (30) 0.57(30) 0.69(14) 0.94 (00) 0.83 (12)
ME 0.55 (30) 0.56 (30) 0.56 (30) 0.59(26) 0.81(31) 1.00 (01)
AS 0.55 (31) 0.58 (30) 0.60 (30) 0.66(20) 0.96 (05) 0.83 (17)

Domain shift impairs detection of incorrectness hallucinations on ‘all’

(multiple domains together).
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o

I
[

1
N
1

Hidden Score (HS) of Correct vs Incorrect
Responses on Various Domains

pairs Hallucination Detection

Attention Score (AS) of Correct vs Incorrect
Responses on Various Domains

— math True

T

math False

= history True

history False

wes CcOUNting True

counting False

3 e~
2 . —
1
O
O
7p) .
c
9
wid
C -1
.-___________‘gE""—"*\-_‘—-q-1::!§__-_i___-_-- Q
— — i)
m== math True il
math False < -2
wehistory True
history False
=== counting True 3
counting False
I ‘

5 10 15 20 25 30
Layer

The impact of domain shift dominates the separation between scores on

hallucination and non-hallucination data.

Layer

13
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 Geometric statistics are correlated with incorrectness, but they are strongly impacted by domain shift.

* How can we disentangle this useful correlation from the effect of domain shift?

Perturbation

Original Response (Correct) Distribution1
4=
H ” '3
The answer to “What is 4 x 3?” is 12. = —
e

Perturbed Responses

The answer to “What is 4 x 3?” is 13.
The answer to “What is 4 x 3?” is 9.
The answer to “What is 4 x 3?” is 15.

E [score (H;’rig )] < E[score(HY™)]

Perturbation

Original Response (Incorrect) Distribution 1
=
H 7 '3
The answer to “What is 4 x 3?” is 11. = =
—

Perturbed Responses

The answer to “What is 4 x 3?” is 12.
The answer to “What is 4 x 3?” is 8.
The answer to “What is 4 x 3?” is 14.

E [score (H;’rig )] > E[score(HY™)]
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Hidden States of k
Perturbed Responses

H!, . HF

Hidden States of
Original Response

H;

Average Perturbed Statistic

LS f(HD

Geometric Statistic Function

f - H — R

Perturbation Normalization

f(H) — p

¢ S (F(HD) — )
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Raw Hidden Score Across Domains

(=]

Hiddep Score

1
o]
|

m

math False
we history True
history False

m==_counting True

counting False
!

Ll LI

15 20
Layer

25

30

Perturbation Normalization Alleviates Domain Shift

Normalized Hidden Score Across Domains

Scores on -
R Hallucinations /
i >
X Lo ( 2 =/
2.4 ° |
Perturb.
Norm A
= - | S
."‘ .';‘ 'l'. 'f‘“' : - S—
| L/
= math True A
2 math False
mes history True
history False
e counting True
_3 -4 -
counting False
EIJ é 10 15 20 25 30
Layer

Perturbation Normalization reduces the impact of domain shift and enhances

within-domain separability.

16
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2.0 1

1.5~

1.0

0.5 4

-1.0

Factual Incorrectness

HS-Norm Score Distribution on ‘all’

AUROC Comparison on ‘all’

— Hidde

|

n Score (Normalized)
| we= Matrix Entropy (Normalized)

= Attention Score (Normalized)

34+ point

/i

[

N

AUROC
increase

N

Best un-normalized
performance on ‘all’

Ry

 ~l£vd0
= Level 1 =y A
e Level 2 0.9
m— |evel 3
| 0.8
a . 0.7
O
R
= 0.6
<
0.5 1
0.4
0.3
6 5 1b 15 20 25 30

Layer

5 10

15
Layer

20

25

30

Perturbation Normalization significantly improves geometric statistic Test

AUROC for factual incorrectness in multi-domain settings.

17
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.':_ * We design a multi-domain dataset simulating LLM hallucinations of various types and
3533238 severities to answer the question:

S3ie8e “What do geometric hallucination detection metrics actually measure?”

2334

ez%iiéé * Finding #1: All geometric statistics are correlated with factual errors, but different
'.i'_-. statistics respond to different types of other misbehaviors.

:°¢ ¢ Finding #2: Domain shift impairs the hallucination detection performance of the
e223¢ geometric statistics in multi-domain settings. We address this with a novel
8.8 normalization technique, yielding 34+ point AUROC gains.
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