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The Cyber Autonomy Arena

Brian Singer*, Lakshmi Adiga*, Marko Morrison, Lujo Bauer, Vyas Sekar

Establishing System-Level Competitive Leaderboards for Network Security 
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Autonomous Attackers are Here

1. https://www.anthropic.com/news/disrup
ting-AI-espionage

2. https://www.fdd.org/analysis/2025/08/0
1/russian-cyber-threat-group-uses-ai-g
uided-malware/

https://www.anthropic.com/news/disrupting-AI-espionage
https://www.anthropic.com/news/disrupting-AI-espionage
https://www.fdd.org/analysis/2025/08/01/russian-cyber-threat-group-uses-ai-guided-malware/
https://www.fdd.org/analysis/2025/08/01/russian-cyber-threat-group-uses-ai-guided-malware/
https://www.fdd.org/analysis/2025/08/01/russian-cyber-threat-group-uses-ai-guided-malware/
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Need: Understand Interplay Between Realistic 
Autonomous Attack and Defense Systems 
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A Case for a Cyber Autonomy Arena
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Requirements for Cyber Autonomy Arena
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Requirements for Cyber Autonomy Arena
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Exploring The Attacker/Defender Design Space 

End-to-End System, 
Not Just  Component Multiple strategies, not just one

e.g., IDS, firewalle.g., Scan, Exploit
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Idea: Abstraction For Designing Attackers and Defenders
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Requirements For Cyber Autonomy Arena
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Generalizing Attack and Defense Systems 
Across Diverse Environments
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Idea: Modular Environment-Agnostic Deployment
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Requirements for Cyber Autonomy Arena



13

Environment Creation is Long and Arduous



14

Idea: Environment Specification Framework
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Recap: Arena Requirements and Key Ideas

Abstraction for 
Attack/Defense Systems

Modular Environment-Agnostic
 Implementation 

Environment Specification 
Framework
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Cyber Autonomy Arena: Initial Results 
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Arena Experiment Setup
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Leaderboard
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Interesting Findings
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Future Work
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Summary


