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● C++

● Low-level code

● Fine-grained concurrency

● Hardware interaction

What if you had to 
verify this?

NOVA Microhypervisor: https://gitlab.com/bluerocksec/NOVA 

https://gitlab.com/bluerocksec/NOVA
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● C++

● Low-level code

● Fine-grained concurrency

● Hardware interaction

● Strong specifications

What if you had to 
verify this?

*

NOVA Microhypervisor: https://gitlab.com/bluerocksec/NOVA 

*
https://bluerocksec.gitlab.io/formal-methods/blogs/2026-03-31-NOVA-relaxed-memory/

https://gitlab.com/bluerocksec/NOVA


Just the beginning…
Many examples in this talk are deliberately 
small for illustration purposes.

However, these tools are built for working 
with production code.

● NOVA Microhypervisor: 
https://gitlab.com/bluerocksec/NOVA

● Blockchain: 
https://github.com/category-labs/monad 

● Device Drivers: 
https://sel4.systems/Summit/2025/slides/v
erified-zynqmp.pdf 

● C++ Standard Library: 
https://github.com/skylabsai/brick-libcpp/

* https://bluerocksec.gitlab.io/formal-methods/tech_reports/

*
*

*

https://gitlab.com/bluerocksec/NOVA
https://github.com/category-labs/monad
https://sel4.systems/Summit/2025/slides/verified-zynqmp.pdf
https://sel4.systems/Summit/2025/slides/verified-zynqmp.pdf
https://github.com/skylabsai/brick-libcpp/
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Program Verification Strategies

Functional Program

Verification Target

Proof AssistantSMT

Most verification methodologies go 
through functional programs.

● Clean semantics
● Great tools for automatic and 

auto-active verification, e.g. SMT, 
Dafny, etc.

Functional programs are not an ideal 
verification IR.

● Translation strategy is often fixed 
ahead of time.

● Concurrency is difficult to model and 
reason about.
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Program Verification Strategies

Functional Program

Verification Target

Separation Logic

Proof AssistantSMT

Separation logic is the logic independence.

● A (universal) ownership discipline on 
program state.

● Dynamic semantics by consuming & 
producing resources.

● Language-agnostic formalism

Tools built on separation logic:
● VST, Viper, RefinedC, RefinedRust, etc.
● BRiCk – more on this later



A Foundation for 
Software Verification

Proof Assistant
(Rocq)

Proof assistants provide

● Highly expressive language for 
specifications and proofs

● A way to integrate evidence with a 
small TCB

● Domain-relevant theories, e.g. floating 
point, labeled transition systems, etc.



A Foundation for 
Software Verification

Proof Assistant
(Rocq)

Iris is the state-of-the-art in separation logic

● Foundational library for separation logic

● Step-indexed logic for impredicative 
reasoning

● Powerful support for custom CMRAs

● Proof mode (IPM) for doing “manual” 
proofs Separation Logic

(Iris)



A Foundation for 
Software Verification

Proof Assistant
(Rocq)

Define a logic for the programming 
language.

● A (universal) ownership discipline on 
program state.

● Predicate transformers to express 
the behavior of language constructs.

● Highly modular. Can easily support 
language subsets. Separation Logic

(Iris)

Program Logic
(Language)



BRiCk C++ Infrastructure
https://github.com/skylabsai/brick

Clang

BRiCk

logic.v

Rocq + Iris

C++ 
Standard

syntax.v

https://github.com/skylabsai/brick


BRiCk C++ Infrastructure
https://github.com/skylabsai/brick

Clang

BRiCk

logic.v

Rocq + Iris

C++ 
Standard

syntax.v

Program state reflected in separation logic.

Object lifetime and 
bounds checking

Evaluation order

https://github.com/skylabsai/brick


BRiCk C++ Infrastructure
https://github.com/skylabsai/brick

Clang

BRiCk

cpp2v

Rocq + Iris

mutex.hpp

mutex_hpp.
v

C++ 
Standard

Tooling automatically 
converts C++ source code 
to BRiCk ASTs using Clang.

logic.v

syntax.v

Program logic for C++.
Based on ideas from CompCert & VST.

https://github.com/skylabsai/brick


Code Verification
BRiCk C++ Infrastructure
https://github.com/skylabsai/brick

mutex.hpp

mutex_hpp.
v

mutex_spec.v

Separation logic specifications.

Custom Coq commands simplify working with C++ ASTs.

Clang

BRiCk

cpp2v

Rocq + Iris

C++ 
Standard

logic.v

syntax.v

Doxygen-like 
specification 
language.

https://github.com/skylabsai/brick


Specification captures the 
ownership transfer.

● Mutex protects an invariant.
● enter() transfers resources 

to the caller.
● exit() transfers resources to 

the mutex.

Mutex 
Specifications

Sequential 
ownership

Unrestricted use of Iris 
features for reasoning.

Trade contender for lock ownership

Return lock resources to get contender

User-defined representation predicates 
encapsulate implementation details.



A Foundation for 
Software Verification

Proof Assistant
(Rocq)

Automation is crucial for scale

● Iris ships with good proof support via Iris 
Proof Mode (IPM).
○ Excellent for doing sophisticated 

low-level reasoning

● Powerful “follow your nose” automation 
to scale to more code.
○ Handles the “administrative stuff” so 

we can focus on the meat of the 
proof.

○ Instantiating existentials, blasting 
through WPs, etc.

Separation Logic
(Iris)

Automation
(Language agnostic)

Program Logic
(Language)



Code Verification
BRiCk C++ Infrastructure
https://github.com/skylabsai/brick

SkyLabs AI 
Automation

mutex.hpp

mutex_hpp.
v

mutex_spec.v

mutex_proof.
v

mutex_hints.
v

Abstraction-level 
reasoning principles.

Hints codifying idiomatic usage 
simplify client verification.

Clang

BRiCk

cpp2v

Rocq + Iris

C++ 
Standard

logic.v

syntax.v

Language-level 
reasoning principles.

https://github.com/skylabsai/brick


Verification with BRiCk
Language-level Reasoning

Hints capture reasoning principles for the 
automation to apply automatically.

• “Forward” hints work on premises

• “Backward” hints work in the conclusion

• “Cancellation” hints connect premises and 
conclusions.

• "Learnable" hints learn pure facts from 
conjunctions. SkyLabs AI 

AutomationExtend the automation with 
BRiCk’s language-level 
reasoning principles.

“One-liners” 
convert lemmas 
into a form usable 
by the core 
automation.
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Verification with
SL Automation
Reusable hints and hint infrastructure tames the 
verbosity of low-level proofs.

● Reduce overhead for “follow your nose” 
proofs.

● Make it tractable for non-experts to maintain 
& (sometimes) develop complex proofs.

Several reusable hints later…

600 tokens

83 tokens

https://bluerocksec.gitlab.io/formal-methods/talks/darpa-resilience-2025-FM4Certification.pdf



A Foundation for 
Software Verification

Proof Assistant
(Rocq)

Humans drive the verification by:

● Providing insights when automation 
gets stuck, e.g. tactics

● Extending automation to handle 
repetitive reasoning.

Separation Logic
(Iris)

Automation
(Language agnostic)

Program Logic
(Language)

Human Layer



Manual Verification
w/ Separation Logic



Algorithmic
Algorithmics are enough to solve many 
problems.

● Most code is not very complex, 
but it is big.

Features such as:
● Straight-line code
● First-order function calls, even 

indirect
● Reconciling abstractions
● Many array access patterns

The “bread and butter” of 
business logic.



Algorithmic
Purely algorithmic verification is not 
complete.

Classically difficult problems

● Loop invariant inference

● Concurrent invariants

SkyLabs’ automation is designed to be 
conservative & predictable.

When we need smarts and intuition, we 
move up the stack.

🤯



The AI Layer

Proof Assistant
(Rocq)

Human ↔ AI collaboration
● Tight loop integration, e.g. co-pilot.

● Shifting towards agentic delegation.

Separation Logic
(Iris)

Automation
(Language agnostic)

Program Logic
(Language)

Human Layer

Agent Layer

Need hardened tools for 
Agent↔Rocq interaction



Aside: Rocq Agent Toolkit
Provides tools and libraries for agents to interact with 
Rocq.

● Tools for inspecting the Rocq environment

● rocq-ed – command line interface for Rocq 
document interaction

● rocq-doc-manager – JsonRPC2 interface to 
Rocq w/ python bindings

● pyroof-search – algorithmic proof search 
built around “strategies” (e.g. Beam, MTS, etc)

● rocq-agent-tools-pydantic – Rocq tools 
for pydantic-ai

● rocq-pipeline – infrastructure for narrow 
agent evaluation, e.g. verify this lemma

https://github.com/skylabsai/rocq-agent-toolkit 

https://github.com/skylabsai/rocq-agent-toolkit


AI Oracles
Verification algorithms query agents as 
oracles for the “hard” problems.

● Avoid asking agents the routine 
questions.

● Specialize agents and prompts to 
specific problems:
○ different loop shapes (for, 

while, for-each),
○ reconciling abstractions, etc.

● General “next tactic prediction”

GPT



AI Oracles
Verification algorithms query agents as 
oracles for the “hard” problems.

● Avoid asking agents the routine 
questions.

● Specialize agents and prompts to 
specific problems:
○ different loop shapes (for, 

while, for-each),
○ reconciling abstractions, etc.

● General “next tactic prediction”

GPT

Suitable for more problems, 
but necessary to engineer 

context for each agent call.



Unprovable!
Need to show i = n

GPT

Limitations
AI Oracles



Narrow Agentic
GPT

The failed 
attempt…

Crucial for models to learn from their 
mistakes.

● Subsequent model calls need 
access to failed attempts to 
refine their actions.

Context engineering is crucial!
…and how it failed



GPT

Limitations
AI Oracles

Crucial for models to learn from their 
mistakes.

● Subsequent model calls need 
access to failed attempts to 
refine their actions.

Context engineering is crucial!

The refined invariant



Narrow Agentic
Put agents in control for a single proof
● Constrained and engineered context

● Longer-lived agent interacts with 
Rocq through tools, including 
backtracking.
○ Tool selection is the agent’s 

responsibility.

● Enabled by more powerful models

● Easy to prevent cheating during eval

More tokens, but more flexibility.

Built on rocq-agent-tools-pydantic.

GPT

run:“verify_spec; go”

run:“wp_for (...)”

run:“go”

backtrack:2

run:“wp_for (...)”

run:“go”

qed



The Future

Library

Spec-driven verification.
● Humans focus on specs & high-level 

abstractions.

● Agents fill in the proofs.

● Good specifications signal good 
abstractions!

Farther ahead (but not too far?)
● Expanding agent capabilities:

○ Writing specs and representation 
predicates

Class Reps

Function Specs

Proofs

Application Specs

Lots of administrative 
work

Deeper insights are 
necessary here.

Highly automatable.
Well grounded.

More subjective.
Less grounded.

Agent efficacy.



Questions

● Separation Logic as a foundation for 
verification
○ Language-agnostic
○ Full system (multi-program)
○ Concurrency
○ Refinement

● Tools for humans & agents
○ Rocq: general purpose proof assistant
○ Embedded logic w/ automation

● Algorithmic<->Agentic architectures
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