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MODELING ATTACKERS

ANALYZE SYSTEM SECURITY DESIGN

RESULTS VISUALIZATION

Q: How will a system be attacked? How resilient is it?
Answer 1: Deploy it and find out.  (Unavoidable)
Answer 2: Expert review of the design. (Current best practice)
Answer 3: Create ADVISE model and run simulation. 

What is a “system” ?
• Architecture to support stock trading
• SCADA architecture supporting an electric utility
• Control systems in a water treatment plant
• Operations and administration systems for a telecommunications provider
• 911 computer systems architecture
• Reactor safety architecture for a nuclear power plant
• Systems in a hospital that process patient information 
• Air traffic or train control systems
• Computer infrastructure for a research and development facility
• Computer infrastructure for an ISP

Tool users need minimal security or modeling expertise and can benefit from the collective
efforts of other users of the planned tool. An executable ADVISE model will be generated
from a high-level component model description and use the Möbius modeling tool to
accurately estimate custom security metrics.
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Execute the ADVISE Model

• Achieved tool applicable at system 
design phase

• Simulates system under attack
• Calculates custom metrics
• User builds attack execution graph 

(AEG)
• Active user base of early adopters
• Publicly available at 

https://www.mobius.illinois.edu/
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TOOL ARCHITECTURE

● Analyst builds model of system

● Tool generates AEG from model
● Security specialists enrich 

modeling/generation capability
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• Analyst builds model of system

• Tool generates AEG from model
• Security specialists enhance 

modeling/generation capability
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