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loT Goes Nuclear

g Nearby loT devices can infect each other with a
\‘gg/ worm like nuclear chain reaction



https://eyalro.net/project/iotworm.html

The Story Continues ...

& Attackers can cause damage to home and
" business IP network too

VICTIM ATTACKER VICTIM

> B ATTACKER EXPLOITS COMPUTER
y THROUGH THE SMART HUE



https://blog.checkpoint.com/2020/02/05/the-dark-side-of-smart-lighting-check-point-research-shows-how-business-and-home-networks-can-be-hacked-from-a-lightbulb/

Why is a security flaw discovered in 2016 still toxic?




ZigBee Production Flow
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ZigBee Devices on Market
amazon ogazsar‘;m.ngs ®ignify

xflnlty tugo

By 2023, there will be 4.5 billion 802.15.4 mesh devices sold
worldwide, most of which will use ZigBee.


https://zigbeealliance.org/market-uses/smart-home/
https://zigbeealliance.org/news_and_articles/zigbee-leads-the-wireless-mesh-sensor-network-market/
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Bee in Your Home
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ZigBee Security Analysis

Existing Approach

@:>
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ZigBee
Specifications

SoC Vendor

Implementation Level

Device Manufacturer




ZigBee Security Analysis

Our Approach

ZigBee 1.0 ZigBee Security Modules Tamarin Modeling Language
Specifications

rule C3_NTLK_send:
[ INTLK(C,D,ntlk),
NwkKeySent(C,D,nk), !PCK(D,C,~pck) ]
——[ SendNTLK(C,D,ntlk) 1—>
[ Out(senc(ntlk,~pck)),
NTLKSent(C,D,ntlk) ]

satisfaction
/ violation

Formal
Analysis

Automatic
Analysis

Symbolic
Modeling

ZigBee 3.0
Specifications




ZigBee Background |




ZigBee Protocol Stack

™
Application (APL) Layer
Application ZigBee Device |
Framework Obiject (ZDO)
) . > Defined by
Application Support (APS) Sub-Layer ZigBee Standard
Network (NWK) Layer
J_/
™
Medium Access Control (MAC) Layer
)\ Defined by
_ | ( IEEE 802.15.4 Standard
Physical (PHY) Layer
\ J_/




Device Types

Fach ZigBee network must have one.

Coordinator Responsible for establishing, executing, and managing the overall ZigBee
Network.

Optional.
Router . _ .
Routing data between coordinator and end device.

Simple node performs actual actions.

End Device

E.g. smart light bulb, switch, motion sensor, etc.




[ J [ ]
Keys in ZigBee
Framework Object (ZDO)

Application Support (APS) Sub-Layer

Network (NWK) Layer

p
Network Key
 Used in the network layer.

N =T

—

Application ZigBee Device
Framework Object (ZDO)
Application Support (APS) Sub-Layer . \

Link Keys

» Used in the application support sub-layer.
 Each end device has a pre-configured link key.

)




The Key of the Keys

! SSL/TLS

Client hello

Server hello (containing certificate chain)

~

Client key exchange

Send client certificate (Optional)

Client finished

Server finished

Server

g

ZigBee

N
\\\//
-
: (Joining)

Network Key

<

(encrypted by a pre-configured key)

Command

(encrypted by the Network Key)




Pre-Configured Key in ZigBee 1.0 and 3.0

Zig Bee 1.0 pre-configured key is globally known

pre-configured key is generated using the install
code

ZigBee 3.0







Threat Model

Dolev-Yao
adversary model

Delete, inject, modify and intercept messages on the network.
Replay or combine messages learned from previous messages.

The user is honest and always installs devices properly.

Devices are certified by the ZigBee Alliance and never
compromised.

The cryptographic primitives are secure.

Assumptions




Network Joining Module

End Device
Coordinator

-
Association Request

>

< Association Response

< Transport Key @ ———mm T @

(Network Key enclosed) Acknowledgment

_ Beacon
<1 ____________ S
Beacon Request s O — -
Association Request
Beacon ,



Application Link Key Establishment

Coordinator

~ ' Initiator Responder
v a ) @
S —_— \\%/ \; Pl -
Request Key LK Request LK =™

Transport Key

-
(Key Type: Application Link Key)

¢
(Application Link Key enclosed)

Transport Key

>
(Application Link Key enclosed) @ LK = Link Key



New Trust Center Link Key Update

"F/
ey

@

Request Key

(Key Type: Trust Center Link Key)

Transport Key

<
(new Trust Center Link Key enclosed)
Verify Ke
y Rey >
Confirm Key
¢

(encrypted with the new Trust Center Link Key)

End Device

Coordinator

NTLK = New Trust Center Link Key



Tamarin Prover

Whatsitz A powerful tool for symbolic modeling and security analysis

Previously used to analyze complex protocols like TLS 1.3
and 5G Authentication

Prior usage

Features DOlev-Yao adversary model is built-in


https://tamarin-prover.github.io/

An Example of Modeling using Tamarin

rule Key_Generation:
[Fr(~k)] --[Key_generated(~k)]J-> [!Key(~k)]

- T TS ~ rule A_Send_Message:
@ ['Key(k), Fr(*m)] --[A_Sent(~m)]-> [Out(senc(~m,k))]

rule B_Receive_Message:
[In(senc(m,k))] --[B_Received]-> []

lemma message_secrecy:
"ALIl m #i. A_sent(m) @ i ==> not Ex #j. K(m) @ j"



Modeling ZigBee using Tamarin

Key Generation

rule C_network_key_generation: rule D_pck_generation:
[ Fr(~nk) ] L Fr(~pck) 1
--[ SecretNK(~nk) 1-> --[ SecretPCK(~pck) 1->
[ !NwkKey ($C,~nk) ] [ HPCK($D, $C, “pek) J
rule C_new_link_key_generation: rule D_lk_generation:
[ Fr(~ntlk) ] [ ER=lk) ]
--[ SecretNTLK(~ntlk) J1-> --[ SecretLK(~1k) 1->

[ !NTLK(S$C,$D,~ntlk) ] [ JEKCSD] /$P2 ;1K)



Modeling ZigBee using Tamarin

Network Joining Module

rule C2_1_Send_Nwk_key:

let

pck = 'pck'

in

[ In(<D,pck>), !NwkKey(C,nk), Beacon('panID'),
!ZigbeeV1 () ]

--[ Send_Network_Key(C,D,nk)]->

[ Out(<D,C,senc(nk,pck)>), NwkKeySent(C,D,nk),
!PCKShared (D, C, pck) ]

lemma secrecy_NK:
"All x #i.
SecretNK(x) @ 1 ==> (not(Ex #3j. K(x) @j))
| (Ex C #r. RevNK(C) @ r)
| CEX C D i#frs: RevPCK(D:C) @ )
| €Ex € D $r:: ReVNFLK(C . D)@ )™

End Device
Coordinator

_ Beacon
N !
________ >
Association Request
Association Response



Modeling ZigBee using Tamarin

Out-of-Band Channel Modeling

rule ChanOut_S:
[ Out_S($A,%$B,x) |
--L ChanOut_S($A,$B,x) 1->
[ !'Sec(%$A,$B,x) ]

rule ChanIn_S:
[ !'Sec($A,$B,x) 1
--[ ChanIn_S($A,$B,x) 1->
[ In_S($A,$B,x) 1]



Results: Secrecy of Keys

ZigBee 1.0 Result

ZigBee 3.0 Result

Network Key Secrecy violated Network Key Secrecy verified
Pre-Configured Link Key Secrecy violated Pre-Configured Link Key Secrecy verified
Application Link Key Secrecy violated Application Link Key Secrecy verified
New Trust Center Link Key Secrecy verified

ZigBee 1.0 : use globally known pre-configured key.  ZigBee 3.0 : use install-code over out-of-band channel.

Tamarin can find a trace denoting how the adversary
can learn each of these keys.



Results: Lowe’s Authentication Properties

Aliveness verified

Weak Agreement verified
Non-Injective Agreement verified
Injective Agreement verified

Both ZigBee versions satisty all the
authentication properties.



Real-Life Experiment

Frame 14: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 0
IEEE 802.15.4 Data, Dst: 0x098a, Src: 0x0000
ZigBee Network Layer Data, Dst: 0x098a, Src: 0x0000
ZigBee Application Support Layer Command
» Frame Control Field: Command (0x21)
Counter: 196
~ ZigBee Security Header
» Security Control Field: 0x30, Key Id: Key-Transport Key, Extended Nonce
Frame Counter: 14
Extended Source: Samjin_00:02:01:23:cf (28:6d:97:00:02:01:23:cf)
Message Integrity Code: 02018df8
[Key: 5a6967426565416c6c69616€63653039]
[Key Label: ]
-~ Command Frame: Transport Key
Command Identifier: Transport Key (0Ox05)
Key Type: Standard Network Key (0x01)
Sequence Number: 0
Extended Destination: Samjin_00:01:06:79:d3 (28:6d:97:00:01:06:79:d3)
Extended Source: Samjin_00:02:01:23:cf (28:6d:97:00:02:01:23:cf)

« v v «

Our experiments done with Samsung SmartThings Hub (Ver. 3)
shows that the network key can be captured.



Summary

* Developed symbolic models of ZigBee 1.0 and 3.0 from the
specifications.

* Derived security properties from ZigBee specifications.

* Proved satistaction/violation of those security properties using
Tamarin Prover.

* ZigBee 3.0 is a more secure choice, but there’s still many devices
using ZigBee 1.0.
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