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Motivation: Introduction to Safety Case for complex systems

Current EE systems are complex

ISO 26262 Safety Case is developed to capture an argument and evidence that
the system as designed and developed achieves SW Safety Goals

Developing a traditional text-based safety case is a difficult task

Factors that influence safety case development:

* Increasing number of functions implemented by software
« Wide range of operating conditions and scenarios
« Complicated product development processes including safety lifecycles

« Participation of many people/departments/organizations in the product
development and industrialization processes

 Time-to-market constraints

These factors result in a variety of decisions, activities, processes and
documents generated along the product lifecycle
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Management of Complexity

Example of Typical Vehicle-level Process Engineering organization
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The Safety Case

Primary purpose of the Safety Case is to demonstrate and communicate a clear,
comprehensive and defensible argument that the “safety properties” of a system

are satisfied

A safety case should consists of three principal
elements (see Kelly and Weaver [1] ):

 Requirements and objectives,
 Argument and

 Evidence.

Safety Requirements & Objectives

(i

Safety Argument

((((

Safety Evidence

The Safety Argument establishes and communicates the relationship between

evidence and objectives.
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Difficulties in Developing a Safety Case

© A large variety of definitions, methodologies and technics are available for the
Safety Case where:

@ a commonly observed difficulty is related to the role of the Safety
Argument

© ldentifying evidence (analyses, test reports, etc.) and objectives (safety goals)
are is more clearly addressed while:

® a clear statement of the safety argument explaining how the evidence
supports the conclusion or provides confidence that the system meets the
safety goals is implicitly left to the reader’s experience and technical skills

Example: In most organizations a considerable number of safety analyses are
performed and available: (FMEA, FTA, etc.), test reports and review reports
documenting how specific requirements have been achieved.

However, no rationale is given showing how the combination of evidence
demonstrates satisfaction of the safety goals set for the system
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A Logical Framework for Approaching SW Certification Standards

(e.g., ISO 26262 Safety Case)

The primary goals of a Logical Framework for the Safety Case are:

« To provide clear criteria for whether evidence and argumentation satisfy
the safety properties (safety goals) of the system

« To provide structure for managing and assessing the safety case efficiently
and effectively across organizations and throughout a given organization

To achieve these goals, the organization of safety arguments and related
evidences is divided into two main categories:

* Product-related arguments that are project dependent

» Process-related arguments that are project independent

Software Certification Consortium Meeting 13 7



http://cps-vo.org/group/scc/agenda/13

Proposed Logical Framework for the ISO 26262 Safety Case

The Logical Framework for the ISO 26262 Safety Case uses process results and
work products, generated during a development process consistent with 1SO
26262 where:

* Product evidence shows the system has the required behaviour
(satisfies the identified safety goals)

* Process evidence shows the process adopted to develop the product
provides the confidence and consistency of the product evidence

* Process arguments are separated from product arguments to facilitate
their consistent reuse across a variety of systems
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The “Safety Case Tree”

A graphical notation (derived from the Kelly and Weaver [ Goal Structuring
Notation GSN) is our starting point to represent the “tree of steps” in the
argument

It gives an intuitive and clear representation of the ‘geometry’ of inference
relationships between safety goals and the relevant “proofs” certifying their
achievement as well as the induced decomposition of safety properties

General Purpose of GSN

To show how goals (claims about the system)| coal are broken

down into sub-goals, and eventually supported by evidence

(solutions) whilst making clear the strategies

adopted, the rationale for the approach (assumptions, justifications)

and the context in which goals are stated.
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Assumptions for Safety Case Logical Framework

The goal is to approach a Safety Case using a goal structure with the following
assumptions:

« The satisfaction of safety goals, for the ltem/System under development, is the
primary goal of the safety case

« Safety or Certification Standard requirements (e.g. 1S026262 Clauses) and best
practices are used to argue/justify (strategy) the inference between a goal and its
supporting or “sub” goal(s)

« Achievement of safety goals and sub-goals is withessed by proper solutions

(evidence) documented by Workproducts (listed in the Safety Plan or gathered
from customer’s workproducts)

« Confirmation measures are included to argue correctness formally and with
respect to contents, adequacy and completeness (e.g. with respect to 1S026262
requirements)

« \Verification reviews are included to argue correctness, completeness and
consistency of workproducts with respect to their technical contents

To each solution is associated one or more work products listed in the Safety
Plan or DIA documents
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The GSN Tree construction

Primary purpose of our Safety Case is to
demonstrate the satisfaction of safety goals of
the Item under development

Strategies are used to structure the argument that
a goal can be inferred from its supporting/sub
goal(s) or evidences.

Strategies typically are product-based or process
based arguments/justifications derived from ISO
26262 requirements

Evidence for goals’ or safety properties’ having
been achieved is obtained through a progressive
simplification of the safety properties based on
the two-dimensional decomposition into
subsystems, on the one hand, and the logic of
1ISO2626, on the other, until one reaches a set of
“elementary” safety properties whose truth can be
directly derived from the set of Solutions

Solutions are both product and process evidence
gathered as parts of ISO26262 consistent
workproducts

Primary Goal

/ Strategy

Sub - Goal

Strategy

Context }

Sub - Goal

Strategy w

Sub - Goal Sub - Goal

Sub - Goal Sub - Goal

Sub - Goal
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Logical Framework of a Safety Case

Primary purpose of our Safety Case Logic is to
demonstrate/derive the satisfaction of safety goals
of the ltem under development. The ‘ontology’, as
noted earlier, consists of:

* Requirements and objectives,
* Argument/Reasoning
* Evidence

A logical framework is defined by an appropriate
syntax/language for the analysis of a system S,
where:

* Goals/Objectives = Propositions (“safety
properties”)
* Evidence = constructions/proofs of propositions

* Argument = Rules for deriving statements of
the form “e is a proof of property P” that reflect
conformance with the Standard

Statements in the Argument have the form:

s1 sn
]1,...,]k |— e EP[E"E]

Which is read “from statements J,, ..., J, we can
derive the fact that evidence e is evidence for the
fact that P is true of systems sy, ..., s,", where x;

..., X, are the system variables of P.

Goal P[sy, ..., Sp/Xq, -y Xl

Context }
/ Strategy R
Assumptions
N PN 1

Sub — Goal P, Sub — Goal P,,
This inference would have the form:
(Appl. of Rule R) Jy, ..., i | — € € [, ..., ]

Where e = <e, ..., e,>, an encoding of solutions
eq, ..., € and R is the rule of the framework for the
decomposition of safety property P into P, thru
P
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Summary, Conclusions and Future Work

This presentation provided an overview of the approach to Software Systems development
that progressively creates a safety case that:

* Requires minimal extra-effort in terms of time and resources;

* Makes easy re-use and adaptation for similar projects (changes, carry over);

* Is more easily understandable (GSN is used to give an intuitive and clear
representation of the inference involved and a Logical Framework is used for
working with ‘safety properties’)

« Is highly flexible for application to different software certification standards, project
applications, as well as business models and organizations.

This approach uses process results and work products that are generated during a
development process consistent with a Software Certification Standard (such as I1SO
26262) in order to successfully demonstrate that the inference involved, between the safety
goals defined for that product and the supporting evidence for the adequacy of the analysis,
are sound and are consistent with that Standard.

It is our assessment that a theoretic and simple extension of this logical framework for the
safety case of a Software Certification Standard to any specific safety standard and
technological domain will be possible (e.g. industry, aerospace, etc.). In our forthcoming
paper The Logical Framework of the Safety Case we include details of the application of
this method to Advanced Driver Assistance Systems.

Software Certification Consortium Meeting 13 13



http://cps-vo.org/group/scc/agenda/13

References

[1] Kelly T. and Weaver R., A systematic approach to safety case management, in CAE Methods
for vehicle crash worthiness and occupant safety, and safety critical system, 2004 World
Congress Special Publication SP-1879, Society of Automated Engineers, 2004

[2] Raghad Dardar, Barbara Gallina, Andreas Johnsen, Kristina Lundqvist IDT, MRTC, Malardalen
University, Vasteras, Sweden Industrial Experiences of Building a Safety Case in Compliance
with ISO 26262

Software Certification Consortium Meeting 13 14



http://cps-vo.org/group/scc/agenda/13

Back-Up Slides — Detailed Tree Representation of the Safety Case
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The Root of the Safety Case “Tree”

| The risks of <system> for the
i vehicle <type> have been !

reduced to an acceptable level
Out of scope for

P } ______________________ : Functional Safety, but
+MS0 Argument by development of all 1 the framework is flexible
! to allow system safety

i subsystems according to state-of- ,
. the-art defined by |nter_nat|onal ’,' aspects to be included
; standards and best practices to the ;

best knowledge of the engineers p

Other subsystems are

Reference to I1SO Risks of E/E part of the i i i i
26262:2011 for <system> have been : Mechanical parts of i | con e R R i
automotive reduced as far as ! system are safe i ! risk !
development possible ] | e
Y <
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implementation of the system or best practices for functiona
safety
G1Hazards are identified by | |G2 Complete set of safety G3 Svstem desian h G4 Verification measures have | (G5 Assessment of
analysis and risk requirements have been ¢ kyi i?n sl nt afl been taken to show correct f nS:cSi isl ef ?
assessment has been derived for identified a fe ; 0 a(i:rc?: nta implementation of safety u (r:ng a rsa ey
performed || hazards | | safety requirements || requirements || asures
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Logic of the Safety Case: Process argumentation

MS2 Argument that process and
development activities are
consistent with ISO 26262 and /
or best practices for functional
safety

Confirmation measures are
taken to verify all work
products are consistent and
ISO 26262 compliant

Personnel is trained and
experienced to do related
safety activities

<Involved Department> FS processes are followed in
process is consistent with <system> development
ISO 26262 requirements project

Reviews
of

Confirmation
Reviews

Process Process
Handbook Audits

Planning
activities

Quialification
Evidence

planning

SP_25.1 SP_253 SP_2.6.1 SP 3.85 SP_2.6.6
SP_2.6.4 SP_4.5a.2 gﬁ—g-;-g
SP_3.6.2 SP 4.5a.4 SP_3.8.6
SP_3.8.4 SP_4.8a.2 —
SP_4.5a.1 SP_4.5a.2
SP_4.5a.3 SP_4.8a.2
SP_8.8.1 SP_4.8a.4

Notes = Standard

WP nn: Workproducts linked to specific
<System> Safety Plan

: Workproducts gathered by the Supplier
FS Process and specified by <System> DIA

templates
are used

SP 253
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Logic of the Safety Case: Hazard argumentation

MS1 Argument that all hazards have

been identified, classified and
addressed in <system> concept,
design, and implementation

GlAtI)I hazards_ are |de_nt|f|ed G2 I e e G3 System design has G4 Verification measures have G5 Assessment of
y analysis and risk requirements have been taken int t all been taken to show correct f ol et
assessment has been qui aken into account a implementation af safety unctional safety
derived for all hazards safety hazards . measures
performed requirements
See following slides See following slides See following slides
Functional o
: Validation
Evidence Safety Report
from Assessment
Supplier
WPS-1 WPS-2 WPS-3

Notes

WP nn: Workproducts linked to specific
<System> Safety Plan

: Workproducts gathered by the Supplier
FS Process and specified by <System> DIA
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Logic of the Safety Case: Hazard identification

G1 All hazards have been
identified by analysis and risk

assessment has been Notes
performed ) N
WP nn: Workproducts linked to specific
* <System> Safety Plan

SC1 Argument completeness of
hazards by analysis of all
malfunctions in combination
with relevant driving situations

Hazard analysis and
risk assessment of ISO
26262-3 is sufficient for
identification of hazards

Relevant operational Hazards have

] Assumptions on ]
Fl_Jnctlons aqd beha\ﬁor and Malfunctlon§ have situations have been been derived
prlc-al operatlon interaction with be;en detern_uneq for considered in the consistently from
situations in scope other vehicle item functionality analysis hazardous events
have been defined
systems was known l l
s il Argument by Argument by
malfunctions HAZOP method experience
Item
Definition + / \
WP1 Malfunctions are List of standard Systematic
completely operational combination to
identified situations is hazardous events
maintained in analysis
List of
standard HARA Evidence
operational Worksheet on S/E/C

situations /
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Logic of the Safety Case: Requirement elicitation

Notes

WP nn: Workproducts linked to specific
<System> Safety Plan

G2 Complete set of safety

requirements have been : Workproducts gathered by the Supplier
derived for all hazards FS Process and specified by <System> DIA

'

C2 Argument for correctness
and completeness of safety
requirements by derivation

from safety goals

Al safety goals have Eunctional safety Technica}I/HW/SW Completeness of safety Further safety related
: requirements have been safety requirements are requirements has been :
been defined based on derived f ‘ itent with fiod by safet requirements from
the HARA results erived from safety consistent wi verified by safety T
goals FSC/FSR analyses (e.g. ECEXX)
Safety goal
list FSR/FSC TSC FMEA, FTA
WP6 WPS-nn WP10
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Logic of the Safety Case: System Design

Notes
WP nn: Workproducts linked to specific
G ) <System> Safety Plan
System design has _
taken into account : Workproducts gathered by the Supplier
identified safety hazards FS Process and specified by <System> DIA
c4 Argument that

systematic and random
failures of implementation
are sufficiently covered

Identified safety
measures have been
implemented in the
<system>

Random failure
probabilities are
sufficiently low

All analysed causes for
hazards in the design
are addressed

A PMHF target values and
SPF/LF targets are
sufficient

HW metrics
& targets

Supplier
Evidence

FMEA, FTA

WP8
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Logic of the Safety Case: Verification measures

Corporate test
strategy derived from
ISO 26262:2011

54 Verification measures have
been taken to show correct

implementation of safety

requirements

'

C3 Argument that system

implementation is
correct regarding
requirements by testing

Notes

WP nn: Workproducts linked to specific
<System> Safety Plan

: Workproducts gathered by the Supplier
FS Process and specified by <System> DIA

The FSC has been
tested at system and
vehicle level under
boundary conditions of
the <system>

The TSC has been
tested at HW/SW and
system levels under
boundary conditions of
the <system>

Effectiveness of safety
mechanisms has been
demonstrated during HW/SW,
system and vehicle integration
and testing

Integration
test reports

Supplier
tests
reports

Supplier
test reports

WPS
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