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Introduction
A system is trustworthy if it can be strongly identified; acts 
in an uninhibited fashion; and is directly or indirectly 
observed by a trusted third party to behave as expected.

ArmoredSoftware is a new architecture for establishing and 
maintaining trust in the cloud.  Cloud software processes 
operate in an armor capsule that assesses the operational 
environment, protects the application, and assesses the 
application for the environment.

ArmoredSoftware ends the need for a priori trust in cloud 
environments.  Armored components automatically assess 
and react to their operational environments based on user 
parameters. They use the information they gather to take 
actions ranging from simple reconfiguration and reporting to 
migrating among available execution platforms.

ArmoredSoftware provides evidence of its own 
trustworthiness.  Armored components evaluate their 
applications to provide static and run-time evidence used 
for appraisal.  Applications can establish mutual trust 
relationships.

ArmoredSoftware Component Architecture
Applications protected and managed by Armor

Approach
The ArmoredSoftware approach is based on trusted 
computing techniques as described in Principles of Remote 
Attestation by Coker et. al.  Using remote attestation, an 
appraiser requests information from a target that it can then 
use to assess its behavior and state.  The appraiser makes a 
trustworthiness assessment based on that information

An appraiser requests a quote from a target system.  The 
request specifies what information is desired, provides a 
nonce to ensure freshness, and identifies the source of the 
request as appropriate.

The target gathers evidence describing its state and 
behavior.  The evidence includes both static measurements 
stored by the target and on-demand measurements taken 
when requested.  A vTPM is used as a root-of-trust for 
storage.

The target generates a quote attesting to the integrity of 
gathered evidence.  The quote includes cryptographic 
signatures for assessing authenticity, freshness, and 
provenance of evidence.  A vTPM serves as a root-of trust 
for attestation.

The appraiser assesses the quote to ensure integrity of 
evidence.  Given a good quote, it then assesses evidence to 
determine trustworthiness of the target.  Assessment looks 
for evidence of correct boot, good parts, and good run-time 
behavior.

Access control enforced by the virtualization environment 
and by individual components enforces policy over 
ArmoredSoftware components and their associated 
applications.

Platforms
ArmoredSoftware currently targets the Xen virtualization 
environment running in an OpenStack cloud infrastructure.  
MiniOS VMs provide simple services while CirrOS and 
CentOS Linux VMs provide operational environments for 
VMs and applications. XSM will provide access control 
enforcement for armored components.

Armored implementation is in Haskell with Cloud Haskell 
providing an abstract mechanism for communicating 
among VMs.
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Further Information
ArrmoredSoftware website:

    http://armoredsoftware.github.io

All software is freely available. For further information, please 
contact Dr. Perry Alexander at palexand@ku.edu.

Access
Control

Appraisal

Application

Measurer Attestation
Measurement

Requests
Attestation
Request

Software
Armor

Access
Control

Appraisal

Application

Measurer Attestation
Measurement

Requests

Attestation
Request

Software
Armor

vTPM

vTPM

Measurements

Measurements

Measurements

Measurements
Quote & 
Evidence

Attestation
Request

An appraiser requests an attestation from a target and 
assesses trustworthiness based on received quote and 
evidence.

A target responds to an attestation request by 
gathering evidence, generating a cryptographic quote, 
and returning quote and evidence.
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