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NIST’s Cybersecurity-SCRM Program
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NIST Approach:
Holistic in Breadth and Depth

System Development Life Cycle: 
• design,  development, acquisition/procurement, delivery, installation, 

integration, operations & maintenance, and disposal/retirement

Risk-Based Perspective 
• Organization Layers:  Enterprise, Mission/Business, Operational
• Criticality (Systems/Technology, Suppliers, Data, Mission/Business Functions)
• Frame Risk (Understand Context), Assess Risk, Respond to Risk, Monitor Risk

External Standards and Practices
• Managerial (e.g. Policy, Processes, Plans) and Technical Controls (e.g. 

Configurations, Access Rights)
• Best practices; Assurance Frameworks; Automation/Tools, etc.
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NIST C-SCRM Program Products
• NISTIR 7622, Notional Supply Chain Risk Management Practices for Federal 

Information Systems (2012)
• SP 800-161, Supply Chain Risk Management Practices for Federal Information 

Systems and Organization (2015)
• Integrating CSCRM into pubs: 

• CSF v1.1 (2017); 
• SP 800-37 Revision 2 (2018); 
• SP 800-53 Revision 5 (2020); SP 800-53B (2020); and IPD SP 800-53A (Summer 2021)

• - NISTIR 8179 (2018) - Criticality Analysis Process Model
• - NISTIR 8272 (2020) - Impact Analysis Tool for Interdependent Cyber Supply 

Chain Risks
• - NISTIR 8276 (2021) - Key Practices in C-SCRM (Case Studies and Findings)
• - 2nd PD SP 800-161 Revision 1 (October 2021)
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SP 800-161, Revision 1 (2nd Public Draft): Contents

SECTION 1: Introduction

• Purpose
• Target Audience
• Document Use, 

by Audience 
Profile 

• Background

SECTION 2: Integration of C-
SCRM into Enterprise-wide Risk 

Management

• Business Case
• Multi-Level Org. 

Roles &  
Responsibilities

• C-SCRM Program 
Management

SECTION 3: Critical Success 
Factors

•Acquisition Processes
•Information Sharing
•Training
•Key Practices
•Capability 
Measurement/C-SCRM 
Measures

•Dedicated Resources
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SP 800-161, Revision 1 (2nd Public Draft): Contents

APPENDICES
qAppendix A:  C-SCRM Controls
qAppendix B:  C-SCRM Control Summary Table
qAppendix C:   Risk Exposure Framework
qAppendix D : C-SCRM Templates ( Strategy & Implementation Plan; Policy; C-SCRM System  Plan: Supply Chain Risk 
Assessment)
qAppendix E:   FASCSA.  
qAppendix F:   Preliminary Guidelines for Enhancing Software Supply Chain
qAppendix G:  -SCRM Activities in the Risk Management Process
qAppendices H:, I, J : Glossary; Acronyms; References / Methodology
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SCRM Capability Foundation



Managing Supply Chain Risk

ASSESSING RISK RESPONDING TO RISK



What is our Assessment Objective?

What actually gets assessed

Avoid 
Unacceptable 
Cybersecurity
-Supply Chain 

Risk

Achieve High 
Level of 

Assurance

Apply 
Controls/

Satisfy  
Requirements

Real-World 
Performance

Changes to 
Risk 

Environment

Effectiveness 
of Security 

Controls

Future 
Needs?



Prepared or Panicking? Risk Response Choices:  
• Accept
• Transfer 
• Mitigate
• Share
• Avoid

_____________________
• More Choices: 

• Ignore (Bad Option but 
“Real Life”)

• Panic! 
• Escalate (Get More 

Help)
• Get More Info
• Report
• Fix
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What are we trying to assess? (now multiply 
this by “a whole bunch”)

COMPONENT 

PRODUCT/SERVICES

SYSTEM

SYSTEM of SYSTEMS

SUPPLIER(S) -> 
SUPPLY CHAIN



Operational Environment

Purpose & Context Matters

ComponentProductSystemMission

Criticality?

Product
Component

Component

Product Component

Sub-
Components

Inter-
Dependencies

Data / Information



ASSESSMENT

PROCUREMENT

PRE-
DEPLOYMENT

IN-USE 

DESIGN to 
POINT OF SELL

When? Who? Why? 
And How Often?



ASSESSING RISK

Research/Examine
- Data & Information

- Purpose-specific
- Risk-relevant

- Category/Weight/Scope
Findings
- Criteria
- Confidence/Quality Level
- Organize/Prioritize/Discard
Conclusions
- Risk Response



Forest Trees

Plug Holes

Find & Avoid What’s 
Bad

Compliance

Trend Analysis; Predictive Analytics

Big Picture 
Perspective/Priorities



Federal Acquisition Supply Chain Security Act

• “Government-wide” Framework to Address Supply Chain Risk
• Brings together Agencies with Key Authorities/Expertise into the 

Federal Acquisition Security Council
• Provides Authority to Exclude/Remove – Sources and Products
• Mandates SCRM for Agencies – Emphasis on Supply Chain Risk 

Assessments



New “FASCSA Appendix”

• Establishes Baseline Risk Factors (Common, Minimal)
• Objectives include:

• ensuring a level of even treatment of evaluated sources or covered articles; 
• ensuring minimum necessary information is available to the FASC, when required;
• promoting consistency and comparability across agencies; 
• aiding the conduct of more sophisticated analyses such as trend analysis or causal or 

correlation relationships between found indicators of risk and realized risks; and
• having a base of information sufficient to identify and understand potential mitigation 

options, to inform prioritization or risk response trade-off analysis/decisions, etc.  



Context (Inherent Risk) 
Factors

• Criticality 
• Information and Data
• Reliance on the covered article or source 
• User/operational environment in which the covered 

article is used or installed, or service performed
• External Agency Interdependencies 



Risk Factors (Inherited 
from Supply Chain)

• Purpose Functionality, features, and 
components of the covered article

• Foreign Ownership, Control, 
Influence (FOCI)

• Company Information • Compliance/Legal 

• Quality/Past Performance • Geo-Political

• Fraud, Corruption, Sanctions, and 
Alignment with Government Interest

• *Counterfeit and Non-Conforming 
Products

• Personnel Physical • Cybersecurity
• Physical • Supply Chain Relationships, 

Visibility, and Controls



Product/Component 
Assessment 



Se
ve

rit
y 

of
 R

isk

Breadth and Depth of Potential Impact

Critical 
Thing

Critical 
Thing

Critical 
Thing

Critical Thing

Source

Critical 
Thing

Low/
Manageable

Imminent
/National 
Security

Within an 
Agency Only

Inter-
dependencies to 
Other External 

Missions

Multi-
Agency/Government-

Wide



Assessment Challenges

• Scope: Too much! What to Prioritize?  How deep and broad?
• Visibility: Dealing with Known Unknowns and Unknown Unknowns
• Complexity: System of systems; Global supply chains; Embedded 

Software….Help!
• Info Access/Quality/Confidence: Is my assessment information 

accurate? relevant? current?
• Capability:  Tool, skill and knowledge gaps: Analytic, Technical + SCRM
• Judgment: Conflict of Interest, Bias, GroupThink, “Defensibility”
• People vs Tools: What’s the Right Mix?



Product/Component Assessment Challenges

• Discovery – Who made it? What’s in it? Do I have it in my 
environment? Can I find it? so I can assess it?
• “White Labeling” – Who REALLY made this?
• Embedded / Integrated Components – Will scanning find all my 

vulnerabilities?  
• Assessment “Artifacts” – What do I need to satisfy my level of 

required  assurance?   
• What can be provided?
• What can be consumed?
• What has the most cost-benefit value?



Product Procurement & Pre-Deployment

• Purchases from resellers:  
• Gaps in information about the products, barriers to “flowing down” requirements

• Build in requirements into solicitations
• One-size fits all or Overly prescriptive language 
• Should a standard be referenced? Which one? And what assurance does that 

convey?
• “Products” used to perform a service; eg UAVs for aerial inspection

• Who’s assessing the security of these products?  
• Do these products fall within an agencies’ “authorization boundary”?

• Testing, prior to deployment
• Who tests? How much? what type?  Who assesses results?  



How can we better:

• Reuse Assessments and Re-assess the Deltas? 
• Discover/Isolate Supply Chain “Critical Paths” 
• Establish/Measure “Big Picture” Assessment Effectiveness
• Get/Maintain Info on Interdependencies 
• Understand/Keep Current links between:  Mission Function-Contractors-

Systems-Services
• Define and Report Supply Chain Risk Events or Incidents 
• Perform Trend Analysis, Root Cause Analysis, Understand Causal 

Relationships
• Understand early indictors of potential supply chain risk? patent purchases, 

M&A activity, etc


