Automatic Numeric Abstractions
for Heap-Manipulating Programs
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Numeric Operations length of list at p increases by 1
(instrumentation analysis)

\_

-
Data Structure Operations add node to front of list at p

(shape analysis)

\—

-

Concrete Pointer Operations t = malloc(sizeof(ListNode));
(source code) t->next = p;

p =t
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-

Numeric Operations length of list at p increases by 1
(instrumentation analysis) k =k + 1;

\_

-
Data Structure Operations add node to front of list at p with length k

(shape analysis)

\—

-

Concrete Pointer Operations t = malloc(sizeof(ListNode));
(source code) t->next = p;

p = t;
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Termination Proving

Bounding Time / Space Usage

Safety Properties (including Memory Safety)












while(x # 0) {
X = X->next;

}
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while(x # 0) {
X = X->next;
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list segment list segment
ending at @ starting at @
with length a with length b
a=a-+1 b=Db-1

b =20



while(x # 0) {
X = X->next;
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list segment list segment
ending at @ starting at @
with length a with length b
while(b = 0)
a=a+ 1;
b=Db-1;



while(x # 0) { Az’. Is(a;2’,x) * Is(b;x,0) | while(b = 0)
X = X->next; a=a+ 1;
} b=Db - 1;
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X->next;

Az’ Is(a; 2’ z) * Is(b; x, 0)

Az’. Is(a; x’, z) * Is(b; x, 0)
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X->next;
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while(x # 0) {

parent ,
1f(-)
left right X = x->right;
else

X = x->left;




while(x # 0) {

parent ,
1f(-)
left right X = x->right;
else

X = x->left;




while(x # 0) {

if (-)
left right X = x->right;
else

parent

x->left;

tree rooted at @



while(x # 0) {

if (-)
left right X = x->right;
else

parent

x->left;

tree rooted at @
with height h



while(x # 0) {
if(-)
left right x = x->right;
else
X = x->left;

parent

while(h > 0) {
let h’ satisfy
h’ < h
in

tree rooted at @
with height A’

h = h'; h'<h



Small Example

list(k; p)
while(p!=0)§
while(k>0) § Z> t=p;
k=k-1; _ p = p->next;
} Abstgafctlon free(t);

}

emp




list(k; p)
while(p!=0)§
while(k>0) § Z> t=p;
k=k-1; _ p = p->next; Shape
} Abstraction free(t); Al
Of }
emp —




list(k; p)
while(p!=0)§
while(k>0) § Z> t=p;
k=k-1; _ p = p->next; Shape
} Abstraction free(t); Al
Of }
emp -




list(k; p)
while(p!=0)§
while(k>0) § Z> t=p;
k=k-1; _ p = p->next; Shape
} Abstraction free(t); Analysis
Oof }
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Is(k; first, next) =

if (k==0)
cl
else
emp x = [next: z] * Is(k’; z,y) k; = o L
Cz;
...further analysis...  ...further analysis...
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while(x # 0) {
if(-)
left right x = x->right;
else
X = x->left;

parent

while(h > 0) {
let h’ satisfy
h’ < h
in

tree rooted at @
with height A’

h = h'; h'<h



while(x # 0) {

parent ,
1f(-)
left right X = x->right;
else

X = x->left;

while(h > 0) {
h’ = nondet();
assume(h’ < h);

tree rooted at @
with height h

h = h'; h'<h



Inductive Definitions
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Is(k; first, next) =

Reverse relation: k'=k +1

Numeric Command
abstract

X > [next: z] ¥ Is(k; z,y) =———1s(k’; X,y) k' =k + 1

abstract
X = [next: z] * z = [next: Y]  m——3|5(k’; X,Yy) k' = 2



int has cycle(Listp x) {

Listp pl = x;

Listp p2 = x;

X —7
=) p2 = p2->next; T T
while (pl != p2) { p1 p2
if (p2 == || p2->next == 0)
return 0;

p2 = p2->next;
p2 = p2->next;

pl

pl->next;

}

return 1

e
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int has cycle(Listp x) {

Listp pl = x;

Listp p2 = x;

X —7
P2 = p2->next; T T
while (pl != p2) { p2 p1
if (p2 == || p2->next == 0)
return 0;

p2 = p2->next;
p2 = p2->next;

=) pl = pl->next;
}

return 1

e
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int has cycle(Listp x) {

Listp pl = x;

Listp p2 = x;

X —7
P2 = p2->next; T T
while (pl != p2) { p1 p2
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int has cycle(Listp x) {

Listp pl = x;

Listp p2 = x;

X —7
P2 = p2->next; T T
E:>while (pl !'= p2) { p1 p2
if (p2 == || p2->next == 0)
return 0;

p2 = p2->next;
p2 = p2->next;

pl

pl->next;

}

return 1

e



int has cycle(Listp x) {

Listp pl = x;

Listp p2 = x;

X —7
P2 = p2->next; T T
while (pl != p2) { p1 p2
if (p2 == || p2->next == 0)
return 0;

p2 = p2->next;
p2 = p2->next;
pl = pl->next;

}
Ei}return 1
}

e



int has cycle(Listp x) {

tassume("1ls(k,x,x) & k > 0"); .
Listp pl = x; : :
Listp p2 = x; A ¢t hf":
p1 p2
E>PZ = p2->next; Is(k1; pl,p2) * Is(k2; p2, pl)

while (pl != p2) { ANkl+k2>0

if (p2 == || p2->next == 0)

return 0;

p2 = p2->next; Is(k; first, next) =

p2 = p2->next; (k=0 Aemp A first = next)

pl = pl->next; V (k>0A3k k=K +1A
t Jz. (first — [next :2]) * Is(k'; 2, next))
return 1;



int has cycle(Listp x) { _— assume(k > 0);
tassume("1ls(k,x,x) & k > O");/ ki=1; ( )
{ k2 =k-1;
Listp pl = x;j __~while(k1!=08&&k2!=0){
Listp p2 = x; ~ if(k2> o)
k2--,‘ k1++;
p2 = p2->next; ,{ else
while (pl != p2) k2 =ka1-1;
if (p2 == || p2->next ==70) \ ki=1;
return 0; e
p2 = p2->next; r if(ka>o0)
p2 = p2->next; ki--; k2++;
pl = pl->next; 4 else
} ki=ka-1;
return 1; lS(ﬂﬁ?LPQ) * ls(@; p27p1) \. k2 =1;
} ANkl+k2>0 }




Converting Branch Conditions
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Is(k1;pl, p2) * Is(k2; p2,pl) A k1 +k2 >0 W pl # p2
Doesn’t hold.

But...

Is(k1;pl, p2) x Is(k2; p2, pl)
ARL+E2>O0N(L£O0AE2#0)| F pl#p2

Abduction




int has cycle(Listp x) { _— assume(k > 0);
tassume("1ls(k,x,x) & k > O");/ ki=1; ( )
{ k2 =k-1;
Listp pl = x;j __~while(k1!=08&&k2!=0){
Listp p2 = x; ~ if(k2> o)
k2--,‘ k1++;
p2 = p2->next; ,{ else
while (pl != p2) k2 =ka1-1;
if (p2 == || p2->next ==70) \ ki=1;
return 0; e
p2 = p2->next; r if(ka>o0)
p2 = p2->next; ki--; k2++;
pl = pl->next; 4 else
} ki=ka-1;
return 1; lS(ﬂﬁ?LPQ) * ls(@; p27p1) \. k2 =1;
} ANkl+k2>0 }




int

ycle(Listp x) {

("1s(k,x,x) & k > 0");——”————

_— assume(k > o);

k1i=1;
k2=k-1;

= X; _—~while(ka!=0&&k
= X; ~ if(k2 > 0)
k2--,‘ k1++;
->next; 4 else
(pl != p2) k2 =k1-1;
== | | p2->next ==70) \ ki=1;
urn 0; -
2->next; r  if(ka>o0)
2->next; k1--; k2++;
1->next; {  else
k1=ka -
Is(k1; pl,p2) * Is(k2;p2, pl) \ k2 =1;

ANkl+k2>0




p2 = p2->next; .:::}>__ C

p2 = p2->next; lS(E; x, :L’) ANk >0

while (pl != p2) {
if (p2 == 0 ||

p2->next == 0)
return 0;

p2 = p2->next;
p2 = p2->next; A
= p2->next;

pl = pl->next; 3
pl = pl->next;
}

return 1;

O
N
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P2 = p2->next;
p2 = p2->next;

while (pl != p2) {

if (p2 == 0 ||
p2->next
return 0;

p2 = p2->next;
P2 = p2->next;
p2 = p2->next;
pl = pl->next;
pl = pl->next;

}

return 1;

B

== 0)

}

(A-kl1 +B-k2+C)modk=0



Can automatically track changes in data structure sizes

Resulting numeric abstraction can be passed to a variety
of tools

Support for user-defined inductive data structures



