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Code Generation for Embedded Control Duke

Engineering

* From a closed-loop system
Controller Model model

Zi1 = £(zr, ug) — Controller model X(f, g)
Yi = 8(2zk, ux) (i.e., controller parameters)

* Code generator
Code

Generator

— step function

— may employ optimization that
affects the controller state

Platform-independent Code

double z[n], y[m], ulpl:;
void step() {
.




Code Generation for Embedded Control Duke

Engineering

* From a closed-loop system
Controller Model model

211 — Az + Buy — Controller model ¥(A,B,C,D)
yir = Czp + Duy (i.e., controller parameters)

* Code generator
Code

Generator

— step function

— may employ optimization that
affects the controller state

Platform-independent Code

e Goal — verification of the

double z[n], yIm], ulpl; generated code
void step() {

o} — Linear controllers - a very large
class of embedded controllers




Code Generation for Embedded Control Duke

Engineering

Controller Model

211 — Az + Buy
Yk — Czk T Duk.

Code 5 Al Automatic Verification of

Generator Model / Code Consistency ves/no

Platform-independent Code

double z[n], yIm], ulpl;
void step() {
.}




A straightforward approach...

Defining Invariants for Linear Controllers
based on input-output and state invariants



Annotating Input-Output and State Invariants Duke

Engineering

e Exploit the ACSL’s notion of the function Controller Model

contract zi+1 = Az, + Buy
Y. — Czk + Duk

— effectively a Hoare triple

* Running example:

double x[2
A _ |0.8147 1.1534] «- 05147+ \old (x[01)

— ’ ) 1.1534x\old(x[1 + 3.10191x\old (u):
:26413 3.6411 @ ensures x[1] = 2.6413x\old(x[0]) +
3.10191 @ 3.6411%\old(x[1]) + 2.1432x\old(u);

B = : @ ensures y == 1.7121x\old(x[0]) +
1 2.1432 @ 0.1351%\old(x[1]) + O0%\old(u):
C =[1.7121 0.1351] +

void [step () I{
double t1, t2;
y = 1.7121%x[0] + 0.1351%x[1];
tl 0.8147xx[0] + 1.1534x%x[1] + 3.1019%u;
t2 2.6413xx[0] + 3.6411xx[1] + 2.1432xu;

x[0] tl;
x[1] t2;



A straightforward approach...

... does not always work



Example Duke
A simple linear integrator Engineering

k—1
Y — Zauia k Z ]-7
1=0

" N

»(1,a,1,0) >(1,1,a,0)
Zk+1 = R T QUL, Zk+1 = 2k T Uk,
Y = =k Y = Q2L

* Both functionally correct but the maintained states are different

— The latter could introduce a lower computational error when finite
precision computations are taken into account



Example
MIMO control of a batch reactor
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Zk+1

up —

Zr 11

U

[ 0.0774 —0.0103
—0.0022  0.0227
0.0267  0.0398

| 0.0356  0.0001

B

Yi

n(n + p) multiplications

—0.2581

—0.04506
0.03278

—0.003331 |

yks

0.942  0.006888 0.04187 —0.02319"
~0.01543  0.7965  —0.03386 0.001563 |
—0.1537  0.0137  0.7417 0.2006 | "
| —0.03841 0.05637 —0.02116  0.9949 |

A
[ 0.0583  0.9093 0.3258 0.08721 i
| —2.464 —0.0504 —1.71 1.165 | "
c
[0.7636 0 0 0 " _0.2867

0 08393 0 0 |, .| —0:3964

0 0 09595 0 T _0.07256
0 0 0  0.9127 | 0.5478

A

[ 0.1318 0.03834

0.02127

—0.01226 | .,

B

N

0.147  0.08209 —0.08674 —0.2307 |

c

n(1 + p) multiplications

There exists a non-singular matrix T: A = T!AT, B=T'B, C=CT

If the same inputs then:

Vk >0, 2z, =T

lzk <~ 20:T_IZO
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MIMO control of a batch reactor
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Zk+1

up —

Zr 11

U

[ 0.0774 —0.0103
—0.0022  0.0227
0.0267  0.0398

| 0.0356  0.0001

B

Yi

n(n + p) multiplications

—0.2581
—0.04506

0.03278
—0.003331 |

yks

0.942  0.006888 0.04187 —0.02319"
~0.01543  0.7965  —0.03386 0.001563 |
—0.1537  0.0137  0.7417 0.2006 | "
| —0.03841 0.05637 —0.02116  0.9949 |

A
[ 0.0583  0.9093 0.3258 0.08721 i
| —2.464 —0.0504 —1.71 1.165 | "
c
[0.7636 0 0 0 T _0.2867

0 08393 0 0 |, .| —0:3964

0 0 09595 0 T _0.07256
0 0 0  0.9127 | 0.5478

A
[ _0.1318 0.03834 0.02127 —0.01226 "
0.147  0.08209 —0.08674 —0.2307 |°*

N

c

B

n(1 + p) multiplications

When same inputs are applied, the controllers’ outputs will be identical!
 The controllers provide the same control functionality — input-output conformance



How to verify LTI controllers when the
maintained state is now known?

We need a specification of the controller that is
insensitive to the representation of control state



Invariant-Checking Approach (IC) Duke

Engineering
Original Model woid LTI step(voio)
{
{
? {
—0.500311  0.16751  0.028029 —0.395599 —0.652079 11149 0.164423 * Static_czﬂit*lz‘_cET SOQCI%BZW?S% ; 1o, 1,2, 3,4}
0.850942  0.181639  —0.29276  0.481277  0.638183 —1.56592  0.634384 zg::t ir;ai T gpéex_*uig C:n:tgwlr[\ti;‘nal .

Zpi1 = | —0.458583 —0.002389 —0.154281 —0.578708 —0.769495 |z, + | 1.04856 —0.196914 | uy = = i . -G
1.01855  0.638926 —0.668256 —0.258506 0.119959 1.96066  3.11571 ::zitTl“isé_I ;:?I; éL;%ZTPWIntemal_DSTATE[BL
0.100383 —0.432501 0.122727  0.82634  0.892296 —3.02046  —1.96087 int T numNonZero = 4;

A B *y@ = (*pCO++) * xd[*pCidx++];
[ 0283441 0.032612 —0.75658  0.085468  0.161088 while (numNonZero--) {

Y= | —0.528786 0.050734 —0.681773 —0.432334 —1.17988 | “* }*ye += (*pCO++) * xd[*pCidx++];

¢ }
{

static const int_T colCidxRowl[5] = { @, 1, 2, 3, 4 };
H H const int T *pCidx = &colCidxRowl[0];
n n (2) Automatlc An notat|0n const r‘eaI_T EpCS = &LTIS_ConstP.Enf]:ernal_C[S];
const real T *xd = &LTIS_DW.Internal DSTATE[@];
Yr = ﬂ’t Uk—; — G Yk—i real_T *yl = &LTIS_Y.y[1];
int_T numNonZero = 4;
’LZO ’LZI *yl = (*pC5++) * xd[*pCidx++];
while (numNonZero--) {
\*@ assert \at (y,kn) + ar*\at(y,kn_1)+... *yl += (*pC5++) * xd[*pCidx++];
}
@ apx\at (y, ko) == Pox\at (u, kn) +... }

@ Bn*\at (ul I’:O)

o~

real_T xnew[5];

int T i;
= xnew[0] = (©.87224)*LTIS_DW.Internal DSTATE[O];
Frama/C-based Toolchain non[6] 1= (6,822 1 74 TIS.0-LoT+ (0. 438008 LTIS_U.u[1];
xnew[1] = (©.366378)*LTIS_DW.Internal DSTATE[1];
xnew[1] += (-0.278536)*LTIS_U.u[0]+(-0.824313)*LTIS_U.u[1];
H xnew[2] = (-0.548795)*LTIS_DW.Internal DSTATE[2];
Annotated .Pro.of ) (1) LOOp UnrO”Ing xnew[2] += (0.874484)*LTIS_U.u[@]+(0.858857)*LTIS_U.u[1];
C code Frama-C/WP '> obligation in xnew[3] = (-0.332664)*LTIS_DW.Internal DSTATE[3];
WhyML xnew[3] += (-0.117628)*LTIS_U.u[0]+(-0.506362)*LTIS_U.u[1];
xnew[4] = (-0.204322)*LTIS_DW.Internal DSTATE[4];
xnew[4] += (-0.955459)*LTIS_U.u[0]+(-0.622498)*LTIS_U.u[1];
for(i=0; i<5; i++) LTIS_DW.Internal DSTATE[i] = xnew[i];
}
SMT ' Verification ¥
e instance = result

M. Pajic, J. Park, I. Lee, G. J. Pappas, and O. Sokolsky, “Automatic Verification of Linear Controller Software",
12th ACM SIGBED International Conference on Embedded Software (EMSOFT), pp.217-226, October 2015
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Original Model

—0.500311  0.16751 0.028029  —0.395599 —0.652079 1.1149 0.164423
0.850942  0.181639  —0.29276  0.481277  0.638183 —1.56592  0.634384
Zpp1 = | —0.458583 —0.002389 —0.154281 —0.578708 —0.769495 | z + 1.04856  —0.196914 | uy
1.01855 0.638926  —0.668256 —0.258506  0.119959 1.96066 3.11571
0.100383  —0.432501  0.122727 0.82634 0.892296 —3.02046 —1.96087
A B
| 0.283441 0.032612 —0.75658  0.085468  0.161088
YE= | —0.528786 0.050734 —0.681773 —0.432334 —1.17988 | ¥
(e}

(2) Input-Output Similarity

Checking

Extracted Model

0.87224 0 0 0 0 0.822174  —0.438008
0 0.366378 0 0 0 —0.278536 —0.824313
Zpp1 = 0 0 —0.540795 0 0 zr+ | 0.874484  0.858857 | uy,
0 0 0 —0.332664 0 —0.117628 —0.506362
0 0 0 0 —0.204322 —0.955459 —0.622498
A B

_ | —0.793176  0.154365 —0.377883 —0.360608 —0.142123 5
YE= | 0503767 —0.573538 0.170245 —0.583312 —0.56603 k

[¢]

Code

void LTIS_step(void)

? i
(1) Model
Extraction

{
static const int_T colCidxRow@[5] = { @, 1, 2, 3, 4 };
const int_T *pCidx = &colCidxRow@[0];
const real_T *pCO = LTIS_ConstP.Internal _C;
const real T *xd = &LTIS_DW.Internal DSTATE[@];
real T *y@ = &LTIS_Y.y[0@];
int_T numNonZero = 4;
*y@ = (*pCO++) * xd[*pCidx++];
while (numNonZero--) {
*y0 += (*pCO++) * xd[*pCidx++];

static const int_T colCidxRowl[5] = { @, 1, 2, 3, 4 };
const int_T *pCidx = &colCidxRowl[@];
const real_T *pC5 = &LTIS_ConstP.Internal_C[5];
const real_T *xd = &LTIS_DW.Internal DSTATE[®@];
real T *yl = &LTIS_Y.y[1];
int_T numNonZero = 4;
*yl = (*pC5++) * xd[*pCidx++];
while (numNonZero--) {
*yl += (*pC5++) * xd[*pCidx++];
}
}

real_T xnew[5];

int T i;

xnew[@] = (0.87224)*LTIS_DW.Internal_DSTATE[O];

xnew[@] += (0.822174)*LTIS_U.u[@]+(-0.438008)*LTIS_U.u[1];
xnew[1] = (©.366378)*LTIS_DW.Internal DSTATE[1];

xnew[1] += (-0.278536)*LTIS_U.u[0]+(-0.824313)*LTIS_U.u[1];
xnew[2] = (-0.540795)*LTIS_DW.Internal_DSTATE[2];

xnew[2] += (0©.874484)*LTIS_U.u[0]+(0.858857)*LTIS_U.u[1];
xnew[3] = (-0.332664)*LTIS_DW.Internal DSTATE[3];

xnew[3] += (-0.117628)*LTIS_U.u[@]+(-0.506362)*LTIS_U.u[1];
xnew[4] = (-0.204322)*LTIS_DW.Internal DSTATE[4];

xnew[4] += (-0.955459)*LTIS_U.u[0]+(-0.622498)*LTIS_U.u[1];
for(i=0; i<5; i++) LTIS_DW.Internal DSTATE[i] = xnew[i];

J. Park, M. Pajic, . Lee, and O. Sokolsky, “Scalable Verification of Linear Controller Software",
Tools and Algorithms forthe Construction and Analysis of Systems (TACAS), 2016



Defining Invariants for Linear Controllers -
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* Annotatinginput-outputand state invariants

* Annotatinginput-output onlyinvariants

* Inexact controllerimplementations

* Instantiation-based input-outputinvariants



Problem: How to check input-output conformance Duke

PRATT SCHOOL OF

when state conformance is violated? Eopineenine,

* |Input-output invariants obtained from controllers transfer
functions

Y = (A,B, C,D) G(z) =C(zI, —A) 'B+D

* |n the general case for Single-Input-Single-Output controllers

 Bo+ Bzt B
l+aizt 4 +ayzm’

G(2)

and the controllers inputs and outputs satisfy

n T
Yk = E ::Biuk—z' — E &G Yk—i
i=0 i=1

with ¢y, =0,k < 0 because zy, =0and wu; =0, k<0




Annotating Input-Output Only Invariants Duke
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e Cannot be specified using pre- and

n n
post-conditions for every execution Yp = Z Bitbg—i — Z oG Yk—i
of the step function i—0 i—1

— relates the last n+1 executions of the
step function

* Perform execution unrolling of the
step function

— construct the verif driver
function invoking the step function
exactly n+1 times

\x@ assert \at(y,kn) + ar1*x\at(y,kn—-1)+...
Q@ apx\at (y, ko) == Pox\at (u, kn) +...
@ 6n*\at (u, AO)



Annotating Input-Output Only Invariants
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G(2)

Cannot be specified using pre- and
post-conditions for every execution
of the step function

n mn
Yr = E Bitg—; — E O Yk—i

— relates the last n+1 executions of the

step function extern double input():;

void
u = input(); step ()
k . o
u

Perform execution unrolling of the
step function

— construct the verif driver

0
function invoking the step function klf- tnput (): step ()

exactly n+1 times

u input (): step ()
\xQ@ assert \at (y,kn) + ai1x\at(y,kn_1)+.. k

Q@ an*\at (y, ko) == PBox\at (u, kn) +...
@ Bn*\at (u, ko)
@ — 0.08007125«\at(y,

~

26413 3.6411 | | 21432 |0 C = (17121 0.1351]

B 5.600309312 ! |}~ 14.233777166248z 2

1 —4.4558271 — 0.0800712522

[0.8147 1.1534 | 3.1019

u,
14.233777166248k\at (u,

kO)
k1)

/[« @assert \at(y,k2) — 4.4558x\at(y,

kO):

k1)



. . Duke
Errors from optimization in code generation -

Engineering

* Back to the running example

— a more efficient controller obtained in Matlab using the function
canon for the modal type of decomposition

A— [0.8147 1'1534],3 _ 13.1019

2.6413 3.6411 2.1432]’(3:[1-7121 0.1351]

G(z) = 5.600309312z 1 — 14.2337771662482 2
1 —4.45582"1— 0.0800712522

. | —0.0179 0 5 | —1.051 ) & B

A = [ 0 4.474],B_ [_1.055],0_[ 3.037 —2.283]
. 5.6004522 1 — 14.23738912452 2

G(z) =

1 —4.4561z"1 0.080084622



Defining Invariants for Linear Controllers -
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* Annotatinginput-outputand state invariants

* Annotatinginput-output onlyinvariants

* Inexact controllerimplementations

* Instantiation-based input-outputinvariants
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Inexact Controller Implementations
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* There is a need to extend our input-output invariants for the
case with imprecise specification of the transfer functions

e Start by assuming that the transfer function could take the form

ot Birt et B
G(Z): ~ ~ 9
l1+a1z7t+---+ 4,277
such that i=0,1,...,n
Bi —eg < B, < Bi €5, a —€qx <& <+ €q.

* ‘|nexact’ invariant

JAB;, Aa; € R,i=0,...,n, |ABi| <es A |Aa;| < ey A

Y — Z(’B’ — Z(Oéz + Aaz’)yk—i
1=0 i=1

nonlinear



. Duke
Inexact Controller Implementations

Engineering

* There is a need to extend our input-output invariants for the
case with imprecise specification of the transfer functions

e Start by assuming that the transfer function could take the form

Bo+ Bzt 4+ Bz
G(Z): ~ ~ 9
l1+a1z7t+---+ 4,277
such that i=0,1,...,n
Bi —eg < B, < Bi €5, a —€qx <& <+ €q.

* ‘|Inexact’ linear invariant

Yp = Z(ﬁiuk—i + g ) — Z(az’yk—i + F—i)



. Duke
Inexact Controller Implementations

Engineering

e Start by assuming that the transfer function could take the form

Bo+Brzt +o + Bur
G(z) = - - :
l1+a&1z7 4+ + a2z "
such that i=0,1,...,n

Bi —eg < B; < Bi +e€g, o —€q < & < o + €.

e ‘Inexact’ linear invariant — for all wk—; Yk—i

B&k—iagk—i cR,2=0,1,...,n,

|’&k—z’| < €ﬁ|uk—z’| A |gk—z| < €a|yk—z’| ~ N\ Up—; — A:Bz'uk—ia
n n ~
3 3 Tp_i = Aoyr—;
Y = Z(/Biuk—i + ki) — Z(aiyk—i + Tri)

1=0 1=1

A mixture of both universal and existential quantifiers



Defining Invariants for Linear Controllers -
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* Annotatinginput-outputand state invariants

* Annotatinginput-output onlyinvariants

* Inexact controllerimplementations

* Instantiation-based input-outputinvariants
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Yn Yn—1 ... Y1 Yo Un Un—1 ... U1 Uo
DN _ yn+1 yn cee y2 y-l u'n-l—]_ Un cee u2 (51
| Yn+N—-1 Yn+N-1 YN YN—-1 Un+N-1 Un+N-2 UN UN-—-1]
n n
Dy-0=0 . Y = E Biug—i — E Qi Yk—i
9 = [l (0 5] A Bo 51 ,Bn] ZZO Z:].

PROPOSITION 1. Consider LTI controllr . of size n. Then the
rank of any matrix D n cannot be larger thfan 2n+ 1. Furthermore,
when the rank of Dn is 2n + 1, then ligear conditions Dy -0 = 0
are satisfied if and only if the condition (8) is satisfied for all k.

N =2n+1



Instantiation-based Input-Output Invariants Duke
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Un Yn—1 (751 Yo Un Un-—-1 ui Uo
Yn+1 Yn Y2 Y Un+1 Un e U2 W
Dy =
| Yn+N—-1 Yn+N-1 vee YN YN—-1 Un4+N-1 Un+N-2 e UN UN-1

Dy-0=0 Yk = Zn:ﬂz'uk—z‘ — iaiyk—z’
i=0 i=1

9:[1 a1 ... an PBo P1 .. ,Bn]T

Code annotations

\x@ assert ((\at(y,ko)==y0) &&...&& (\at (y, kn—1)==yn-1) && (\at(u,ko)==uo )&&...&& (\at (u, kan)==usn))
@ = ((\at(ylkn) == Yn) && ... && (\at(yran)==y3n))

Allows us to specify a set of 2n + 1 linear
invariants



Instantiation-based Input-Output Invariants Duke
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[ Yn Yn—1 .. Y1 Yo Un Un—1 ... U1 U |
Yn+1 YUn Y2 Y1 Un+1 Un u2 (151
Dy =
| Yn+N—-1 Yn+N-1 YN YN—-1 Un+N-1 Un+N-2 UN UN-—-1]

n n
Dy-0=0 Yr = Z/Bz'uk—z’ — Zaiyk—z’
i=0 i=1

9:[1 a1 ... an PBo P1 .. ,Bn]T

Code annotations for inexact controllers

JAB:, Ac; € R,i =0,...,n,|AB:i| < eg A |Aai| < €a A
D}, . ,Aa+D;3,  AB=v A
Yn+i :Dgn.-&-l (TL + Z), 1= 07 ceey 271,

\x@ assert \exists real ao,...,an-1,bo,...,bn
@ (a0 < €a) && (a0 = —€a) &&...&& (An-1 < €a) && (An—1 = —€a) && (bo < €g) && (bo > —€g) &&. . . && (bn < €g) && (bn > —€p)
\x@ ((\at(y,ko)==Y0) &&...&& (\at(y,kn—1)==Yn—1) && (\at(u, ko) ==uy ) &&...&& (\at(u,ks,)==us,))
@= ((\at(y,kn) == ¥yn) && ... && (\at(y,kan)==y3n) &&
\x@ vector_equal((lin_comb (Dy,1,a0,...,an-1) + lin_comb (Du,bo,...,bn)),Vv) )



Framework For Automatic Verification
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Annotated Ll SMT Verification
Frama-C/WP obligation in Why3 . Z3
C code instance result
WhyML
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Automatic Verification for Exact Invariants

Engineering
Annotated Ll SMT Verification
Frama-C/WP obligation in Why3 . Z3
C code instance result
WhyML

0.35

0.3

0.25

0.2

time(s)

0.1

0.05

The average running time of the SMT solver Z3 for exact invariants

I
B SS
B TF

By,
=B,
B4

B L

12

14 16

18




Automatic Verification — Inexact Invariants
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Proof
Annotated i Verification
Frama-C/WP obligation in Whys3 , SMT Z3
C code WhyML instance result
The average running time of the SMT solver Z3 for inexact implementations
-TFI T T T T T T T T T
0.8+ mm'B,,., _ . .
The ave =5 ntations
I |:||B e _
B TF 07 HeB gy
- B 2n+1
4 Hmm'B ons1l| 06 —
] B 3n+1 05
3l B0 - i
— kog
% Eo04
£
T2+ 0.3 i
0.2
1 | —
0




A More Scalable Approach (SC
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Original Model

—0.500311  0.16751 0.028029  —0.395599 —0.652079 1.1149 0.164423
0.850942  0.181639  —0.29276  0.481277  0.638183 —1.56592  0.634384
zpy1 = | —0.458583 —0.002389 —0.154281 —0.578708 —0.769495 | z; + 1.04856  —0.196914
1.01855 0.638926  —0.668256 —0.258506  0.119959 1.96066 3.11571
0.100383  —0.432501  0.122727 0.82634 0.892296 —3.02046  —1.96087
A B
| 0.283441 0.032612 —0.75658  0.085468  0.161088
YE= | —0.528786 0.050734 —0.681773 —0.432334 —1.17988 | ¥
(e}

(2) Input-Output Similarity

Checking

Extracted Model

0.87224 0 0 0 0 0.822174  —0.438008
0 0.366378 0 0 0 —0.278536 —0.824313
Zpp1 = 0 0 —0.540795 0 0 zr+ | 0.874484  0.858857
0 0 0 —0.332664 0 —0.117628 —0.506362
0 0 0 0 —0.204322 —0.955459 —0.622498
A B

_ | —0.793176  0.154365 —0.377883 —0.360608 —0.142123 5
YE= | 0503767 —0.573538 0.170245 —0.583312 —0.56603 k

[¢]

Uy

U,

(1) Model
Extraction

Code

void LTIS_step(void)
{
{
{
static const int_T colCidxRow@[5] = { @, 1, 2, 3, 4 };
const int_T *pCidx = &colCidxRow@[0];
const real_T *pCO = LTIS_ConstP.Internal _C;
const real T *xd = &LTIS_DW.Internal DSTATE[@];
real T *y@ = &LTIS_Y.y[0@];
int_T numNonZero = 4;
*y@ = (*pCO++) * xd[*pCidx++];
while (numNonZero--) {
*y0 += (*pCO++) * xd[*pCidx++];

static const int_T colCidxRowl[5] = { @, 1, 2, 3, 4 };
const int_T *pCidx = &colCidxRowl[@];
const real_T *pC5 = &LTIS_ConstP.Internal_C[5];
const real_T *xd = &LTIS_DW.Internal DSTATE[®@];
real T *yl = &LTIS_Y.y[1];
int_T numNonZero = 4;
*yl = (*pC5++) * xd[*pCidx++];
while (numNonZero--) {
*yl += (*pC5++) * xd[*pCidx++];
}
}
3
{
real_T xnew[5];
int_T i;

xnew[@]
xnew[@]
xnew[1]
xnew[1]
xnew[2]
xnew[2]
xnew[3]
xnew[3]
xnew[4]
xnew[4]

= (8.87224)*LTIS_DW.Internal_DSTATE[@];

+= (0.822174)*LTIS_U.u[@]+(-0.438008)*LTIS_U.u[1];
= (©.366378)*LTIS_DW.Internal DSTATE[1];

+= (-0.278536)*LTIS_U.u[@]+(-0.824313)*LTIS_U.u[1];
= (-0.540795)*LTIS_DW.Internal DSTATE[2];

+= (0.874484)*LTIS_U.u[0]+(0.858857)*LTIS_U.u[1];

= (-0.332664)*LTIS_DW.Internal DSTATE[3];

+= (-0.117628)*LTIS_U.u[0]+(-0.506362)*LTIS_U.u[1];
= (-0.204322)*LTIS_DW.Internal_DSTATE[4];

+= (-0.955459)*LTIS_U.u[0]+(-0.622498)*LTIS_U.u[1];

for(i=0; i<5; i++) LTIS_DW.Internal DSTATE[i] = xnew[i];
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Model Extraction

* Use symbolic execution to identify transition relation

const ConstP_LTIS T LTIS ConstP = {
{ -0.793176, ©.154365, -0.377883, -0.360608, -0.142123,
0.503767, -0.573538, 0.170245, -0.583312, -0.56603 } };
static const int T colCidxRow@[5] = { o, 1, 2, 3, 4 };
f f const int_T *pCidx = &colCidxRow@[0];
ragment o const real T *pCO = LTIS ConstP.Internal C;
step'ﬂJnctk)n const real T *xd = &LTIS DW.Internal DSTATE[@];
real T *y@ = &LTIS Y.y[0@];
int_T numNonZero = 4;
*y@ = (*pCO++) * xd[*pCidx++];
while (numNonZero--) {
*yO += (*pCO++) * xd[*pCidx++];
}

‘ symbolic execution

big'St_e_p y[0]™*) = (((((—0.793176 - x[0]) + (0.154365 - x[1])) 4 (—0.377883 - x[2]))
:re?;tﬁg':n (—0.360608 - x[3])) + (—0.142123 - x[4]))
|

y stands for LTIS_Y.y, and x stands for LTIS_DW.Internal _DSTATE
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* |dentify the set of statevariables V¢, ¢e
Vstate — (Vupdated \ Voutput) U (Vused \ ‘/;nput>

* Transform into matrix form

y[0]¢*) = (((((—0.793176 - x[0]) + (0.154365 - x[1])) + (—0.377883 - x[2])) transition relation
+(—0.360608 - x[3])) + (—0.142123 - x[4]))

\ 4

= —0.793176 - x[0] + 0.154365 - x[1] + —0.377883 - x[2] canonical form
+ — 0.360608 - x[3] + —0.142123 - x[4]

\ 4

= [—0.793176,0.154365, —0.377883, —0.360608, —0.142123] - x +[0,0] -u vector form

v

x(me®) — Ax + Bu
y("¢?) — Cx + Du

matrix form
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* Check similarity between two models

ey

Two minimal LTI models (4, B, C, D) and f(fl, B, A,l’)\) are input-output equivalent iff
there exists a non-singular matrix T such that

A

A=TAT!  B=TB, C=CT! and D=D

* Find the existence of similarity transformation
matrix using
— SMT formulation approach

— Convex optimization formulation approach

* Need to tolerate the numerical errors on the model parameters



Verification Toolchain
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* Similarity Checking (SC)-based approach
(t(;\;O:::Zp :XZ::Z?I(;(; Transition Model Extracted
e o] TG equations extractor LTI model
e |0 equivalence Verification
Specification checker S
(LTI model) (using either
(yes/no)
CVC4 or CVX)
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* Compare scalability of the two approaches

—Random LTI models with a range of state sizes
— Code obtained by Simulink Coder

» Similarity-checking approach (SC) dramatically outperforms
invariant-checking approach (IC)

4 The average running time of the front-ends of both approaches
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The average running time of the back-ends of both approaches
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* Focus on more complexcontrollers
—Convex optimization-based controllers
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