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struct ifreq {  
  char ifr_name[32] 
  … 
} 

!"#$%&'()*+,-!.)"!/+0+**)#$%&')
1 int get_info(int skfd, char * ifname, …){ 
2   ... 
3   if(iw_get_ext(skfd, ifname, SIOCGIWNAME, &wrq) < 0) 
4   { 
5     struct ifreq ifr; 
6     strcpy(ifr.ifr_name, ifname); 
7 } 
 
8 print_info(int skfd, char *ifname,…){ 
9  ... 
10  get_info(skfd, ifname, …); 
11 } 
 
12 main(int argc, char *argv[]){ 
13 ... 
14  print_info(skfd, argv[1], NULL, 0); 
15 } 

Can you spot 
the bug? 
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Address of 
attackers code 

 

 

User Input 
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Kevin Mitnick 

Robert Morris Peiter Zatko 

State-of-the-art in exploit generation 
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“Even as the U.S. government 
strengthens its cadre of cyber-security 
professionals, it must recognize that 
long-term trends in human capital do not 
bode well.”  
     -- William J. Lynn (D-SECDEF) 
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Prog Exploits AEG 
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Demo 
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We owned the system in about 1 second 

Evil David 
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Ubuntu has over 53,000 bugs to fix. 
Which one should be fixed first? 
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Applications within the DoD and 
Intelligence Communities 

•  Offense: build better penetration testing tools 

•  Assurance: Audit software for security 
vulnerabilities 

•  Defense: Once we know what an exploit looks 
like, we can filter it in our networks 

•  Non-traditional domains: Side applications to 
CPS and embedded systems security. 
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1 i n t main ( i n t argc , char ∗∗ a rgv ) {
2 i n t s k f d ; /∗ g e n e r i c raw s o c k e t de sc . ∗ /
3 i f ( a r g c == 2)

4 p r i n t i n f o ( skfd , a rgv [ 1 ] , NULL, 0 ) ;

5 . . .

6 s t a t i c i n t p r i n t i n f o ( i n t skfd , char ∗ i fname , char ∗ a r g s [ ] , i n t c o u n t )

{
7 s t r u c t w i r e l e s s i n f o i n f o ;

8 i n t r c ;

9 r c = g e t i n f o ( skfd , i fname , &i n f o ) ;

10 . . .

11 s t a t i c i n t g e t i n f o ( i n t skfd , char ∗ i fname , s t r u c t w i r e l e s s i n f o ∗ i n f o

) {
12 s t r u c t iwreq wrq ;

13 i f ( i w g e t e x t ( skfd , i fname , SIOCGIWNAME, &wrq ) < 0) {
14 s t r u c t i f r e q i f r ;

15 s t r c p y ( i f r . i f r n a m e , i fname ) ; /∗ b u f f e r o v e r f l o w ∗ /
16 . . .

Figure 1: Code snippet from Wireless Tools’ iwconfig.

Stack

Return Address

Other local 
variables

ifr.ifr_name

Heap

Figure 2: Memory Diagram

00000000 02 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 |................|
00000010 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 |................|
00000020 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 |................|
00000030 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 |................|
00000040 01 01 01 01 70 f3 ff bf 31 c0 50 68 2f 2f 73 68 |....p...1.Ph//sh|
00000050 68 2f 62 69 6e 89 e3 50 53 89 e1 31 d2 b0 0b cd |h/bin..PS..1....|
00000060 80 01 01 01 00 |.....|

Figure 3: A generated exploit of iwconfig from AEG.

ifr.ifr name. AEG solves the current path con-

straints and generates a concrete input that will trig-

ger the detected bug, e.g., the first argument has to

be over 32 bytes.

3. AEG performs dynamic analysis on the iwconfig
binary using the concrete input generated in step 2.

It extracts runtime information about the memory

layout, such as the address of the overflowed buffer

(ifr.ifr name) and the address of the return ad-

dress of the vulnerable function (get info).

4. AEG generates the constraints describing the ex-

ploit using the runtime information generated

from the previous step: 1) the vulnerable buffer

(ifr.ifr name) must contain our shellcode, and

2) the overwritten return address must contain the

address of the shellcode—available from runtime.

Next, AEG appends the generated constraints to the

path constraints and queries a constraint solver for

a satisfying answer.

5. The satisfying answer gives us the exploit string,

shown in Figure 3. Finally, AEG runs the program

with the generated exploit and verifies that it works,

i.e., spawns a shell. If the constraints were not solv-

able, AEG would resume searching the program for

the next potential vulnerability.

Challenges. The above walkthrough illustrates a num-

ber of challenges that AEG has to address:

• The State Space Explosion problem (Steps 1-2).

There are potentially an infinite number of paths

that AEG has to explore until an exploitable path

is detected. AEG utilizes preconditioned symbolic

execution (see § 5.2) to target exploitable paths.

• The Path Selection problem (Steps 1-2). Amongst

an infinite number of paths, AEG has to select

which paths should be explored first. To do so, AEG
uses path prioritization techniques (see § 5.3).

• The Environment Modelling problem (Steps 1-3).

Real-world applications interact intensively with

the underlying environment. To enable accurate

analysis on such programs AEG has to model the

environment IO behavior, including command-line

arguments, files and network packets (see § 5.4).

• The Mixed Analysis challenge (Steps 1-4). AEG
performs a mix of binary- and source-level analysis

in order to scale to larger programs than could be

handled with a binary-only approach. Combining

the analyses’ results of such fundamentally differ-

ent levels of abstraction presents a challenge on its

own (see § 6.2).

• The Exploit Verification problem (Step 5). Last,

3
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Name Advisory ID Time Exploit Type Exploit Class 

Iwconfig CVE-2003-0947 1.5s Local Buffer Overflow 

Htget CVE-2004-0852 < 1min Local Buffer Overflow 

Htget - 1.2s Local Buffer Overflow 

Ncompress CVE-2001-1413 12. 3s Local Buffer Overflow 

Aeon CVE-2005-1019 3.8s Local Buffer Overflow 

Tipxd OSVDB-ID#12346 1.5s Local Format String 

Glftpd OSVDB-ID#16373 2.3s Local Buffer Overflow 

Xserver CVE-2007-3957 31.9s Remote Buffer Overflow 

Aspell CVE-2004-0548 15.2s Local Buffer Overflow 

Corehttp CVE-2007-4060 < 1min Remote Buffer Overflow 

Exim EDB-ID#796 < 1min Local Buffer Overflow 

Socat CVE-2004-1484 3.2s Local Format String 

Xmail CVE-2005-2943 < 20min Local Buffer Overflow 

Expect OSVDB-ID#60979 < 4min Local Buffer Overflow 

Expect - 19.7s Local Buffer Overflow 

Rsync CVE-2004-2093 < 5min Local Buffer Overflow 

Published Results: AEG on Source+Binary in Linux 
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Thank you 

dbrumley@cmu.edu 
http://security.ece.cmu.edu/ 

http://bap.ece.cmu.edu 


