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Practical ROOTS OF TRUST for mobile devices

Beyond authentication: Proof that a device is

Not compromised

A mobile root of trust provides cryptographically strong evidence that the system is

configured as it claims. This evidence Is a chain of measurements and attestations that starts
he trust basis for all evidence for the measurements that
libraries, subsystems, ...all the way to the applications.
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Our method

We are developing a portable, software-pased root of trust for Android, along

with applications that use measurement and attestation to provide a higher level
of trustworthiness.
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Mobile device management
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Approach: the evidence chain starts from a
trusted root

Frameworks & Java Libraries
Dalvik VM

C Libraries & Linux Processes

Kemel Subsystems

Kermel Drivers

Kermel Core

A measurement chain tor the Androlo
operating system

The Mobile Roots of Trust project is funded by Department of Homeland Security (DHS) Science and Technology Directorate (S&T) Cyber Security

Division, SBIR H-SBO13.2-002: Software Based Roots of Trust for Enhanced Mobile Device Security.
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