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C3E Mid-Year Event – Summary and Future Directions 


Overview 

On Tuesday, 30 April, the Computational Cybersecurity in Compromised Environments (C3E) community came together again for an intensive 1-day workshop at the MITRE facility in McLean, VA. The workshop included 42 distinguished government, academic and industry participants for discussions about our analytic themes for C3E 2013: using information processing and other emerging methods to navigate cyberspace, and understanding the consequences of action in cyberspace.  Once again, the C3E community emphasized the role of the analyst and/or practitioner.  

Discussion 

The C3E Workshop, sponsored this year by the Special Cyber Operations Research and Engineering (SCORE) committee, began with several keynote talks designed to catalyze discussions around the C3E 2013 analytic themes: Dr. Michael Rappa, Director of the Institute for Advanced Analytics at North Carolina State University, introduced a group of his students who took the C3E 2012 Challenge Problem using a variety of creative analysis (e.g., storyboarding) and deep analytic approaches as part of their 10-month Masters program.  In solving the problem, their efforts revealed the importance of attacking complex problems through diversity, a continuing C3E theme.  For example, rather than a team strictly comprised of analytics and computer science backgrounds, the team was able to successfully solve the problem by merging different  backgrounds and experience levels ranging from statistics, to geospatial technology, to romance languages, as well as the application of a variety of statistical and mathematical approaches.  
Alex Wissner-Gross followed with a talk on Causal Entropic Forces and the possible connection between intelligence and entropy maximization, including the need for anticipation of alternative futures as a tool for cybersecurity analysts.  He has recently released a paper on this universal theory that maximizing freedom of action as far into the future as possible.  While maximizing entropy is important he also noted  the need to minimize latency.
Dennis Bartko, Special Assistant to the Director of NSA for Cyber and Chief of NSA’s Cyber Task Force, completed the speaker slate with a keynote on the many different consequences of action in cyberspace.  The speakers provoked many ideas on how to treat the 2013 C3E themes, both from a conceptual perspective as well as a practical one (e.g., how to drive our planning for the C3E Fall Workshop). 

Each of the speakers raised issues that carried through into the afternoon conversation organized in the now familiar C3E small group sessions.  Dennis Bartko spoke about the complex interactions between people, devices, connections, services, core values, and threats.  He raised the notion of adjusting t0 in thinking about cyberspace, given the speed and complexity of warning.  Bartko suggested the adjustment of t0 to a point in time prior to the attack’s actual occurrence, and an orientation around early warning indicators of preparation by cyber adversaries. Noting the game changing opportunities if we could see attacks coming and if we understood the dependencies of cyberspace actions? 
As in 2012, C3E participants discussed a Challenge Problem that might catalyze thinking, planning and even research (e.g., content development) activity in preparation for the Fall workshop.  The 2013 Challenge Problem was presented by Paul Ferrell from Los Alamos National Laboratory, or LANL.  Paul introduced a “messy but real” problem requires development of analytical methods to improve discovery and defense of cyber infiltrations and attacks using data embedded in domain name system information.
The workshop featured multiple discussions in small group or “track” sessions, organized around the 2013 themes, where participants were given the opportunity to investigate fundamental methods and techniques for analyzing cyberspace.  Groups were provided initial questions, including some dynamically captured from the speakers.  

Members of one group (Green) were asked to focus on the theme of: emerging analytic methods or tools that help analysts understand how to navigate cyberspace. The first set of questions revolved around the issue of models and what information processing models, such as those for working memory, can help analysts become more efficient during analysis?  Participants then moved onto the topic of anchors that may possibly help analysts reconstruct an invisible environment in their mind to the degree that it can be successfully navigated. Our ability to navigate the environment in cyber is largely dependent upon our ability to reconstruct and store information in our own minds. What “anchors” do we need in order to reconstruct and process this information? What are techniques in visualization that empower analysts to do this? What are techniques outside of visualization? 

Members of another group (Blue) were asked to address the challenge of helping analysts understand the priorities and consequences of actions in cyberspace, especially under threat.  The issue of prioritization was highlighted and determining what kind of techniques should be used to prioritize incidents so that we know which incidents are "safe" or "safe for now" to ignore?  Additionally, the concept of understanding timeframes was raised and how to think about short-term versus long-term in cyberspace? Provided the time horizons for attack and attack planning, is thinking in terms of “short term” and “long term” and meaningful construct? Is there possibly a more effective way to push off the consequences of action?  



Finally, participants in the third group (Yellow) were asked to identify approaches towards developing a meaningful taxonomy of cyber consequences.  What are methods for understanding consequences incurred by avoiding, or ignoring, an incident? How do we grasp the consequences of transferring the responsibility of decision making to another party? And then, finally, how do we understand the variety of consequences that may incur from accepting responsibility and confronting the incident ourselves?  For our final group, rather than constructing a concrete set of questions for the yellow team, organizers developed a set of questions inspired by the mornings keynote talks. The workshop concluded with out-briefs from each of the group’s discussion leads who highlighted the main insights derived from their group’s discussion.  

Each of the groups provided deliberate suggestions about planning for the 2013 Fall Workshop, now tentatively scheduled for 20-23 October 2013.  Recommendations included the integration of a case study for a cyber-attack. Additionally, participants offered possible new categories of specialists to include that may benefit future C3E discussions. These specialties include those from areas in cognitive psychology, concept analysis, inductive (beyond deductive) reasoning, chaos theory, etc.

This is the second mid-year event held in the five year history of C3E.  As such, it continues to affirm the broad goal of establishing a diverse community of interest focused – consistent with CNCI Initiative Number Nine – on the development of novel, “leap-ahead” solutions in the rapidly emerging landscape of cybersecurity.   It also sharpens our perspective as we plan for the Fall C3E 2013 workshop.   
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