
Alessandro CoglioAlessandro Coglio

Kestrel InstituteKestrel Institute

HCSS ConferenceHCSS Conference
April 1April 1--3, 20033, 2003



SummarySummary

�� Java CardJava Card
�� Kestrel’s workKestrel’s work
�� Applet generatorApplet generator
�� Code generatorCode generator

�� approachapproach
�� detailsdetails
�� checking correctnesschecking correctness
�� accomplishmentsaccomplishments

�� Current and future workCurrent and future work



SummarySummary

�� Java CardJava Card
�� Kestrel’s workKestrel’s work
�� Applet generatorApplet generator
�� Code generatorCode generator

�� approachapproach
�� detailsdetails
�� checking correctnesschecking correctness
�� accomplishmentsaccomplishments

�� Current and future workCurrent and future work



What Is Java Card?What Is Java Card?



What Is Java Card?What Is Java Card?

A version of Java for A version of Java for smart cardssmart cards



What Is Java Card?What Is Java Card?

A version of Java for A version of Java for smart cardssmart cards

plasticplastic
substratesubstrate



What Is Java Card?What Is Java Card?

A version of Java for A version of Java for smart cardssmart cards

plasticplastic
substratesubstrate

chipchip



What Is Java Card?What Is Java Card?

A version of Java for A version of Java for smart cardssmart cards

plasticplastic
substratesubstrate

chipchip

authentication,authentication,
banking,banking,
telephony,telephony,
health care,health care,
……
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High AssuranceHigh Assurance

�� CriticalCritical requirement for smart cardsrequirement for smart cards
�� Pursued by smart card vendorsPursued by smart card vendors
�� Measurable (Common Criteria, FIPSMeasurable (Common Criteria, FIPS--140)140)
�� Focus of Kestrel Institute’s researchFocus of Kestrel Institute’s research

�� automated synthesis (“specs to code”)automated synthesis (“specs to code”)
�� formal analysisformal analysis



SummarySummary

�� Java CardJava Card
�� Kestrel’s workKestrel’s work
�� Applet generatorApplet generator
�� Code generatorCode generator

�� approachapproach
�� detailsdetails
�� checking correctnesschecking correctness
�� accomplishmentsaccomplishments

�� Current and future workCurrent and future work



Kestrel’s Synthesis SystemsKestrel’s Synthesis Systems
�� SpecwareSpecware

�� formal specsformal specs
�� refinementrefinement
�� compositioncomposition
�� code generationcode generation

�� DesignwareDesignware
�� libraries of specs and refinements embodying software design libraries of specs and refinements embodying software design 

knowledge (algorithms, optimizations, …)knowledge (algorithms, optimizations, …)
�� tactics for automated refinement in Specwaretactics for automated refinement in Specware

�� PlanwarePlanware
�� automatic generator of highautomatic generator of high--performance, complex resource performance, complex resource 

systems (allocation, transportation schedulers, …)systems (allocation, transportation schedulers, …)
�� on top of Specwareon top of Specware

�� MoBIESMoBIES, HARBINGER, SVA, protocols, …, HARBINGER, SVA, protocols, …
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MetaSlang SubsetMetaSlang Subset

�� MetaSlangMetaSlangJavaCardJavaCard �� MetaSlangMetaSlang
�� Specs in Specs in MetaSlangMetaSlangJavaCardJavaCard representrepresent

Java Card programsJava Card programs
�� classesclasses
�� fieldsfields
�� methods (incl. code)methods (incl. code)

�� “Represent program” =“Represent program” =
“represent “represent semanticssemantics of program”of program”

�� Code generator “extracts” Java Card program Code generator “extracts” Java Card program 
from its representation in from its representation in MetaSlangMetaSlangJavaCardJavaCard



SummarySummary

�� Java CardJava Card
�� Kestrel’s workKestrel’s work
�� Applet generatorApplet generator
�� Code generatorCode generator

�� approachapproach
�� detailsdetails
�� checking correctnesschecking correctness
�� accomplishmentsaccomplishments

�� Current and future workCurrent and future work



Language EmbeddingLanguage Embedding

�� Def.: representation of a language J in a Def.: representation of a language J in a 
language M (e.g. interpreter of J written in M)language M (e.g. interpreter of J written in M)

�� WellWell--researched topicresearched topic
�� TerminologyTerminology

�� deep embeddingdeep embedding::
syntax and semantics of J represented in Msyntax and semantics of J represented in M

�� shallow embeddingshallow embedding::
semantics (but no syntax) of J represented in Msemantics (but no syntax) of J represented in M



Deep vs. Shallow: ExampleDeep vs. Shallow: Example

�� Boolean expressionsBoolean expressions
�� Syntax: variables + Syntax: variables + boolean boolean operatorsoperators

�� (x AND y) OR z(x AND y) OR z
�� Semantics: given aSemantics: given a booleanboolean value for value for 

each variable, expression evaluates toeach variable, expression evaluates to
booleanboolean valuevalue
�� x = T, y = T, z = Fx = T, y = T, z = F
�� (x AND y) OR z   evaluates to T(x AND y) OR z   evaluates to T
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sort sort ExprExpr = | = | var Varvar Var

| and | and Expr Expr * * ExprExpr
| ...| ...

sort sort Env Env = = VarVar --> > BoolBool
op op eval eval : : ExprExpr --> (> (EnvEnv --> > BoolBool))
......
axiom axiom fafa(exp1,exp2)(exp1,exp2)

evaleval(and(exp1,exp2)) =(and(exp1,exp2)) =
fn fn env env -->> evaleval(exp1)((exp1)(envenv) &) &

evaleval(exp2)((exp2)(envenv))

syntaxsyntax

semanticssemantics
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Shallow Embedding: ExampleShallow Embedding: Example
sort sort Env Env = = VarVar --> > BoolBool

sortsort ExprExpr = = EnvEnv --> > BoolBool

......

op and : op and : Expr Expr * * Expr Expr --> > ExprExpr

axiom axiom fafa(exp1,exp2)(exp1,exp2)

and(exp1,exp2) =and(exp1,exp2) =

fn fn env env --> exp1(> exp1(envenv) & exp2() & exp2(envenv))

semanticssemantics only

boolean expressions are identified with their semantics



MetaSlangMetaSlangJavaCardJavaCard

�� Shallow embedding of (subset of)Shallow embedding of (subset of)
Java Card into MetaSlangJava Card into MetaSlang

�� Subset of Java Card chosenSubset of Java Card chosen
�� sufficient for nonsufficient for non--trivial appletstrivial applets
�� will grow over timewill grow over time

�� Why not deep embedding?Why not deep embedding?
�� because shallow embedding is simpler (smaller)because shallow embedding is simpler (smaller)
�� we may switch to deep embedding in the futurewe may switch to deep embedding in the future

�� Includes Java Card APIsIncludes Java Card APIs



Chosen Java Card SubsetChosen Java Card Subset
�� IncludesIncludes

�� primitive values and typesprimitive values and types
�� classes and limited interfacesclasses and limited interfaces
�� instance fields, final static fieldsinstance fields, final static fields
�� methodsmethods
�� most expressions and statementsmost expressions and statements
�� objects (class instances & arrays)objects (class instances & arrays)
�� exceptionsexceptions

�� ExcludesExcludes
�� full interfacesfull interfaces
�� inheritance, hiding, overridinginheritance, hiding, overriding
�� access modifiers (public, private, …)access modifiers (public, private, …)
�� packagespackages
�� optional type optional type intint



Java Card Language Java Card Language 
Embedding (1)Embedding (1)

sort Class   % classes in programsort Class   % classes in program
sort Field   % fields  in programsort Field   % fields  in program
sort Method  % methods in programsort Method  % methods in program
op field_owner : Field op field_owner : Field --> Class> Class
op method_owner : Method op method_owner : Method --> Class> Class
sort Type = | sort Type = | boolean boolean | byte | short| byte | short

| class Class | ...| class Class | ...
op field_type : Field op field_type : Field --> Type> Type
op method_op method_argarg_types : Method _types : Method --> > FSeqFSeq(Type)(Type)
op method_op method_resres_type : Method _type : Method -->>

| void | | void | nonvoid nonvoid TypeType
......



Java Card Language Java Card Language 
Embedding (2)Embedding (2)

sort sort ByteValueByteValue = {b : = {b : IntInt | | --128 <= b & b < 128}128 <= b & b < 128}

......

sort Value = | byte sort Value = | byte ByteValueByteValue

| ref Reference| ref Reference

| ...| ...

sort sort ClassInstance ClassInstance = ...= ...

sort Array = ...sort Array = ...

sort Object = | sort Object = | clins ClassInstance clins ClassInstance | | arr arr ArrayArray

sort Heap = sort Heap = FMapFMap(Reference,Object)(Reference,Object)

......



Java Card Language Java Card Language 
Embedding (3)Embedding (3)

sort sort LocalVariableStore LocalVariableStore = ...= ...

sort State = {heap  : Heap,sort State = {heap  : Heap,

local : local : LocalVariableStoreLocalVariableStore}}

sort Expression = ...  % latersort Expression = ...  % later

sort Statement = ...   % latersort Statement = ...   % later

op plus : Expression * Expression op plus : Expression * Expression --> Expression> Expression

axiom def_of_plus is ...axiom def_of_plus is ...

op while : Expression * Statement op while : Expression * Statement --> Statement> Statement

axiom def_of_while is ...axiom def_of_while is ...

op method_body : Method op method_body : Method --> Statement> Statement

......



Expressions and StatementsExpressions and Statements

�� May have side effectsMay have side effects
(i.e., cause state changes)(i.e., cause state changes)

�� May throw exceptionsMay throw exceptions
�� May return a valueMay return a value
�� May cause input/output eventsMay cause input/output events

�� Java:Java: if (if (infileinfile.read() == 3).read() == 3)
outfileoutfile.print(“hello”);.print(“hello”);

�� Java Card:  Java Card:  apduapdu..setIncomingAndReceivesetIncomingAndReceive()()

�� State changes may be nonState changes may be non--deterministicdeterministic
�� Java Card:   Java Card:   random.random.generateDatagenerateData()()



Expression and Statement Expression and Statement 
Embedding: Attempt #1Embedding: Attempt #1

sort Expression =sort Expression =
State State --> State * > State * ExprResultExprResult

sort Statement =sort Statement =
State State --> State * > State * StatResultStatResult
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but: deterministic, no input/output eventsbut: deterministic, no input/output events
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Expression and Statement Expression and Statement 
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Expression and Statement Expression and Statement 
Embedding: Attempt #2bEmbedding: Attempt #2b

sort Expression =sort Expression =
State * State * State * State * ExprResult ExprResult --> Boolean> Boolean

sort Statement =sort Statement =
State * State * State * State * StatResult StatResult --> Boolean> Boolean

but: no input/output eventsbut: no input/output events



Expression and Statement Expression and Statement 
Embedding: Attempt #3Embedding: Attempt #3

sort Expression =sort Expression =
State * State * InputEventInputEvent **
State * State * OutputEvent OutputEvent * * ExprResultExprResult -->>
BooleanBoolean

sort Statement =sort Statement =
State * State * InputEventInputEvent **
State * State * OutputEvent OutputEvent * * StatResult StatResult -->>
BooleanBoolean



Expression and Statement Expression and Statement 
Embedding: Attempt #3Embedding: Attempt #3

sort Expression =sort Expression =
State * State * InputEventInputEvent **
State * State * OutputEvent OutputEvent * * ExprResultExprResult -->>
BooleanBoolean

sort Statement =sort Statement =
State * State * InputEventInputEvent **
State * State * OutputEvent OutputEvent * * StatResult StatResult -->>
BooleanBoolean

OK: input/output events, nonOK: input/output events, non--deterministic!deterministic!



Expression and Statement Expression and Statement 
Embedding (1)Embedding (1)

sorts sorts InputEventInputEvent, , OutputEventOutputEvent

sort sort SideEffect SideEffect = {old : State,= {old : State,

new : State,new : State,

in  : in  : FSeqFSeq((InputEventInputEvent),),

out : out : FSeqFSeq((OutputEventOutputEvent)})}

sort sort ExprResultExprResult = ...= ...

sort sort StatResultStatResult = ...= ...

sort Expression =  % relationsort Expression =  % relation

SideEffectSideEffect * * ExprResult ExprResult --> Boolean> Boolean

sort Statement =   % relationsort Statement =   % relation

SideEffectSideEffect * * StatResultStatResult --> Boolean> Boolean



Expression and Statement Expression and Statement 
Embedding (2)Embedding (2)

op plus : Expression * Expression op plus : Expression * Expression --> Expression> Expression
axiom def_of_plus isaxiom def_of_plus is
fafa(exp1,exp2)(exp1,exp2)
plus(exp1,exp2) =plus(exp1,exp2) =
fn(fn(seffseff,,ereseres) ) -->>
(ex(seff1,eres1,seff2,eres2)(ex(seff1,eres1,seff2,eres2)

exp1(seff1,eres1) &exp1(seff1,eres1) &
exp2(seff2,eres2) &exp2(seff2,eres2) &
seffseff.old = seff1.old &.old = seff1.old &
seff1.new = seff2.old &seff1.new = seff2.old &
seff2.new = seff2.new = seffseff.new &.new &
seffseff.in = seff1.in || seff2.in &.in = seff1.in || seff2.in &
seffseff.out = seff1.out || seff2.out &.out = seff1.out || seff2.out &
ereseres = eres1 + eres2)= eres1 + eres2)
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Program Representation by Program Representation by 
Instantiation of EmbeddingInstantiation of Embedding

sort Classsort Class
sort Type =sort Type =
| class Class | ...| class Class | ...

......

embeddingembedding

sort Classsort Class
......

parametersparameters

sort Class =sort Class =
| | clscls_C | _C | clscls_D_D

......

programprogram--specific definitionsspecific definitions

sort Class =sort Class =
|| clscls_C |_C | clscls_D_D

sort Type =sort Type =
| class Class | ...| class Class | ...

......

representation of programrepresentation of program

written once for allwritten once for all

written oncewritten once
per programper program

automaticallyautomatically
computedcomputed



ExampleExample

class C {class C {

byte f;byte f;

}}

class D {class D {

C g;C g;

byte m() {byte m() {

return g.f;return g.f;

}}

}}

sort Class = | sort Class = | clscls_C | _C | clscls_D_D
sort Field = | sort Field = | fldfld_f | _f | fldfld_g_g
sort Method = | sort Method = | mthmth_m_m
axiom field_owner(axiom field_owner(fldfld_f) = _f) = clscls_C_C
axiom field_type(axiom field_type(fldfld_f) = prim(byte)_f) = prim(byte)
axiom field_owner(axiom field_owner(fldfld_g) = _g) = clscls_D_D
axiom field_type(axiom field_type(fldfld_g) = class(_g) = class(clscls_C)_C)
axiom method_owner(axiom method_owner(mthmth_m) = _m) = clscls_D_D
......
axiomaxiom

method_body(method_body(mthmth_m) =_m) =
stat_returnstat_return
(field_access(field_access
(field_access(field_access exprexpr_this_D_this_D fldfld_g)_g)
fldfld_f)_f)



Chosen Java Card APIsChosen Java Card APIs

�� Formalized substantial subsets ofFormalized substantial subsets of
�� APDU (most complex class)APDU (most complex class)
�� ISOExceptionISOException
�� DESKeyDESKey
�� RSAPrivateKeyRSAPrivateKey
�� RandomDataRandomData
�� CipherCipher
�� KeyBuilderKeyBuilder
�� ISO7816ISO7816
�� KeyKey



API FormalizationAPI Formalization
sort sort APIClassAPIClass = | = | clscls_APDU | _APDU | clscls_Cipher | ..._Cipher | ...

sort sort APDUStateAPDUState = | received_header= | received_header

| receiving_data| receiving_data

| received_data| received_data

| sending_data| sending_data

| sent_data| sent_data

sort sort RSAKey RSAKey = {modulus  : = {modulus  : FSeq ByteValueFSeq ByteValue,,

exponent : exponent : FSeq ByteValueFSeq ByteValue}}

......

op APDU_op APDU_sendBytessendBytes :: APIMethodAPIMethod

axiom APDU_axiom APDU_sendBytessendBytes = ...= ...



API Formalization by PartialAPI Formalization by Partial
Instantiation of EmbeddingInstantiation of Embedding

sort Classsort Class
sort Type =sort Type =
| class Class | ...| class Class | ...

......

sort Classsort Class
......



API Formalization by PartialAPI Formalization by Partial
Instantiation of EmbeddingInstantiation of Embedding

sort Classsort Class
sort Type =sort Type =
| class Class | ...| class Class | ...

......

sort Classsort Class
......

sort sort UserClassUserClass
sort sort APIClassAPIClass ==
| | clscls_APDU_APDU
| ...| ...
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ExampleExample

class C {class C {

void m(APDU void m(APDU apduapdu))

{{

byte[] byte[] bufbuf;;

bufbuf ==

apduapdu..getBuffergetBuffer();();

}}

}}

sort sort UserClassUserClass = | = | clscls_C_C
sort sort UserLocalVariable UserLocalVariable ==
| | locvarlocvar__apduapdu
| | locvarlocvar__bufbuf

sort Method = | sort Method = | mthmth_m_m
......
axiomaxiom
method_body(method_body(mthmth_m) =_m) =
stat_assignmentstat_assignment
exprexpr__locvarlocvar__bufbuf
((exprexpr_invoke_APDU__invoke_APDU_getBuffergetBuffer

exprexpr__locvarlocvar__apduapdu))
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A Possible QuestionA Possible Question

If If MetaSlangMetaSlangJavaCardJavaCard is oneis one--toto--one with Java one with Java 
Card programs, why bother?Card programs, why bother?

�� Correctness of applet generator is expressed by a Correctness of applet generator is expressed by a 
formal relationship between DSL and Java Cardformal relationship between DSL and Java Card

�� A formal relationship between two languages is A formal relationship between two languages is 
expressed by bringing the languages into a common expressed by bringing the languages into a common 
mathematical language (e.g. MetaSlang)mathematical language (e.g. MetaSlang)

�� So, So, MetaSlangMetaSlangJavaCardJavaCard is needed for is needed for formal proofsformal proofs
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AccomplishmentsAccomplishments

�� Java Card language and API specsJava Card language and API specs
�� ~7K lines of MetaSlang~7K lines of MetaSlang

�� ~3K for the language~3K for the language
�� ~4K for the APIs~4K for the APIs

�� rere--usable piece of formalized knowledgeusable piece of formalized knowledge
(e.g., for Java Card platform specification)(e.g., for Java Card platform specification)

�� Instantiated specs to represent PKI appletInstantiated specs to represent PKI applet
for Common Access Cards (CAC)for Common Access Cards (CAC)

�� Implemented code generatorImplemented code generator
�� Generated PKI applet codeGenerated PKI applet code
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Current WorkCurrent Work

�� Definition of DSLDefinition of DSL
�� higherhigher--level than Java cardlevel than Java card
�� specs shorter than corresponding Java Card specs shorter than corresponding Java Card 

programs (~ 2programs (~ 2--5 x)5 x)
�� captures boilerplatescaptures boilerplates
�� early spec error detectionearly spec error detection

�� Specification of PKI applet in DSL (done)Specification of PKI applet in DSL (done)
�� Implementation of translatorImplementation of translator

DSL DSL �� MetaSlangMetaSlang



Future WorkFuture Work

�� Design & implement refinement engineDesign & implement refinement engine
�� Integrate components (translator, Integrate components (translator, 

refinement engine, code generator)refinement engine, code generator)
into applet generatorinto applet generator

�� Applet checkerApplet checker
�� implement code abstractorimplement code abstractor
�� implement proof checkerimplement proof checker



Questions?Questions?


