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Example Lab Bench with Real EquipmentWhat is CPS?
- Sensors & Controllers Reacting to Physical Inputs and 

Communicating over a Network to Achieve Intended Effects

Why CPS?
- Awareness & Knowledge
- Intertwined in Critical Infrastructure
- Engineer’s Role in the Future of CPS

Students in CPS Today
- Education is Diverse but Not Common
- Minimal Hands-On Training
- Learning Varies Across Institutions

Literature on CPS Education
- Two Common Themes
1. Broader Availability of CPS Engineers
2. Baseline of Core Concepts for CPS Education

1. Basic Computing
2. Discrete & Continuous Mathematics
3. Interfacing with the Physical World
4. Sensors & Actuators
5. Communications & Networking
6. Modeling & Controls
7. Embedded Systems
8. Real-Time & Continuous Systems
9. Development & Verification of CPS Models

Benchmarking CPS Curricula

Key Takeaways for CPS Education
- Fractured Nature of CPS Education
- Heavy Academic and Industry Attention Necessary
- Soft Skills Should be Focused on in Academia
- Prerequisites Low for Interdisciplinary Reach
- Hands-On Training is Necessary

- Crawl, Walk, Run Method
1. Familiarity with CPS and Programming
2. Manipulation and Analysis of CPS Network
3. Implementation of Purdue Reference Model on Local CPS

There is a major need for standard curriculum guidance for cyber-physical systems (CPS) education. CPS courses should be deeply intertwined with hands-on training on real 
world hardware such as industrial control systems (ICS). These courses should be accessible to a broad range of engineering students and establish a framework for a CPS 

education grounded in engineering principles, theory, and interactive, hardware-based labs.
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