FUSE: Beyond single-app security

Detecting Android app collusion and data extiltration

FUSE helps security analysts identity the impact of Android apps on the security of mobile devices. FUSE operates
on app binaries as distributed by app stores, so no source code I1s needed. Unlike other Android analysis tools,

FUSE supports both single and multi-app analysis techniques.
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Android apps can collude to share access to FUSE reads Android APKs and platform FUSE lets analysts interactively filter, select,
restricted permissions. FUSE combines images, producing reports that identity: and zoom In for deeper looks at information
static analysis from multiple individual apps flows, app components, and bytecode. The
to quickly show where collusion or other e Potential security vulnerabilities Dex Explorer offers a direct look at suspicious
undesirable interactions may occur. e Deprecated/Insecure API use. code for quick accept/reject decisions.
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Automated policy evaluation

FUSE also decompiles each app and
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