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Java Card

Java Card = Java for smart cards

e language subset
e different APls

authentication,
banking,
telephony,
health care,
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automatic generator of smart card applets

applet | Java Card
spec g AUtOsmart i program
7

e high confidence
e productivity



applet

spec
7

written in
SmartSlang

\ 4

AutoSmart

\ 4

Java Card
program

J




SmartSlang
(smart card specification language)

SmartSlang



SmartSlang
(smart card specification language)

domain-specific language

domain = smart cards
l.e. constructs specialized to smart card applications

evolving design /9"
1

working version done,
additional constructs planned

. 2
precise semantics %
In terms of state machines

applet . Command x State — Response x State
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SmartSlang example: PKI

te [{| RSAPrivateKey(1024)| privKey,
RSAPublicKey(1024) | pubKey, ... }

ord

built-in crypto key types
Include size



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = |Byte[1024/8](;

array type
Includes allowed size(s)




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

hand"privSignDecrypt (Message msg)| {

yvord name parameter(s)



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok |decrypt(key,msg);

2yword to
d response



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok [decrypt(key,msg)(;

built-in crypto function
static check: argument sizes match

also checked in the presence of variables
(via automated theorem proving)



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8};

declarative encoding of command
-l. parameters) as low-level APDU bytes

semantics: decoding/dispatching
and range checking at run time



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];
nand privSignDecrypt (Message msg) {

espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%};

(8) p {

ord



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

@) p {

Size (in bytes)
determines strength



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];
nand privSignDecrypt (Message msg) {

espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%};

(8) |p|{

name (multiple PINs allowed)




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(8) p {

axtries = 3;
efore blocking




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];
nand privSignDecrypt (Message msg) {

espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%};

8) p {
axtries = 3; explicit rule of
rotected = {privSignDecrypt, ...[}; P

security policy

commands that require
PIN p to be verified
before they can be used

semantics: state of PIN p checked
at run time, error response if not verified



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(8) p {

axtries = 3;
rotected = {privSignDecrypt, ...};
erify [apdu {Ox80,0x20,0,0};

declarative APDU encoding of
command to verify PIN p

header only, body implicit (= supplied PIN value)




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(8) p {

axtries = 3;

rotected = {privSignDecrypt, ...};
erifty apdu {0x80,0x20,0,0};

-}



SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(8) p {

axtries = 3;

rotected = {privSignDecrypt, ...};
erifty apdu {0x80,0x20,0,0};

-}

ure command generateKeyPair () {

enerate(privKey, pubKey) ;| jilt-in key generation statement
pdu {0x84,0x46,0,0,{}.,0};




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(B8) p {
axtries = 3;
rotected = {privSignDecrypt, ...};
erify apdu {0x80,0x20,0,0};

-}

modifier for Global Platfo[m secure channels

ure jcommand generateKeyPair O {  hannel must be established
egerate(praney,pubKey),_ (involving authentication)
pdu {0x84,0x46,0,0,{},0}; for command to be used




SmartSlang example: PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e Message = Byte[1024/8];

nand privSignDecrypt (Message msg) {
espondok decrypt(key,msg);
pdu {0x80,0x42,0,0,msg,1024/8%} ;

(8) p {

axtries = 3;

rotected = {privSignDecrypt, ...};
erifty apdu {0x80,0x20,0,0};

-}

ure command generateKeyPair () {
enerate(privKey, pubKey);
odu {0x84,0x46,0,0,{},0};



PKI exxauplele PKI

te { RSAPrivateKey(1024) privKey,
RSAPublicKey(1024) pubKey, ... }

e _Messaae = Byte[1024/8];

lignDecrypt (Message msg) {

ecrypt(key,msg);
Ox42,0,0,msg,1024/8};

3;
- {privSignDecrypt, ...};
{0x80,0x20,0,0};

urecommand generateKeyPair () {

Eﬁ@gﬂ§@@ﬁ¥¥¥key pubKey) :
pdu {0x84,0x46,0,0,{},0};



PKI example

~ 820 lines

size(code) 4
size(spec) -

~ 190 lines

\ 4

AutoSmart

nartSlang spec

Java Card code



PKIpJava Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS _NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgoingData(apdu, auxl);

Java Card code



PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

method for command (after dispatching)
| privSignDecrypt (APDU apdu) {
- (! pin.isvValidated())
ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);
rte[] buffer = apdu.getBuffer();
- ((buffer[I1SO7816.0FFSET_P1] = 0) ||

(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);
DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);
- (1nDataLength !'= 128)
ISOException.throwlt(1S07816.SW_WRONG_LENGTH);
xcelvelncomingData(apdu);
saCipher.init(privKey,Cipher _MODE_DECRYPT);
saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);
ndOutgoingData(apdu, auxl);




PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

| privSignDecrypt (APDU apdu) { PIN check

- (! pin.isvValidated())
ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

te[ ] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgoingData(apdu, auxl);



PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {
- (! pin.isvValidated())
ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);
te[ ] buffer = apdu.getBuffer();
- ((buffer[I1SO7816.0FFSET _P1] !'= 0) || command
(buffer[ISO7816.0FFSET _P2] !'= 0)) APDU
ISOException.throwlt(1S07816.SW_WRONG_P1P2); :
Datalength = nonNegativeByte(buffer[1507816.0FFSET LC]) ;| decoding
- (inDataLength 1= 128) and
ISOException.throwlt(1S07816.SW_WRONG_LENGTH); checking
xcelvelncomingData(apdu);
saCipher.init(privKey,Cipher _MODE_DECRYPT);
saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);
ndOutgoingData(apdu, auxl);




PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgoingData(apdu, auxI); crypto operation




PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgoingData(apdu, auxl);

response sending




PKI Java Card code

':ic byte[] auxl; intermediate storage
-1C Cipher rsaCipher; | for crypto operation

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher]. init(privKey,Cipher.MODE_DECRYPT);

saCipherf doFinal (buffer, (short)0, (short)128,jauxl|, (short)0);

ndOutgoingData(apdu, [aux1);




PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

pre-allocated when applet is installed
saCipher = Cipher.getinstance(Cipher.ALG_RSA_NOPAD, false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher]. init(privKey,Cipher.MODE_DECRYPT);

saCipherf doFinal (buffer, (short)0, (short)128,jauxl|, (short)0);

ndOutgoingData(apdu, [aux1);

storage re-used for every operation

IhAAAITIICA MAANAAIT 160 crnAaram 1 ervAanrd Aarde



PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128) -

ISOException. throwlt(1S07816.SW_WRONG_LENGTH); no run-time

ceivelncomingData(apdu); SUrprises

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgorngbata(apdu, auxl)s o aranteed not to throw exceptions
thanks to AutoSmart’s static checking




PKI Java Card code

ic byte[] auxil;
“ic Cipher rsaCipher;

saCipher = Cipher.getilnstance(Cipher.ALG_RSA NOPAD,false);
IX1 = new byte[(short)128];

] privSignDecrypt (APDU apdu) {

- (! pin.isvValidated())

ISOException.throwlt(1S07816.SW_SECURITY_STATUS NOT_SATISFIED);

rte[] buffer = apdu.getBuffer();

- ((buffer[I1SO7816.0FFSET_P1] = 0) ||
(butfer[1SO7816.0FFSET_P2] = 0))

ISOException.throwlt(1S07816.SW_WRONG_P1P2);

DataLength = nonNegativeByte(buffer[1S07816.0FFSET LC]);

- (1nDataLength !'= 128)

ISOException.throwlt(1S07816.SW_WRONG_LENGTH);

xcelvelncomingData(apdu);

saCipher.init(privKey,Cipher _MODE_DECRYPT);

saCipher.doFinal (buffer, (short)0, (short)128,auxl, (short)0);

ndOutgoingData(apdu, auxl);

idiAarmyaticr A~nAA Frinad FAr ecnara AfFFirianaAyvy |




SmartSlang counterpart

command privSignDecrypt (Message msg) {

respondok decrypt(key,msg);

crypto result

} apdu {0x80,0x42,0,0,msg,1024/8}; computed

PIN(8) p {

protected = {privSignDecrypt, ...};

-}

and returned
“on the fly”

no concern for storage

taken care of by AutoSmart
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%hecked

applet spec applet
spec 1 checker | spec

parses spec

parser generated from grammar
via our own parser generator

checks type safety

iIncludes Fourier-Motzkin decision
procedure for linear arithmetic

checks other properties

e.g. restrictions to allow generation
of code to check and decode APDUs
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/checked

applet applet
spec > code generator " code
7
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Kestrel's system for formal




/checked

applet applet
spec > code generator " code
7
artSlang SmartSang UERE Cgrd Java Card
N . semantics semantics > N
logic in logic in logic logic
/4
martSlang : . Java Card
formal relationship
t represented |« » applet represented
in logic correctness in logic

/4

/4




/checked

applet applet
spec > code generator " code
7

artSlang SmartSIgng UERE Cgrd Java Card

N . semantics semantics > N
logic in logic in logic logic

/4
fixed fixed
martSlang : . Java Card
formal relationship

t represented |« » applet represented
in logic correctness in logic

/4

/4




/checked
S

4

Y

artSlang
%

logic

S
presented
in logic

\ 4

code generator

formal relationship

\ 4

°

Y

Java Card
%

logic

correctness

C
represented
in logic




Y

artblang

logic

Y

S

presented
in logic

\ 4

code generator

'}i’_ prg)ofJ (work in progress)

/

formal relationship

O
N

Java|Card
>

logic

Y

correctness

C

represented
in logic




Y

artSlang
%

logic

Y

S

presented
in logic

\ 4

code generator

-}i;- prg)of J

Y

proof checker

Y

theoremJ
=7

notion of F(S,C)J
correctness ‘

A

\ 4

°

Y

Java Card
%

logic

Y

\ 4

make formula

C

represented
in logic




code generator

k'S

prg)of J

checker




applet

SNecC
Urlvv

\ 4

AutoSmart

Y

proof J

Y

\ 4

apple

code

3

checker




applet

SNecC
Urlvv

\ 4

AutoSmart

prg)of J

\ 4

apple

code

3

checker




applet
spec

\ 4

AutoSmart

\ 4

applet
code

Y

proof J

Y

checker

v

yes/no

smaller & simpler
than AutoSmart

— easler to trust

Nndenendent certification



iIndependent certification

applet applet
spec > AutoSmart > codeJ
S

proof | proof J

iIndenendent certification



iIndependent certification

applet applet
spec > AutoSmart > codeJ
R
! ! (work in progress)
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iIndependent certification

applet applet
spec > AutoSmart > codeJ
S

(work in progress)

Y A 4

proof |
FIPS
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11| docs
deral standard for L

yptographic modules

C —* —> XBYFJ2155
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iIndependent certification

applet applet
spec = AutoSmart = codeJ
B
FSM
/4

~.. | formal security policy

Y subj,oby.
Auth (subf) =
Access (subj,obyf)







applet

Java Card Runtime Environment

(JCRE)

Java Card
VM

Java Card
APIs

ecrmarvrt ~rard LIWA//NC

<

high confidence

high confidence

<




JCRE

JCRE
formal
spec

4




JCRE
formal
spec

Y

JCRE
simulator

Y

JCRE
for card

Kestrel's system for
formal specification
& refinement to code
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JCRE formal spec

(JCRE)

Java Card Runtime Environment

Java Card
VM

Java Card
APIs

omplete ”

size: — 12K lines
(— 50% comments)

" subset

small but sufficient
to “run” some applets
(1/0 & other basics)



JCRE formal spec
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JCRE simulator

JCRE
simulator



JCRE simulator

refinement of formal spec

~ 8K lines

automatic code generation from refined spec
~ 35K lines

can be optimized via further refinement

successfully tested on a few applets



JCRE simulator
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just started...
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a Java Card
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Q generated Java Card code

a proof generation & chec
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