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Problem

the defenders have to defend all attack vectors

the attackers only need to attack one attack vector

Impact

strategic inference will mitigate problems of cyber security

security-as-science will consolidate its methodss

Objective

build mathematical models to explain this strategic bias

explore strategies to exploit this bias for defense

SHANNON (1949): COMPUTATIONALLY UNBOUNDED ATTACK DIFFIE-HELLMAN (1976): COMPUTATIONALLY BOUNDEED ATTACK
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I n s I g ht - If a source contains information,

then the attacker’s omnipotent computers will extract it.

If computers have limited powers,
then the information can be hard to extract.

Security processes follow logics of science

a design and a security claim can be viewed as a theory
deployment is an experiment

an attack disproves the theory

a theory can never be definitely proved

ASEGOLAB: LOGICALLY BOUNDED ATTAGKER

) theory can always be disproved by reﬁned experiments MODERN CRPYTO (T990S): LOGICALLY UNBOUNDED ATTACKER

... But if there is an algorithm to extract the information,
then attacker’s omnipotent programmers will find it.

If programmers have limited powers,
then the attack algorithms can be hard to construct.

Approach: Epistemic gaming with algorithmic learning

Epistemic game theory of security Inductive inference through algorithmic learning

J.Harsanyi, R.Selten, R. Aumann... : games of incomplete
information, hierarchies of players’ types

R. Solomonoff: inductive inference as search for algorithms

C.H. Bennett: logical depth as time complexity of evolution

taking into account logical complexity of strategies yields

_ o N logical complexity = logical depth + Kleene's realizability
technical simplifications --- and conceptual clarifications

Method: Monoidal computer Goal: From static to adaptive security
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Diagrammatic prootf of Kleene’'s Second Recursion Theorem Sampling Adaptation

Paper: Monoidal Computer I, Information & Computation (arxiv:1208.5205) Paper: Gaming Security by Obscurity, NSPW 2011, ACM (arxiv:1109.5542)
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