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Data as a Service

Requirements

Easy to use, familiar, fast

Sustainable (e.g., ACID)
Normalizable, Recoverable

User

Subject
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Second Thought: Xenosecurity

...network traces
...personnel data

Integrity, Confidentiality,
Curious, . Malicious
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Second Thought: Xenosecurity

Requirements

Easy to Verify Security

...network traces
...personnel data

Still fast

Easy to Configure Security

N\

N

._\\
v 1‘::§11
o “01,1

Cryptographic
Program

Blinded from every vantage
Obfuscation

Integrity, Confidentiality, Availability, Non-repudiation
Curious, Covert, Malicious
Collusion

.S, You dont really believe ibs ok to ever have daka in the clear, do you?
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Third Thought: “GeitoSecurity”

Requirements

Easy to say who, what, when,
after how long, for what purpose

Easy to avoid
unintentional liability

Easy to manage privacy budgets
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Privacy Policy Options

Policy approach

Challenges

Collection policy
Use policy
Storage policy

= Anonymization,
pseudonymization,
hashing, blinding

Human-in-loop
sharing policy

© Galois, Inc. 2017

Impact on Privacy Impact on Utility
Poor = Nearly ideal
Good = Unacceptable
Poor = Poor
Good = Good

Policy-ese, Dancing pigs
Liability, human negotiation

Re-identification, limited
query capability

Qualitative, capacity limited
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l[dea; Jana - PDaaS Research Vehicle

Requirements Jana Principles
< Easy to use, familiar, fast Relational, allow for trade-offs >
e 09,100 sasedonCOTSFOBMS >
< Easy to Configure Security Characterize multiple security options >
< Easy to Verify Security Remote attestation >
< Easy to state permissions Controls by user, time, maturity, >

accuracy (DP), or function (FE)

Deny, allow, aggregate only, DP only

_Easy. o avpld. . Only query results seen by users
unintentional liability

< Easy privacy budgeting Differential privacy budgeting included >

Project Goal: study trade-offs
privacy vs. performance
policy complexity vs. privacy vs. utility

© Galois, Inc. 2017 DARPA DISTRIBUTION STATEMENT A: Approved for public release: Distribution unlimited



Jana Primer - Private Data as a Service

Not pre-processed functions
Familiar, expressive: SQL + RDBMS
Easy to use: standard web service
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Jana Primer - Private Data as a Service

Familiar, expressive: SQL + RDBMS
Easy to use: standard web serv

Q

Jana PDaaS$S Engine

Query
Re-writer/

Secure Compiler

B RAMmodel
',f MPC core

Orchestrator
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Jana Primer - Private Data as a Service

Familiar, expressive: SQL + RDBMS
Easy to use: standard web serv g

Q

Jana PDaaS$S Engine

Privacy

Accounting Query

Re-writer/
Compiler

Secure
B RAMmodel
f MPC core

Orchestrator

' \ﬂ,/ DB Query

£ RDRM processor

enclave ' DP Access
processor  Patterns

Risk/Utility
Enforcement

M Controls & Privacy Budgets
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Jana Capabilities

Functionality
s (Generous subset of SQL
m  RDBMS ACID properties
= Privacy
= DIT - Public key crypto + proxy re-encryption
m  DAR - Deterministic, random, searchable
= Computation - in RDBMS using DET & searchable, in SPDZ MPC, soon in SGX
= Results - Differential privacy applied (if needed) while in MPC
m Performance
m  10Ks of records moving to 100Ks, queries in seconds, but YMMV!
= Deployment
m  Web service with RESTful AP

= Docker or similar appliance soon
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By Generous Subset, We Mean...

e SPJ, UNION, INTERSECT, EXCEPT
e [nteger, String, Boolean, Enum, Fixed-Point, Date
e Nested query support

SELECT person.person_id, lastname, firstname, diseasestate, gender, birthdate
FROM person
JOIN community ON community.community_id = person.residence
JOIN person2diseasestate ON person2diseasestate.person_id = person.person_id
JOIN policyauthority2community ON policyauthority2community.community_id = community.community_id
JOIN policyauthority ON policyauthority.authority_id = policyauthority2community.authority_id
WHERE person2diseasestate.transitiondate < '04-20-2017"
AND person2diseasestate.diseasestate IN ('l')
AND policyauthority.authority = 'CebuCityCommunityPA'
AND person.person_id NOT IN
(SELECT person.person_id
FROM person
JOIN community ON community.community_id = person.residence
JOIN person2diseasestate ON person2diseasestate.person_id = person.person_id
JOIN policyauthority2community ON policyauthority2community.community_id = community.community_id
JOIN policyauthority ON policyauthority.authority_id = policyauthority2community.authority_id
WHERE person2diseasestate.transitiondate < '04-20-2017"
AND person2diseasestate.diseasestate IN ('R', 'D")
AND policyauthority.authority = 'CebuCityCommunityPA');
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Results: MPC-Friendly PRFs and Modes

Encryption time

—— OTR — MiMC
30 —# OTR — Leg
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g
>,
% 401 _— o Take-away:
= - Several good options
- - Choice for latency
20 - depends on number of
10 |- blocks
O -
l | | l l
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Message Blocks
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Results: Searchable Encryption,

Characterized

m  Result: Privacy vs. Performance for 10 distinct range query approaches

Performance vs Security, Database Size = 10000, Queries = 1000
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