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Trustworthy Systems: Foundational 
to a Digital Society 

What makes systems trustworthy? 
•  Multiple attributes of trustworthiness include security, safety, reliability, etc. 
•  Privacy must be considered one of the attributes 

  How can we know if systems are trustworthy? 
•  Repeatable and measurable approaches help provide a sufficient base of 

evidence 
•  Privacy needs a body of guidance for repeatable and measurable 

approaches similar to other attributes of trustworthiness 
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Federal Security and Privacy Legal 
Frameworks 
Ø  FISMA – Federal Information Security Management Act  
Requires implementation of “information security protections commensurate with the risk and 
magnitude of the harm” 

Ø The Privacy Act of 1974 
 Establishes a code of fair information practices that governs the collection, maintenance, use, 
and dissemination of information about individuals that is maintained in systems of records by 
federal agencies. 
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Information Security and Privacy: 
Boundaries and Overlap 
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Risk is a function of: 
 
•  Likelihood of occurrence of adverse event 
•  Impact that would occur 

Security Risk = Vulnerability * Threat * 
Impact 
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Identifying Risk 



Processing PII Can Create Problems for 
Individuals 
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NIST Working Model for System Privacy 
Risk  

Privacy Risk = Likelihood of a Problematic Data Action * 
Impact of a Problematic Data Action 

Likelihood is a contextual 
analysis that a data action is 
likely to create a problem for 

a representative set of 
individuals 

Note: Contextual analysis is based on the data action performed by the 
system, the PII being processed, and a set of contextual considerations 

Impact is an analysis of the 
costs should the problem 

occur  
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 Risk Responses 

•   Accept Risk 
•   Avoid risk 
•   Mitigate risk 
•   Transfer/share risk 

Risk Decisions 

•  Organization-wide 
process 

•  Optimization factors 
include: mission 
objectives; other risk 
areas (financial, legal, 
etc.) 
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Risk Management 
Risk can never be eliminated, so it must be managed. 



Systems Engineering 
• Systems Engineering: An engineering discipline whose 
responsibility is creating and executing an interdisciplinary process 
to ensure that the customer and all other stakeholder needs are 
satisfied in a high-quality, trustworthy, cost-efficient, and schedule-
compliant manner throughout a system’s entire life cycle.  

•  An important objective is to deliver systems that are deemed trustworthy 
•  Balances the often conflicting design constraints of performance, cost, 

schedule, and effectiveness to optimize the solution while providing an 
acceptable level of risk. 

•  “Privacy engineers” can take individuals’ privacy interests into account, 
resulting in a system that may be less likely to create problems for them. 
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NIST Working Definition of Privacy 
Engineering 

 
A specialty discipline of systems engineering 
focused on achieving freedom from 
conditions that can create problems for 
individuals with unacceptable consequences 
that arise from the system as it processes PII. 
 
*Is PII the correct term in light of IoT systems’ impact on people, not just data? 
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NIST Privacy Engineering Objectives 
•  Design characteristics or properties of the system 
•  Support policy through mapping of system capabilities 
•  Support control mapping 
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A Driver for System Capabilities 
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Putting It All Together 
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Frame Business Objectives 
  Frame the business objectives for the 
system(s), including the organizational needs 
served.  
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•  Describe the functionality of your system(s). 
•  Describe the business needs that your system(s) serve. 
•  Describe how your system will be marketed, with respect to 

any privacy-preserving functionality.  



Frame Privacy Governance 
  Frame the organizational privacy governance by 
identifying privacy-related legal obligations, 
principles, organizational goals and other 
commitments. 
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•  Legal Environment: Identify any privacy-related statutory, 
regulatory, contractual and/or other frameworks within 
which the pilot must operate.  

•  Identify any privacy-related principles or other 
commitments to which the organization adheres (FIPPs, 
Privacy by Design, etc.). 

•  Identify any privacy goals that are explicit or implicit in the 
organization’s vision and/or mission.  

•  Identify any privacy-related policies or statements within 
the organization, or business unit. 



Assess System Design – Data 
Actions 

17 

Frame 
Business 

Objectives 

Frame Org 
Privacy 

Governance 

Assess 
System 
Design 

Assess 
Privacy 

Risk 

Select 
Privacy 
Controls 

Monitor 
Change 

ACME	IDP

Generation/
Transformation

Retention/
Logging DisposalCollection

(2)

Data	Key:
1.	Self-asserted	full	name,	validated	email,	user	profile	access
2.	Driver’s	license	(DOB,	photo,	legal	name,	physical	attributes,	address,	signature,	license	number),	Social	Security	card,	
cellular	number
3.	DOB,	legal	name,	address,	SSN,	cellular	number
4.	Name,	address,	cellular	number
5.	Token	identifier
6.	Transactional	information
7.	Username
8.	One-time	password	(OTP)
9.	User	identifier

User

(3)

(1,	3,	4,	5,	6)

Disclosure/
Transfer

(4)

OTP	
Provider

Cloud	Storage	
Provider Individual

Data	Store

Web	
Application

ACME

Third	Party

Government

Cell	phone

Documents

LEGEND
Social	Media	

Site

(5)(3,4)

Govt.	Storage

User

Government	
Benefits	

(7,8)
(8)

(9)

(7,	9,	6)

(1)

Third	Party	
in-person	

identity	proofing



Assess System Design - 
Context 
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Assess Privacy Risk Frame 
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Select Privacy Controls 
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Proposal for First Draft of NIST Special 
Publication 800-53 Rev. 5  
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Current Drivers 
§ OMB update in July 2016 to Circular A-130 clarified that federal agencies’ 
obligations with respect to managing privacy risk and information resources 
extend beyond compliance with privacy laws, regulations, and policies, and that 
agencies must incorporate the NIST Risk Management Framework (NIST RMF) 
in their privacy programs 

§ NIST Special Publication (SP) 800-53 Security and Privacy Controls for Federal 
Information Systems and Organizations is in the revision 5 cycle 
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Security and SP 800-53  
 

The security controls express security requirements  
§  menu of options  

§  cybersecurity officials and engineers use to manage assessed risks 
in their systems  
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Appendix J Workshop: What We 
Learned 
September 8, 2016 
§ Benefits of App J: 

§  Gives clout to privacy, helps agencies understand how to set up 
a privacy program 

§ Challenges of App J: 

§  Integration and implementation is a challenge; security groups 
are the big gorilla resource-wise, and App J can get easily 
overlooked 

§  Better integration shouldn’t lead to loss of privacy oversight 



Information Security and Privacy 
Relationship 

26 

§  There is a clear recognition that 
confidentiality of personal data plays 
an important role in the protection of 
privacy 

§  However, both privacy and security 
have issues that are distinct from each 
other 

§  Appendix J controls address the right 
side of the diagram 
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Control Identifiers and Family Names 
ID FAMILY ID FAMILY 
AC Access Control MP Media Protection 
AT Awareness and Training PA Privacy Authorization 

AU Audit and Accountability PE Physical and Environmental Protection 

CA Assessment and Authorization PL Planning 

CM Configuration Management PM Program Management 
CP Contingency Planning PS Personnel Security 

IA Identification and Authentication RA Risk Assessment 

IP Individual Participation SA System and Services Acquisition 

IR Incident Response SC System and Communications Protection 

MA Maintenance SI System and Information Integrity  

800-53 Rev. 5 Proposed Control 
Families 
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Appendix J 
Control 

Rev 5 Families 

AP-1 PA 
AP-2  PA 
AR-1 PM	

AR-2 PM,	RA 
AR-3 SA 
AR-4 CA 
AR-5 AT, PL 
AR-6 PM 
AR-7 PA, PM, SI 
AR-8 PM 
DI-1 PM 
DI-2 PM, SI 
DM-1 PM, SC, SI 
DM-2 PM, MP, SI 

Appendix J 
Control 

Rev 5 Families 

DM-3 PM 

IP-1  IP 

IP-2 IP, PM 

IP-3 IP 

IP-4  PM 

SE-1 PM 

SE-2 IR 

TR-1 IP 

TR-2 IP, PM 

TR-3 PM 

UL-1 PA 

UL-2 PA 

Proposed Appendix J 
Reorganization 



App J: DM-1 Minimization of Personally 
Identifiable Information 
  The organization: 
  a. Identifies the minimum personally identifiable information (PII) elements that are relevant and 
necessary to accomplish the legally authorized purpose of collection; 

  b. Limits the collection and retention of PII to the minimum elements identified for the purposes described 
in the notice and for which the individual has provided consent; and 

  c. Conducts an initial evaluation of PII holdings and establishes and follows a schedule for regularly 
reviewing those holdings [Assignment: organization-defined frequency, at least annually] to ensure that 
only PII identified in the notice is collected and retained, and that the PII continues to be necessary to 
accomplish the legally authorized purpose. 
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Proposed Rev 5: Data Minimization 
  Examples: 

•  SI-12(1) Information Management And Retention | Limit Personally Identifiable Information 
Elements 

Limit personally identifiable information being processed in the information life cycle to the [Assignment: 
organization-defined elements] identified in the privacy risk assessment. 

•  SC-42(5) Sensor Capability and Data | Collection Minimization 
Employ [Assignment: organization-defined sensors] that are configured to minimize the collection of 
information about individuals that is not needed. 
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Draft Summary Privacy Controls 
Table 
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Guidance 
Roadmap 
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SP 800-18

Guide for 
Developing 

Security Plans for 
Federal 

Information 
Systems

SP 800-30

Guide for 
Conducting 

Risk 
Assessments

Guide for 
Applying the Risk 

Management 
Framework to 

Federal 
Information 

Systems

SP 800-37

SP 800-39

Managing 
Information 

Security Risk—
Organization, 
Mission, and 

Information System 
View 

Security and 
Privacy Controls 

for Federal 
Information 

Systems and 
Organizations

SP 800-53

Guide for 
Assessing the 

Security Controls 
in Federal 

Information 
Systems

SP 800-53A

SP 800-60
Volume I: Guide for 
Mapping Types of 
Information and 

Information Systems to 
Security Categories and 
Volume II: Appendices to 

Guide for Mapping 
Types of Information and 
Information Systems to 

Security Categories

SP 800-122

Guide to 
Protecting the 

Confidentiality of 
Personally 
Identifiable 

Information (PII)

Systems 
Security 

Engineering

SP 800-160



Resources  
Naomi Lefkovitz 
Naomi.lefkovitz@nist.gov 
 
NIST Privacy Engineering Website:  
https://www.nist.gov/programs-projects/privacy-
engineering 
 
NIST Internal Report 8062 
https://doi.org/10.6028/NIST.IR.8062 
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