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Two meetings (one east coast, one west coast) on Formal Methods at Scale

e Under the auspices of National Science and Technology Council (NSTC) Special Cyber
Operations Research and Engineering Subcommittee (SCORE)

Purpose:

* |dentify successes, barriers, opportunities, and challenges regarding the use of
formal methods in cyber systems

* Understand how the systems engineering and formal methods (FM) communities
can achieve broader use of the technologies at increasing levels of scale

Technical focus:
* Formal methods logics, tools, and socio-technical ecosystems

* Experience with applications in practice
* Potential means to evaluate costs, risks, benefits — and formulate adoption cases
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Goal:

* Improve understanding of how the formal methods (FM) community, in partnership
with sponsors and users, might achieve broader use and at increasing levels of scale.
Context:

* In the half-century history of formal methods research and use, we have
experienced both steps forward and also crises of expectations.

* This is analogous to the history of Al, which ultimately crossed a threshold of scale
and adoptability around 2000.

* Some users and researchers believe we are at a similar inflection point with FM.

Community strategy:
* Link FM technology “push” with “pull” from potential applications and domains.
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1. Scope. The range of properties and qualities that are modeled
and reasoned about, such as relating to security, safety,
performance, fault tolerance, real-time, etc.

2. Complexity. Complexity and the size of systems and their supply
chains, including issues related to composability

3. Practice. Efficiency of FM-related modeling, tooling, and
engineering practices, including integration into mainstream
tooling and practices

4. Evolution. Ability to rapidly co-evolve systems and associated
evidence

5. Adoptability. Ease of use for non-expert developers and
evaluators.
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1. Major systems. Applications to specific major systems in
government and industry

2. Big results. Tour-de-force results, such as proofs of significant
mathematical results or reasoning about modern processors

3. Ecosystems. The legacy, sustainment, and advancement of formal
methods ecosystems surrounding the various provers and stacks

4. Broad use. Integration of more limited capabilities into broader
communities of practice, such as has been happening in major
tech firms.
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Experience. There are successful major industrial use cases of formal methods
applied to complex, business-critical systems.

» Stakeholders report high return-on-investment for the businesses involved.

* Use cases in government are emerging from research and development projects

* Cross-institution academic use cases are building formally verified entire systems, including

systems-of-systems, operating systems, and hardware.

Infrastructure. There are multiple ecosystems around several formal tool chains.

* These are maturing and stably evolving, with meaningful sustainment activities

* They are demonstrating increasing robustness and ease of use.

* Barriers are lowering for training new staff to become successful users of the toolchains

Scope. There is evident opportunity to broaden the scope of applicability.
* Thisis squorted by explicit focus on increased usability, adoptability, “invisibility,” and
integratability of multiple toolchains.
Critical systems. There are increasing opportunities for critical systems

* Formal methods are being linked with traditional safety cases, security cases, hazard
analysis, test plan generation for critical systems.
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Assured systems.

* In order to facilitate compositional design, implementation, verification, and maintenance, a shift in
culture and acquisition should be encouraged to produce and expose machine-readable application-
programmer interfaces (APIs) and key properties of all systems and subsystems.

Ecosystems.

* Tool and other ecosystem components are relatively cheap to maintain. Small investment can
greatly increase the robustness, usability, and applicability to new problems and new systems.

* Open-source tool chains, with appropriate documentation and community involvement in
maintenance can decrease the lifetime cost, improve quality, and speed adoption.

Systems design.

* A key enabler of formal methods at scale is the design for composability, and leveraging of
composable system properties.

* This includes adhering to established principles for careful architectural design, with particular
attention to minimized coupling through explicitly defined and tightly-scoped internal interfaces.

* It can take effort to design for, build for, and maintain composability of subsystems, but — regardless
of FM adoption — the payoff in complexity management, predictability, and assurance is great.

* There is evidence that principled legacy reengineering can support migration to this approach.
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Invisible formal methods

* Provide the value of formal analysis, but without requiring users to learn new specification languages, instead
delivering capabilities in ways that “hide the math,” such as currently evident in languages with modern type systems.

Small focused proofs
* Tools to facilitate little proofs about big programs can provide relatively easy on-ramps to a wider user base.
* Avoid “all or nothing” approaches, enabling increments of effort in modeling and proving to yield increments of benefit

Integration with model-based development

e Connect formal methods tools with traditional software- and systems-engineering models, enabling early verification
and continuous value-add from formal reasoning tools

Formalized threat models

* Enable these to be developed and shared across a community, enabling wide agreement of what is meant by, for
example, private information leakage.

Safer machine learning

* Use formal analyses (as in the DARPA Assured Autonomy program) to integrate reasoning about machine learning
components into analyses.

Use of cloud infrastructure

* The emerging cloud computing infrastructure can be used to facilitate higher-scale formal methods, and can be the
subject of formal analysis.
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(With the potential for disproportionate impact on quality and capability of systems)

* Legacy and hybrids. Develop methods to provide assurance cases, building on both formal
and informal evidence, for modifications and new integrations in existing platforms and
systems-of-systems.

* Security. Expand existing and develop new methods to apply formal methods to problems in
computer security and privacy.

 Domains. Address challenges specific to engineering critical domains, including cyber-physical
systems, Internet of Things, Al-based systems, autonomous systems, and related.

 Evidence. Develop practical methods to ensure evidence including formal artifacts and
toolchain information are brought along with components and systems as they are deployed,
modified, and maintained.

* Open source. Integration with widely use open source components and libraries is an
opportunity both to provide immediate assurance benefits and to visibly demonstrate FM
engineering integration.

 Engineering. Develop methods of property specification, proof, and proof presentation, that
ensure that flaws in formal evidence are obvious to domain-focused evaluators.
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A revolution in the application of formal methods at scale has occurred over the last few
years. There is a broadening range of areas of both commercial and government
engineering where there is an existing or emerging mission-focused business case for use
of FM.

Tools, practices, and ecosystems are already facilitating commercial, government, and
academic application of formal tools across many application domains and types of
systems, but work remains to advance the scope, capability, and usability of the key FM
technologies, tools, and practices.

The momentum that is emerging regarding use of FM is now increasing, but the
technologies are still at an early stage of development with regard to the potential
benefits to security, quality, and other kinds of assurance — and also with regarding to the
ancillary benefits to developing systems that are both readily adaptable and, on the basis
of formal evidence, also readily re-certified.



