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PrObIem Advanced Persistent Threat Pre pa ratlon ObjECﬁVES
* Internal machine connects to multiple URLs to (e.g.) * Reduce data size
- Download exploit * Avoid artifacts
- Persistent C2 channel Actions
o Exfiltration  Round all times to nearest second
* Infection can spread within the enterprise = not all * Delete all but one of multiple DNS responses to the same IP for the same URL
machines show all steps of the threat * Collapse DNS resolution chains: retain records only from Ips that never respond to a DNS query

e Whitelist URLs from Month 1
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Detecting Connections
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* |Ps adjacent to rare URLs (< 5 £ y ) )
IPs) | Regular Connections
* Rare URLs adjacent to = N0 e d e I
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Detecting Regular Beaconing N
On a link with 10 or more connections to a rare URL (5 or fewer IPs) ) | i
 Compute successive differences between connection times + 1802 1 % 18170 + 500, iy
« Subtract their mean o | %
 Compute Fourier transform (off-label use!) | e 0
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- Select links with highest ranking ratio . Tvoe A- ,—fx ' ar Tvoe B: missed ;
This scores type B (e.g., mine.starving.wad.f8) low. Candidate extension: ype A. perietlly reguiar 1ype b. missed conhection
* Replace long intervals with sequence
Performance Documented Attacks Example (Day 22)
Yes No IPs (internal machines) URLs (external machines)
Summary P Prede- Beacons Suc- P Prede- Beacons Suc- derrick.f ian.hO
cessors cessors cessors cessors crrick.Tormian.
i W?twou.t Hints | 15 10 15 3 11 3251 21 2492 delver.hO
DUDE With Hints 14 10 0 0 [
Miss 5 17 ? 74.92.56.28 cot.auypOsw.val
Total 34 55 ? _
[ cot.aqo6614sj1-bOmdct.val
IPs (internal URLs (external 74.92.25.58 . .
Example (Day 11) machines) machines) cot.aqo6z4jll21d0hjnl.val
a3njhij8op-ga.wad
[ 74.92.20.216 crossed.corbolis.noe
otyugh.muck.don

! These are associated with only 9 beacons. # of predecessors/beacon =
mine.starving.wad.f8 264,31,18,6,2,2,2,1, 1}

2 These are associated with only 6 beacons. # of successors/beacon =
{227, 12,7, 3,1, 1}. The beacon with 227 successors is the same as the
rhinobrains.f8 one with 264 prececessors.
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