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Isolation is the Key

Trustworthy Computing Base 
• message passing 

• virtual memory 

• interrupt handling 

• access control 

Applications 
• fault isolation 

• fault identification 

• IP protection 

• modularity 
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Functional Correctness Possible

What

Proof

22 THREADS AND TCBS

constdefs
switch_to_thread :: thread_ptr ⇤ unit s_monad
switch_to_thread t � do

state ⇥ get;
assert (get_tcb t state ⌅= None);
arch_switch_to_thread t;
modify (�s. s (| cur_thread := t |))

od

constdefs
switch_to_idle_thread :: unit s_monad
switch_to_idle_thread � do

thread ⇥ gets idle_thread;
arch_switch_to_idle_thread;
modify (�s. s (| cur_thread := thread |))

od

definition
schedule :: unit s_monad where
schedule � do
threads ⇥ allActiveTCBs;
thread ⇥ select threads;
switch_to_thread thread

od
OR switch_to_idle_thread

end

22 Threads and TCBs

theory Tcb_A
imports CSpace_A ArchVSpace_A Schedule_A Ipc_decls_A
begin

constdefs
set_thread_state :: obj_ref ⇤ thread_state ⇤ unit s_monad
set_thread_state ref ts � do

tcb ⇥ assert_opt_get $ get_tcb ref;
set_object ref (TCB (tcb (| tcb_state := ts |)))

od

defs
suspend_def:
suspend lazy thread � do

ipc_cancel thread;
set_thread_state thread Inactive

od

constdefs
restart :: obj_ref ⇤ unit s_monad

restart thread � do
state ⇥ get_thread_state thread;
when (¬ runnable state) $ do

ipc_cancel thread;
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*conditions apply

Proof

Expectation

Assumptions

Specification

Code

Assume correct: 
- compiler + linker (wrt. C op-sem) 

- assembly code (600 loc) 

- hardware (ARMv6) 

- cache and TLB management 

- boot code (1,200 loc)
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Proof Architecture [SOSP’09]
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High-level properties: 
- functional correctness 

- integrity 

- authority confinement 

- non-interference 

- termination 

- worst-case execution time  
(by static analysis)

Haskell Prototype

Binary Code

C Code

Isabelle

Open Source 
http://seL4.systems 

https://github.com/seL4/

http://seL4.systems
https://github.com/seL4/
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Boeing Unmanned 
Little Bird (AH-6)

SMACCMcopter  
Research Vehicle

Next Step: Full System Assurance

11

DARPA HACMS Program: 
• Provable vehicle safety 

• Red Team must not be able to divert vehicle
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size of AFP entries by submission date
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size of AFP entries by submission date 
with four-colour theorem, odd-order theorem, Verisoft, L4,verified
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Proof Introspection

• 500 files 

• 22,000 lemmas stated 

• 95,000 lemmas proved

15

Raf’s Observation 

The introspection of proof and theories is an essential part of 
working on a large-scale verification development.

• Learning Isabelle? Easy. 
• Learning microkernels? Not too bad. 
• Finding your way in the 500kloc proof jungle? Hard!
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Proof Development

– proof development  
• decomposition of proofs over people, 

• custom proof calculus, 

• automating mechanical tasks, custom tactics 

• proof craft 
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Matthias’ Conjecture 

Over the years, I must have waited weeks for 
Isabelle. Productivity hinges on a short edit-
check cycle; for that, I am even willing to 
(temporarily) sacrifice soundness.

Tim’s Statement 
Automating “donkey work” allows attention 
and effort to be focussed where most needed 
– but it must be done judiciously.



NICTA Copyright 2015 From imagination to impact

Maintenance

• Development of seL4 code + spec artefacts (sloc)
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A:52 Klein et al.
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Fig. 14. Size of code, specs and proofs

the verification team mostly worked on the verification framework and generic proof
libraries (not shown in the graphs). In a second phase, the verification team developed
the abstract spec (first steep increase in the abstract graph in Figure 14(a)) and per-
formed the first refinement, between this abstract spec and the initial kernel design
(large increase in refinement1 graph in Figure 14(b), up to end of phase 2). During
this time, the development team completed the design and Haskell prototype (second
increase in the haskell graph, again followed by a cleanup task), and then later wrote
the kernel C implementation (very steep increase in the C graph in Figure 14(a)). In
addition, as the first refinement was revealing design bugs (i.e. mismatches between
the design in the Haskell prototype and the abstract spec), those bugs were fixed in the
Haskell prototype. Such fixes are sometimes done in a separate branch in the version
control system, then merged back to the main repository when satisfactory (explaining

ACM Transactions on Computer Systems, Vol. V, No. N, Article A, Publication date: January YYYY.
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formed the first refinement, between this abstract spec and the initial kernel design
(large increase in refinement1 graph in Figure 14(b), up to end of phase 2). During
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the kernel C implementation (very steep increase in the C graph in Figure 14(a)). In
addition, as the first refinement was revealing design bugs (i.e. mismatches between
the design in the Haskell prototype and the abstract spec), those bugs were fixed in the
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• refactoring 

• simplification
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Dan’s Conclusion 

Verification is fast, maintenance is forever.
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Research Challenges
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• Is Proof Engineering a thing? 
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Software vs Proof Engineering

• Is Proof Engineering a thing? 
• Google Scholar: 

• “software engineering”    1,430,000 results
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Includes 

”The Fireproof Building” and  

“Influence of water permeation and analysis 
of treatment for the Longmen Grottoes"

• “proof engineering”                   564 results
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Proof Engineering is The Same

• Same kind of artefacts: 
• lemmas are functions, modules are modules 

• code gets big too 

• version control, regressions,  
refactoring and IDEs apply
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Proof Engineering is The Same

• Same kind of artefacts: 
• lemmas are functions, modules are modules 

• code gets big too 

• version control, regressions,  
refactoring and IDEs apply

• Same kind of problems 
• managing a large proof base over time 

• deliver a proof on time within budget 

• dependencies, interfaces, abstraction, etc

22
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Proof Engineering is Different

• Results are checkable 

• You know when you are done! 

• No testing 

• 95% proof: no such thing

• More dead ends and iteration

• 2nd order artefact 

• Performance less critical 

• Quality less critical 

• Proof Irrelevance 

• More semantic context 

• Much more scope for automation

23

• But: New Properties and Problems
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Proof Engineering Tools

• User Interface 
• could proof IDEs be more  

powerful than code IDEs? 

• more semantic information 

• proof completion and suggestion? 

• Refactoring 
• less constrained,  

new kinds of refactoring possible, e.g. 
• move to best position in library 

• generalise lemma 

• recognise proof patterns

24
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• layers, modules, components,  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• proof interfaces 

• proof patterns 
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Proof Patterns

• Large-scale Libraries 
• architecture: 

• layers, modules, components,  
abstractions, genericity 

• proof interfaces 

• proof patterns 

• Technical Debt 
• what does a clean, maintainable proof look like? 

• which techniques will make future change easier? 

• readability important? is documentation?

25
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Proof Engineering “Laws”

• Are there Proof Engineering Laws?
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Proof Engineering “Laws”

• Are there Proof Engineering Laws?
• Proofs always become larger and more complex over time.  

(from Cope’s rule)
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• Adding manpower to a late proof project makes it later.  
(from Brooks’ law)
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Proof Engineering “Laws”

• Are there Proof Engineering Laws?
• Proofs always become larger and more complex over time.  

(from Cope’s rule)

• Adding manpower to a late proof project makes it later.  
(from Brooks’ law)

• You cannot reduce the complexity of a given proof beyond a 
certain point. Once you’ve reached that point, you can only shift 
the burden around.  
(from Tesler’s law)

• Are they true?
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Proof Effort
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Predictions

28

Can we predict for proofs: 

• how large will it be? 

• how long will it take? 

• how much will it cost?

Of course not. 

Many hard problems look deceptively easy.

But maybe for program verification? 

At least statistically, some of the time?

We have large proofs. 

Let’s crunch some data!
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Spec and Code Size

29(a) Executable Spec. vs. Abstract Spec. (rho =
0.89, p = 0.00)

(b) Executable Spec. vs. C (R = 0.95, p = 0.00) (c) Abstract Spec. vs. C (rho = 0.92, p = 0.00)

Fig. 1. Artefact Size Relationships. Each point is an seL4 API function.

(a) Functionality vs. Abstract Spec. (rho = 0.31,
p = 0.09)

(b) Functionality vs. Executable Spec. (R = 0.15,
p = 0.42)

(c) Functionality vs. C (R = 0.19, p = 0.32)

Fig. 2. COSMIC Function Point versus Artefact Size. Each point is an seL4 API function.

> 1500. The API functions in these top-most potential clusters
are the same for the C and executable specifications, and are a
super-set of those for the abstract specification. The top-most
API functions in Figure 2a are exactly those which contain
a call to a large complicated conditional recursive deletion
sub-function within seL4. However, even after removing the
contribution of this shared sub-function, and also manually
removing one remaining outlier, we get a correlation of only
rho = 0.37, with p = 0.04.

V. DISCUSSION

Prior authors have found only weak-to-moderate relation-
ships between CFP and source code line counts, and concluded
that CFP should not be used as a predictor of source code line
counts unless validated by local experiments [13]. For seL4,
we found no significant relationship between CFP counts and
C line counts. We also found no significant relationship be-
tween CFP counts and the line counts for formal specifications.

The most complicated internal function in seL4 is a re-
cursive deletion function. Data management complexity and
algorithmic complexity are not well addressed by CFPs [11],
[16]. Our results support this, with low CFP counts for those
APIs that call this recursive deletion function.

Although CFP counts were not well related to line counts,

we did find very strong correlations between line counts for
the formal specifications and code in the L4.verified project.
Formal specifications would typically be defined later than
FURs, because they are much more precise. Nonetheless they
are defined relatively early in the project lifecycle, and so
appear to be a promising target for size estimation.

A. Threats to Validity

Our results are from one project, and so we have no basis to
claim they will generalise. Nonetheless our finding that CFP
counts do not have a strong relationship to source code line
counts is broadly consistent with prior studies.

A potential threat concerns the reliability of our CFP counts
and line counts. One author is a measurement and estimation
expert who has taught function point counting in industry, and
has published research on function point methods. However,
none of the authors are certified CFP measurers, and this
study was the first time that the authors had performed CFP
counting. A prior study [19] found that the reliability of
CFP measurements increased with experience after conducting
pilot studies. We partially addressed this threat by initial
group tutorial studies of CFP, and by then conducting a pilot
CFP counting exercise, as recommended, with independent
counting followed by group review and discussion. This helped
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> 1500. The API functions in these top-most potential clusters
are the same for the C and executable specifications, and are a
super-set of those for the abstract specification. The top-most
API functions in Figure 2a are exactly those which contain
a call to a large complicated conditional recursive deletion
sub-function within seL4. However, even after removing the
contribution of this shared sub-function, and also manually
removing one remaining outlier, we get a correlation of only
rho = 0.37, with p = 0.04.

V. DISCUSSION

Prior authors have found only weak-to-moderate relation-
ships between CFP and source code line counts, and concluded
that CFP should not be used as a predictor of source code line
counts unless validated by local experiments [13]. For seL4,
we found no significant relationship between CFP counts and
C line counts. We also found no significant relationship be-
tween CFP counts and the line counts for formal specifications.

The most complicated internal function in seL4 is a re-
cursive deletion function. Data management complexity and
algorithmic complexity are not well addressed by CFPs [11],
[16]. Our results support this, with low CFP counts for those
APIs that call this recursive deletion function.

Although CFP counts were not well related to line counts,

we did find very strong correlations between line counts for
the formal specifications and code in the L4.verified project.
Formal specifications would typically be defined later than
FURs, because they are much more precise. Nonetheless they
are defined relatively early in the project lifecycle, and so
appear to be a promising target for size estimation.

A. Threats to Validity

Our results are from one project, and so we have no basis to
claim they will generalise. Nonetheless our finding that CFP
counts do not have a strong relationship to source code line
counts is broadly consistent with prior studies.

A potential threat concerns the reliability of our CFP counts
and line counts. One author is a measurement and estimation
expert who has taught function point counting in industry, and
has published research on function point methods. However,
none of the authors are certified CFP measurers, and this
study was the first time that the authors had performed CFP
counting. A prior study [19] found that the reliability of
CFP measurements increased with experience after conducting
pilot studies. We partially addressed this threat by initial
group tutorial studies of CFP, and by then conducting a pilot
CFP counting exercise, as recommended, with independent
counting followed by group review and discussion. This helped

Specification Size and Code Size are extremely well correlated in seL4.
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novelty/complexity vary. The effort driver of tool quality and 
usage is constant, but others vary in our projects. 

We investigated the following project-level factors: final size of 
the project (excluding comments and white-space); maximum 
team size; schedule pressure (as a project constraint); and overall 
difficulty (reflecting novelty and complexity). Schedule pressure 
and overall difficulty were recorded on a 5-point Likert scale from 
very high to very low. Assessments of factors for each project 
were jointly agreed by two managers. We also investigated four 
individuals factors, i.e. years experience with: Isabelle, formal 
methods or theorem proving (including Isabelle), the domain (of 
operating system development or verification), and work on 
L4.verified projects specifically. These values were collated by a 
project manager in consultation with the individual engineers. 

4. ANALYSIS AND RESULTS 
We present results first for the nine projects overall, and then for 
the 24 individual contributions to five of those projects for which 
we had the data (first 5 in Table 1). Both R and SPSS V22 was 
used for analysis. 

4.1 Overall Project Productivity 
Table 1 shows characteristics for the nine projects.  

Table 1 Characteristics of the nine projects. Final Size is in 
kilo-Lines of Proof, Total Effort in person-weeks. Schedule 
Pressure and Overall Difficulty range from very low to very 
high. Maximum Team Size is headcount. 

 Final 
Size 

Total 
Effort 

Sched. 
Press. 

Overall 
Diffic. 

Max 
Team 

CapDL Spec 2.14 27.5 AV LO 5 
CapDL-policy 
proof 0.85 11.3 LO AV 1 

Abstract-to-
CapDL 
Refinement 

20.4 66 AV AV 5 

Integrity 7.05 28.5 V.HI HI 4 

Info. Flow 27.1 75.9 V.HI V.HI 8 
Exec- to- 
Abstract 
Refinement 

96.6 368 HI V.HI 6 

Code-to-Exec 
Refinement 53.34 138 V.HI HI 6 

Exec Spec  
Haskell 6.01 92 AV HI 1 

Abstract Spec 4.9 15.3 AV AV 3 
 

Productivity varies, but this is explained by a constant overhead: 
Total Effort = 9.98 + 3.35*Final Size. Figure 1 shows this linear 
relationship. For our nine projects, the correlation is strong 
(R2=0.914, p<.001), and not sensitive to inclusion of the ‘No PR’ 
effort. (We recognize the limitations arising from our small 
sample size.) ‘Final’ size was taken from the end of the initial 
development periods, to match the periods for the reported effort. 
Person-years from [5] are scaled to person-weeks assuming 230 
working days per year and 5 days per week. Visually, there may 
be two outliers, both from [5]: the very large abstract refinement 
proof, and the very detailed executable specification. Effort for 
the latter includes the two person-years spent programming the 
Haskell prototype of seL4. Although the correlation is high, we 
investigated possible project-level productivity factors in multiple 

regressions. The effect of these is small and not significant at 
0.05, but there was weak evidence that schedule pressure is 
associated with decreased effort, and overall difficulty and max. 
team size with increased effort. These results are consistent with 
prior research [10]. We also investigated each possible individual 
productivity factor (the various types of years of experience) in 
multiple regressions against individuals’ total effort. There was no 
evidence that any were significant in this dataset. 

 
Figure 1 Scatter plot of project total effort vs. final size  

4.2 Individual Productivity 
Figure 2 shows the linear relationship between size and effort for 
all of the 24 individual contributions to five of the projects for 
which we had individual data. The correlation is very strong 
(R2=0.93, p<0.001), and is not sensitive to inclusion of the ‘No 
PR’ effort (R2=0.92, p<0.001). With the alternative size measure 
lines-work, there are of course different coefficients for the line of 
best fit, but again there is a strong linear relationship (R2=0.91,  

 
Figure 2 Scatter plot of total effort vs. sum of repo-delta size of 
all changes made in the 24 individual contributions to the four 
proofs and the specification. 

p<0.001 for total effort, and R2=0.91, p<0.001 with ‘No PR’ 
included). Final size is not meaningful for individuals’ work, so is 
not examined. 

Are there small proofs that take very long? 

Large proofs that were quick to write?

Manually reconstructed effort from repo logs, 
meeting notes, and progress reports. 

Measured proof size. 
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proof, and the very detailed executable specification. Effort for 
the latter includes the two person-years spent programming the 
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regressions. The effect of these is small and not significant at 
0.05, but there was weak evidence that schedule pressure is 
associated with decreased effort, and overall difficulty and max. 
team size with increased effort. These results are consistent with 
prior research [10]. We also investigated each possible individual 
productivity factor (the various types of years of experience) in 
multiple regressions against individuals’ total effort. There was no 
evidence that any were significant in this dataset. 
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were jointly agreed by two managers. We also investigated four 
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operating system development or verification), and work on 
L4.verified projects specifically. These values were collated by a 
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4. ANALYSIS AND RESULTS 
We present results first for the nine projects overall, and then for 
the 24 individual contributions to five of those projects for which 
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Table 1 shows characteristics for the nine projects.  
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Abstract 
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Exec Spec  
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Productivity varies, but this is explained by a constant overhead: 
Total Effort = 9.98 + 3.35*Final Size. Figure 1 shows this linear 
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(R2=0.914, p<.001), and not sensitive to inclusion of the ‘No PR’ 
effort. (We recognize the limitations arising from our small 
sample size.) ‘Final’ size was taken from the end of the initial 
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Person-years from [5] are scaled to person-weeks assuming 230 
working days per year and 5 days per week. Visually, there may 
be two outliers, both from [5]: the very large abstract refinement 
proof, and the very detailed executable specification. Effort for 
the latter includes the two person-years spent programming the 
Haskell prototype of seL4. Although the correlation is high, we 
investigated possible project-level productivity factors in multiple 

regressions. The effect of these is small and not significant at 
0.05, but there was weak evidence that schedule pressure is 
associated with decreased effort, and overall difficulty and max. 
team size with increased effort. These results are consistent with 
prior research [10]. We also investigated each possible individual 
productivity factor (the various types of years of experience) in 
multiple regressions against individuals’ total effort. There was no 
evidence that any were significant in this dataset. 
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Strong linear correlation between effort and proof size.  

On average, proof lines/hour is constant. 

Could we achieve more if we could achieve more 
“content” per proof line?
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If proof size = effort/cost, 

is there a leading indicator for proof size?
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If proof size = effort/cost, 

is there a leading indicator for proof size?

How about specification/lemma statement size or complexity?
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If proof size = effort/cost, 

is there a leading indicator for proof size?

How about specification/lemma statement size or complexity?

Measured: lemma statement size by number of constants, recursively. 

Measured: lemma proof script size, recursively for used lemmas.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.

Idealised Statement Size: do not count unused constants
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Idealised Statement Size vs. Proof Size
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.

Also works for some large AFP proofs. But not all.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.
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Fig. 2. Relation between idealised statement size and proof size (measured as described in Section IV) for the six projects analysed.

Also works for some large AFP proofs. But not all.

Hypothesis 

Verification of non-modular code is dominated by invariant proofs. 

  
Invariant proofs are roughly quadratic in effort in the number of 

“concepts” in the code.
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Some Hope

35

Code Size is correlated with Spec Size

Spec Size is correlated with Proof Size

Proof Size is correlated with Effort

There may be hope for a prediction model. 

Probably applies to verification of non-modular code. 

Unlikely to work for other kinds of proofs, but likely 
to transfer to other interactive provers.
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Summary

36

Proof Engineering 
• Should become a research discipline. 

• Work has started. A lot more to be done.

seL4 
• Full verification. Full performance. 

• Already cost effective for high assurance. 

• Open source and open proof.
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