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e Esterel Technologies

4 We are committed to Mission and Safety-Critical Application
Development

We provide the SCADE Model-based Development Environment
used extensively by systems and software engineers

SCADE contains FAA / EASA / TUV Certified Code Generation for
applications such as Airbus A380 Flight Controls, Boeing 787
Landing Gear ...

~ESTEREL®,
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Objectives of the Presentation

Improve specification quality & accuracy
Show how we can provide formal and deterministic specifications

Eliminate the cost of finding bugs late
Show how we can eliminate specification and design flaws early

Reduce the cost of software implementation

Demonstrate that automatic and certified code generation ensures
application integrity and cost effectiveness

Development and Verification objectives are imposed by
standards such as DO-178B, IEC 61508, EN 50128,
IEC 60880

o P,
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4 SCADE was created for Safety

”» The SCADE language is with

Deterministic models

Simple and stable language, forbidding dangerous constructs (e.qg.
wild goto’s, dynamic memory allocation,...)

Modular, strongly typed, explicit specification

Interpretation of a SCADE model does not depend on the reader nor
Its environment

Very active research work for more than 10 years (Lustre & Esterel
synchronous languages)

Designed in close connection with certification
authorities in the aeronautics, transportation & nuclear
energy domains

~ESTEREL®,
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= Cycle-Base

yeoutom Wodel of SSERBE

For each cycle, the program generated from SCADE computes its
output vector from a stable input vector

No interaction between the program and its environment during a
computation cycle, and therefore strong practical properties

A

Real
Time
Event:

Ock, interrupt, etc.

Sample/Hold
inputs

}

Cyclic
Function

[ Send outputs

Scope of
SCADE

Copyright © Esterel Technologies 2008
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SCADE Data Flows

A node is a functional module, defined by

a formal interface:
node IntegrFwd( U. real ; hidden TinmeCycle: real)
returns ( Y. real);

a set of local variables declarations:

var N
delta : real; 7 X t Yo N
u t 7
|l ast Y : real; Y
FBY lagt_Y
] L 1 0
a set of equations: meCycl
delta = u * TinmeCycl e;
y = delta + last_Y;
last_Y = fby(y , 1, 0.0);
 ESTEREL”
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k. . SCADE Time Operatims

;i’
. delay one cycle
y=az X y=axpre (X
. data flow initial value
|
Input1 T > WARNI NG NODE Count, VAR Qut put 1,
! outputt pl ease verify the initialization
r e of the vari abl e(s)
ﬁ?—L — Transl ation conpleted with
I - |
e L] 2 Outputl O semantic error(s),
( 0O semantic warning(s).
~ESTEREL”)
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Causality implies that data
have to be prOduced before |T>—" ComputeTargetAltitude [

being consumed
(in a given cycle)

Causality Checks

I

[ ComputeThrottle -.—>

gamma throttle

ComputeTargetSpeed
Spd : p getsp

Error: recursion detected in
vari abl es definition

|— ComputeTargetAltitude
Alt

| ComputeThrottle >

gamma throttle
I
l ComputeTargetSpeed|

Spd

FBY

1,00

K

~ESTEREL®
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Static Checks

Semantic errors detected at compile time  to prevent
runtime errors:

Type check

Clock check

Initialization check

Causality check

=
ESTEREL
12 e
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From SCADE 5 to SCADE 6

4 SCADE 6 has same safe foundations as SCADE 5

SCADE 6 Is an extension of SCADE 5

In addition to data flow intensive applications, SCADE 6 addresses
- Control intensive applications
- Array intensive applications

ESTEREL")
13 P ™
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= SCADE 6 for control intensive applications
-

SCADE 5 and SCADE 6 semantics rely on clocked data
flows

Precise and simple semantics

Low level constructs available to sample, merge, ... clocked data flows

SCADE 6 extends SCADE 5 with
higher level constructs

Conditional activation of an operator: “activate <N>”

New construct: “restart <N>"

Perform a simple reset of complex operators 1 "

14

~ ESTEREL )
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Traditional separation of Control

"l\;

Flow and Data Flow

CADE 6 for control intensive applications

Unified Modeling Style

Control Flow

SCADE 6: merging dataflow and control flow designs

Power of Nested Data Flow &

Detect PedalsPressed

ssssssss

Detect Speed Limits

Quick Decel

Speed

Cruise Speadhia

Treottle Cmid

Fregulation

15

Pure Control Flow into

Pure Data Flow

Copyright © Esterel Tec:hnologies 2008

Data Flow & Control
Flow become “One”
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-~ SCADE 6 for control intensive applications

e Safe & powerful state machines

Principles

Only one value set per variable and cycle
One active state, and one transition fired per state-machine and cycle

State machine transitions

Weak or strong: target state executed in next or in current cycle
Restart or resume: target state reset or not

~ESTEREL®,
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Weak transitions

Target state activated at the next cycle only

;g,
") Weak transition
(¢ _ State,\iachinez
<1>
— >ﬁ
|:L - C/
C, }I—
) <1> -
17

10

-10

-16

10

-20
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Strong transitions

Strong transition

Specifies the state where the computation
In the current cycle will take place

StateMachine2

8 6 7 -14 9 -18-20

<]1> /

10
.eﬁ
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f = SCADE 6 for array intensive applications

Arrays are required for:
Computation: matrices, vectors, and operations
Simple vector computations, filters, polynomials

Code multi-instantiation
Several instantiation of the same operator

SCADE 6 provides

Native array operators (transpose, mirror, concatenation, slice, ...)

Regular computation mechanisms on arrays thanks to safe schemes:
array iterators

~ESTEREL®,
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e SCADE 6 for array intensive applications
i Safe loop (array iterators)

Optimize the design, while preserving safety
Example Scalar Product

1 1 int :
[1,2.3,4 ol inti D FE—|—'+ it i
. - [4,5,6,7) gt J[ = LI a : i |
Without iterators | |
Lo | i —] it E
J[H o | |
1 int I ol E LT int i
J[ o it : :
- oy [i IESE RN
PES : |

With SCADE 6

20

Ite rato rS int ~4 map<<4>> it a ot
1.2,3.4 — N Lttt
4,567 —t4 | w i
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The SCADE™ Certified Software Factory

SYSTEM
. DESIGN VERIFY . GENERATE ; ~TEST
1 1 1 1
BNV | : Va
: : ! SCADE | %
i i Debugging & Formal E Suite 1k
! ! Simulation Verification ! !
1 1 1 1
: : : | T —
\ | : l RTOS =
) : | | Wrappers :
! : Model Coverage Object Code [ J |t
! ! Analysis Verification ! ! _
Algorithm ! ; . !
Design | I o= _ I i
Capture : : e i :
| 1 | i 1 |
; : | : SCADE :
S | i SCADE Suite/SCADE Display i Display i
ﬁ:'i: i ! Integration ! KCG |
1 1 1 1
Architecture : . ' Q ! !
Design | SCADE | : n LlSC |
Capture : Jiy \  Graphical Ergonomics | Compliant | 1
: _ \  Animation Checking | |
Integrated Automatic |Egéf58(388
Requirements Configuration Design . EN 50128
Management Management Documentation
Gateway Qualification Kits,
MANAG E & TRACE Certificates &
Handbooks
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Simulator
Debugging & Simulation at Model Level

ghtsim (FlightSimulat

- [o] x|

@ Fle Edt view Operator Insert Layout Project Simulaton Tools Browse Window Help — |E| X”
DEW@| L% o oEd| 7R [ aSmien BTN EEEET: RIEEEEEEEE SRS
zlx -
PR e e LR LR LR LR LR =3electMode= --.

EE=] Pilot.etp H !

B FlightSimulation: FlightSim i last Postion'Valid snd last / Manuel '

“elvalid Simulation " :
+ Positions (((2.0.false). (6.0, false)). (0.0 false), (0.0 false)). (0.0,

v Newhivttrue
""" = WhtType Pilot:mwi_undefined
----- = \Wind (10.0.5.01.0)
v Simulation false
- Melocity (4.5244,2.2622,0.0)
----- 0> AutoFilottrue H
----- O Positionalid true
O Telemetn/valid false
> Welvalid false
E--{F ExternalConditions:ExtermnalConditions 2 H
Windel
Objectvel
= Points ({[1248.0rue).[1248.0fruel), [(624.02 frue), (624.02.1
- &P ExtemnalConditions:CalculateNewPoint 1 (MAP))
{1} ExternalConditions:CalculateMewPoint 1[0]
TP ExternalConditions:CalculateNewPoint 1[1]
= ExternalConditions:CalculateMewPoint 1[2]
: PreviousRedundantPointFositions e S
Ohjectyel
o Windvel AutoPilct [>"“e
= MNewRedundantPointPositions ((111.79.tue)(111
= ﬁ’ ExternalConditions:AddPointPosition 1 ((MAP))

not Simuletion "

not { last "elValic and
last ‘Position'alid)

nia AutoPiot

Simulation

I ExternalConditions::AddPaintPosition 1[0] (((2.0,1aR) (5.0, fal=e)) (.
PreviousPaointPosition lse Pt
Add oEtions
= MNewPaointPaosition (111.79.true) s
T ExternalConditions:AddPointPosition 1[1] Nné1§n,s 0,1.0) a £4.5244.2 2622,0.0) > Velaciy
#e L PilotFilot 3 ) (0019480 ine, 1 248 Drue...
2@ SeleciMode ExternalConcdtions:: X
-0 Manuel BemaConciion L -[>Pnsitinn\/’alid
73 <1» Hewhit >me— Pilot: Pilat i
~=% <25 cFirad> 1o alss {>\re|vmm
e @ Auta <Active> biot ,nn,ﬂ,yégnpngges,m[emtu.. 2l gl unetefined
IR HhATrpS alse {>Telemar Vel
..... % 2> 4
-0 Simu
(9001 2,45.004 7 483

L
4 | | L‘ ExternalCanditions: :r«u.mvé'?'qw’f . i . § JLI

Fi\e\/\ewJ @FramewurkJ B8 Design VeriﬁerJ -~ Instances I 4 | |

2 arighle [value (= =
/| E# FlightSimulation:FlightSim/Positions/ [[{2.0. false}, {6.0, false}]. [{0.0. false). {00, falze}]. [ 4 Gl 0 4000 ms Latency Hn Z’ i
= Positions/l [{2.0. talse}. 48.0. false]] Cycle | Action |
= Positions/0/0 {2.0.false} AD-2 Back
----- Positions/0/0fvalue an #83-40  Userlnput
Positions/0/0pvalic false
= Positions/0/1 {6.0, false}
""" Fositions/0/1 fvalue 6.0
----- Positions/0/1 psalid falze
Positions/1 [£0.0, false}, {0.0, false}]
B Positions{2 [{0.0 false}. {0.0. false}]
For Help, press F1 5] e | A
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Model Test Coverage (MTC)

Model Coverage Analysis

Copyright © Esterel Technologies 2008

Coverage Analysis at Model level:

Enables requirements-based tests

Shows how thoroughly the SCADE model
has been tested

Shows the role of each test case
operator instances of the SCADE model

In covering

i

EI- do178b_demo.etp
= 1Z|~ Flight_Control [72.00 %)
E| 4B Alamianager (100,00 %)
: l B Confirmatar (100,00 %)
l 4B Confimatar (100,00 %)
- 4 OR (10000 %)
:‘» Wi atchiarable (100,00 %]
. -8 WatchVariable (100.00 %]
= Cortral (50,00 %)
@-T altContibConected
EI:E|~ LimiterlnS ymmetrical [40.00 %)
- GTE [33.33 %]
-7 LTE [33.33 %)
I Switch (50.00 %)
- Switch (50.00 %)
-3 LimiterlnS prmetrical (80.00 %)
-7 GTE [BE.ET %]
- LTE [BE.6T %]
-l Switch [100.00 %)
-l Switch [100.00 %)
[#H-17 speedContrib (40,91 %)

Fie | QFeme. | @mIC| S8urc [

b dbs
B watch @ Fous |
Caontral (12 q\ Filker
J View use
@' View Operakor Coverage
Insert 4

Properties. ..

Acquizition Records

Reseted | Ower Saturated | Under Saturated

B i
% PI_comected
[T Pi_justification

"
= *

e ESTEREL J
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Model Test Coverage (MTC)

Unintended Functions In Traditional Process

P2

............................ Fo

F4

designer unintendeg

programmer

25
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Model Test Coverage (MTC)

Eliminate Unintended Functions with MTC

o

.......... ;//{///%%
A ol
gner ///‘////4’“5
KCG does not

introduce unintended
code

Eliminated by
MTC resolution

26



Guick ool >— Quiditcoel
GwickDecel >— QuidDecel

Design Verifier
Formal Verification Assistant

Off >— off !
Resume >— Resume
Set >— Set

CruizeControl

Accel >—Acce|
Brake >— Erake
Speed >— Speed

CruizseSpead|

Cruise State%<

WerifCruizespesd
Speedhax
ThrattleCmd %<

Property definition

Design Verifier report

(i}
[

: PPI Analysis Report

Sum Up

Tasks ] ] ] ] ]
VerifCruiseControl. VerifCruiseSpeed Falsifiable

VerifCruiseControl. Ver

Tasks

VerifCruiseControl.VerifCruiseSpeed

27

On

Off
Resume
Set
CluickAccel
QuickDecel
Accel
Brake
Speed
E- = Outputs

ey WerfCruiseSpeed
LT Locals

true

false

false

true

true

false

n.a

n.a
150.000000

false

Node CruiseControl::VerifCruiseControl
Output VerifCruiseSpeed
Strategy Default - Prove
Mapping
folf; = None =
Result Falsifiable
Scenario scenarios/VerifCruiseControl.VerifCruiseSpeed s0.sss
< | Ll | [Load Scenario] :l

Generated counter example

@

ESTEREL
R R
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SCADE KCG

Qualified/Certified Code Generation

’, SCADE KCG was developed according to

DO-178B, EN 50128 & IEC 61508 guidelines

Qualified as a Development Tool under DO-178B, up to level A by
FAA, Transport Canada & EASA

Certified as a Product under IEC 61508, up to SIL 3 by TUV
Certified as a Product under EN 50128, up to SIL 4 by TUV

Unambiguous 1-to-1 relationship between SCADE model and the
generated C code

Complete traceability from model to code

ESTEREL")
28 P ™
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o 2 SCADE Suite KCG

i_»,/ Generated Code Properties

SCADE Suite KCG produces simple C code that fits

the constraints of safety-critical embedded software

(ANSI C, compiler, target and OS independent)
MISRA™ compliant

and with respect to the design (name /
annotation propagation)
Size or speed for all constructs (3 levels of

optimization)

Structured (by functions or by blocks)
Static memory allocation

No pointer arithmetic

No recursion, bounded loops only
Bounded execution time

~ESTEREL®,
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- SMlh
Lock/
G Unselected A WaitUnlock
'i/\~ bk_color
b_none ,w background grey p——=———>background
f_none p—=color - f0fegf0u”dT\_/l black &>foreground
\, J
/ Unlock/
(2)
Button / Any /
z Unlock /
Preselected /1) ‘ Locked
y ellow M background green ,w background
white ,ﬂ foreground white w f oreground
T 1),
Lock/
- J
30
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SCADE Suite KCG
Example of SSM code

[..]
void Button_ABC_N(inC_Button_ABC_N *inC,
outC_Button_ABC_N *outC)

{
/* ABC_N::Button:.SM1::S55M_SM1_dispatch_sel */
SSM_Button_SM1_ST SSM_SM1 _dispatch_sel;

if (outC->init)
{
outC->init = kcg_false;
SSM_SM1 _dispatch_sel = SSM_SM1_Unselected__ABC_N;
}

else
SSM_SM1 _dispatch_sel = outC->M_pre_;

}
switch (SSM_SM1 _dispatch_sel) {
case SSM_SM1_Locked__ABC_N :
outC->foreground = white_ABC_N;
outC->background = green_ABC_N;
if inC->Unlock)
{

outC->M_pre_ = SSM_SM1 _Preselected__ABC_N;
}

else

{
outC->M_pre_ = SSM_SM1 _Locked__ABC_N;

break;
case SSM_SM1_WaitUnlock__ABC_N :
outC->foreground = black_ABC_N;
outC->background = grey_ABC_N;
if inC->Unlock)
{

outC->M_pre_ = SSM_SM1 _Unselected__ABC_N;
}

else

{
outC->M_pre_ = SSM_SM1_WaitUnlock__ABC_N;

break;
[...]

P ECTEREI™
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e SCADE Suite KCG

Example of arrayed data flow code

Generate the code, with safe loops

Example Scalar Product

it fold<<4=>

int map<<d=>

o a *“““‘] it
It int e e Ltput]
Input2 it~ >< +

keg int ScalarProductb(
arrayv_1l *Inputl % ScalarProductb::Inputl =,
arrayv_1 *Input? % ScalarProductb::Inputs? =)
1
<% BralarProducte: :Outputl =~
keg_int Outputl:

keg_int i
Outputl = 0;
for (1 = 0; 1 < 4; 1++)
{ Outputl = Outputl + (*Inputl)[i] * (=Input2)[i]:
regurn Outputl;

~ ESTEREL )
{Technologics g
: =
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What we achieved with SCADE 6

SCADE provides a common representation
@0)aalanlllallez1ile)a between systems and software teams sharing
models

- . SCADE automates critical SW production
O T o 11BN FAA & EASA Qualified & TUV Certified Tools

SCADE generates portable C or Ada Code which
Is RTOS, hardware & bus platform independent

Portability

SCADE users have experienced a 2X speed-up
Results improvement in time-to-certification and a 37%
reduction in project development costs

33
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