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21st ACM Conference on
Computer and Communications

ACM CCS 2014

21st ACM Conference on Computer

The ACM Conference on
Computer and Communications
Security (CCS) is the flagship
annual conference of the Special
Interest Group on Security, Audit
and Control (SIGSAC) of the
Association for Computing
Machinery (ACM). The conference
brings together information

< security researchers, practitioners,
21st ACM Conference on Computer and developers, and users...
Communications Security (ACMCCS 2014)
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Towards a framework for pattern experimentation: Understanding empirical validity in

Recent Publications
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Reasoning about Protocols with Hum + | Imm

Recent News

4. NSAAnnounces Winner
= "Best Scientific
Cybersecurity Paper Competition"
The Research Directorate of the
National Security Agency is
pleased... more

Recent Science of Security Blog
Posts

1) Science of Security: Does Your
Cyber Security Team Include
Cyber... more

Build It, Break It, Fix It!
Registration is now open for a
security-oriented programming...
more

Upcoming Events

10/28/14 - 10/30/14
MALCON 2014

Feedback

10/28/14 - 10/29/14
Science of Security Quarterly
Lablet Meeting (UMD)

10/29/14 - 10/31/14
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Science of Security (SoS) Newsletter (2014 - Issue 4)
Science of Security (SoS) Newsletter (2014 - Issue 3)
Science of Security (SoS) Newsletter (2014 - Issue 2)
Science of Security (SoS) Newsletter (2014 - Issue 1)

General Topics of Interest
(= Publications of Interest
u AUMNE ation and Authorizai

Automated Response
Computer Science
Cryptography and Si
Cyber-Physical Syste!
Dynamic Execution
End to End Computing
Game Theoretic Approache!
Intrusion Tolerance

IPv6 and Other Protocols
Mathematics

Mobile Computing

Mobile Computing and Security
Moving Target Defense
Operating Systems

Peer to Peer Systems
Quantum Computing
Resiliency

Signals Processing

Situational Awareness
Software Assurance

Virtual Machines
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Computer Science

rants 2012-2013

This set of citations covers a broad range of articles about research conducted across a wide range of computer science security
topics from 2013. These include human factors, software development, trust mechanisms, cloud computing, and more.

@'Conceptual Design of Software: A Research Agenda" D. Jackson, MIT, 2013 A research agenda in software design is outlined,
focusing on the role of concepts. The notions of concepts as "abstract affordances" and of conceptual integrity are discussed, and
a series of small examples of conceptual models is given. (ID#:14-1066) See
http://dspace.mit.edu/bitstream/handle/1721.1/79826/MIT-CSAIL-TR-2013-020.pdf?sequence=2 [#

@'Expectation-Oriented Framework for Automating Approximate Programming", Esmaeilzadeh, H., Ni, K., Naik,M., Georgia Institute
of Technology, 2013 This paper discusses ExpAX, the concept of automated, approximate programming based on error
expectations as detailed by the programmer. ExpAX falls under the domain of general-purpose approximate computing, which
explores the necessary concession of absolute computational accuracy in order to advance energy efficiency and performance.
(ID#:14-1067 See: https://smartech.gatech.edu/handle/1853/49755 &

'Approximating the AND-OR tree" A. A. Sherstov, Theory of Computing, 9(20):653-663, 2013. This article explores the role
representations of Boolean functions by real polynomials have played in theoretical computer science. The main result of this
paper, according to the author, translates into lower bounds on communication complexity. (ID#:14-1068) Available at:
http://www.cs.ucla.edu/~sherstov/pdf/and-or.pdf

@'Candidate Indistinguishability Obfuscation and Functional Encryption for all circuits". Sanjam Garg, Craig Gentry, Shai Halevi,
Mariana Raykova, Amit Sahai, Brent Waters. July 21, 2013. This study examines indistinguishability obfuscation and functional
encryption for general circuits and give constructions that support all polynomial-size circuits. They further how to use
indistinguishability obfuscation for circuits, public-key encryption,and non-interactive zero knowledge to achieve functional
encryption for all circuits. The functional encryption scheme they construct includes succinct ciphertexts, which enable several
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= "Juggle: addressing extrinsic load imbalances in SPMD applications on multicore computers”. Steven A. Hofmeyr, Juan A.
Colmenares, Costin lancu, John Kubiatowicz, Appears in Cluster Computing. Vol. 16, No. 2, pp 2998-319, June 2013. This study
investigates proactive dynamic load balancing on multicore systems, in which threads are continually migrated to reduce the impact
of processor/thread mismatches. (ID#:14-1075) Available at: http://www.cs.berkeley.edu/~kubitron/papers/parlab/juggle-cluster-
computer-journal-2012.pdf

= "A Multicore Operating System with QoS Guarantees for Network Audio Applications”. Juan A. Colmenares, Nils Peters, Gage
Eads, lan Saxton, Israel Jacquez, John D. Kubiatowicz, and David Wessel. Appears in Journal of Audio Engineering, Vol 61, No. 4,
April 2013. The authors explore the role of the operating system (OS) within computer nodes of network audio systems. They
highlight the importance of the OS for network audio applications and present Tessellation, an experimental OS tailored to multicore
processors. The article may be of interest in signal processing. (ID#:14-1076) Available at:
http://www.cs.berkeley.edu/~kubitron/papers/parlab/JAES-1163-tess.pdf

= "A Case Study on the Lightweight Verification of a Multi-Threaded Task Server" N'estor Cata~no,_, ljaz Ahmed, Radu I.
Siminiceanu, Jonathan Aldrich,. Preprint submitted to Science of Computer Programming December 1, 2013. This article should be
of interest in massive parallelizing of computational tasks. The authors developed a methodology and tool for verifying the design of
a commercial multi-threaded task server (MTTS). Their method uses a Data Flow Analysis in the first phase. In a second phase,
they developed a Pulse tool that enhances the analysis they performed. They conclude exhaustive model-checking approach scales
reasonably well and is efficient at finding errors in specifications that were not previously detected with the Data Flow Analysis
(DFA) alone. (ID#:14-1077) See http://www.cs.cmu.edu/~aldrich/papers/main-pulse-scp.pdf

Note:

Articles listed on these pages have been found on publicly available internet pages and are cited with links to those pages. Some of the
information included herein has been reprinted with permission from the authors or data repositories. Direct any requests via Email to
SoS.Project (at) SecureDataBank.net for removal of the links or modifications to specific citations. Please include the ID# of the specific
citation in your correspondence.
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&d Design of Wireless Networked Control Systems for Robustness to Time-Varying

Abstract: Real-life cyber-physical systems, such as automotive vehicles, building automation
systems, and groups of unmanned vehicles are monitored and controlled by networked control
systems. The overall system dynamics emerges from the interaction among physical dynamics,
computational dynamics, and... more

Adaptive processing with neural network controlled resonator-banks

Abstract: The author describes a novel neuromorphic architecture for structurally adaptive
control systems. The neural network controlled resonator-bank (NCRB) architecture consists of
two main components, a resonator-bank filter structure and a neural network which controls the
transfer characteristics of... more

Compositional Specification of Behavioral Semantics
Abstract: An emerging common trend in model-based design of embedded software and

Recent News

4, NSAAnnounces New
* “Lablets” in Support of the
Science of Security
For the past three years, the
National Security Agency (NSA)
and US... more

Build It, Break It, Fix It!
Registration is now open for a
security-oriented programming...
more

HotSoS 2014 - Meeting Artifacts
Available Online

The 2014 Symposium and
Bootcamp on the Science of
Security (HotSoS)... more

Upcoming Events

09/24/14 - 09/26/14
Intelligence and Security
Informatics, and European
Intelligence and Security
Informatics Conference

10/13/14 - 10/15/14

9th International Workshop on
Critical Information Infrastructures
Security (CRITIS 2014)

11/12/14 - 11/13/14
2014 TCIPG Industry Workshop

Current Research
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AFOSR SoS hat (2)

ACACD Tew

O

UNIVERSITY




Searching for References

Recent Publications

Passivity-Based Design of Wireless Networked Control Systems for Robustness to Time-Varying
Delays

Abstract: Real-life cyber-physical systems, such as automotive vehicles, building automation
systems, and groups of unmanned vehicles are monitored and controlled by networked control
systems. The overall system dynamics emerges from the interaction among physical dynamics,
computational dynamics, and... more
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2014

[ID#:14-1758] Urien, Pascal, Piramuthu, Selwyn. 2014. Elliptic Curve-based RFID/NFC Authentication with Temperature Sensor
Input for Relay Attacks. Decis. Support Syst.. 59:28-36. Abstract

[ID#:14-1766] Li Chen, Demirkol, |, Heinzelman, W.. 2014. Token-MAC: A Fair MAC Protocol for Passive RFID Systems. Mobile
Computing, IEEE Transactions on. 13:1352-1365. Abstract

[ID#:14-1760] Weiping Zhu, Jiannong Cao, Chan, H.C.B., Xuefeng Liu, Raychoudhury, V.. 2014. Mobile RFID with a High
Identification Rate. Computers, IEEE Transactions on. 63:1778-1792. Abstract

[ID#:14-1771] Chen, Shuai-Min, Wu, Mu-En, Sun, Hung-Min, Wang, King-Hang. 2014. CRFID: An RFID System with a Cloud
Database As a Back-end Server. Future Gener. Comput. Syst.. 30:155-161. Abstract

[ID#:14-1770] Rahman, Farzana, Ahamed, Sheikh Igbal. 2014. Efficient Detection of Counterfeit Products in Large-scale RFID
Systems Using Batch Authentication Protocols. Personal Ubiquitous Comput.. 18:177-188. Abstract

[ID#:14-1763] Morgado, T.A, Alves, J.M., Marcos, J.S., Maslovski, S.I, Costa, J.R., Fernandes, C.A, Silveirinha, M.G.. 2014. Spatially
Confined UHF RFID Detection With a Metamaterial Grid. Antennas and Propagation, IEEE Transactions on. 62:378-384. Abstract

[ID#:14-1759] Sangyup Lee, Choong-Yong Lee, Wonse Jo, Dong-Han Kim. 2014. An efficient area coverage algorithm using
passive RFID system. Sensors Applications Symposium (SAS), 2014 IEEE. :366-371. Abstract

[ID#:14-1761] Sabesan, S., Crisp, M.J., Penty, R.V., White, IH.. 2014. Wide Area Passive UHF RFID System Using Antenna
Diversity Combined With Phase and Frequency Hopping. Antennas and Propagation, IEEE Transactions on. 62:878-888. Abstract

[ID#:14-1764] Cook, B.S., Vyas, R., Sangkil Kim, Trang Thai, Taoran Le, Traille, A, Aubert, H., Tentzeris, M.M.. 2014. RFID-Based
Sensors for Zero-Power Autonomous Wireless Sensor Networks. Sensors Journal, IEEE. 14:2419-2431. Abstract

PPV YY"  ['D#:14-1767] Measel, R, Lester, C.S,, Yifei Xu, Primerano, R., Kam, M.. 2014. Detection performance of spread spectrum
COLLABORATE signatures for passive, chipless RFID. RFID (IEEE RFID), 2014 IEEE International Conference on. :55-59. Abstract
! SUBGROUPS I [ID#:14-1762] Goller, M., Feichtenhofer, C., Pinz, A. 2014. Fusing RFID and computer vision for probabilistic tag localization.
RFID (IEEE RFID), 2014 IEEE International Conference on. :89-96. Abstract

MEMBER INFO [ [ID#:14-1768] Baloch, F., Pendse, R.. 2014. A New anti-collision protocol for RFID networks. Wireless Telecommunications

= 295 members (12)
= Group Manager: Heather Lucas
= Member Information Table

Symposium (WTS), 2014. :1-5. Abstract

[ID#:14-1757] Guizani, S.. 2014. Security applications challenges of RFID technology and possible countermeasures.
Computing, Management and Telecommunications (ComManTel), 2014 International Conference on. :291-297. Al
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[ID#:14-1758] Urien, Pascal, Piramuthu, Selwyn. 2014. Elliptic Curve-based RFID/NFC Authentication with Temperature Sensor
Input for Relay Attacks. Decis. Support Syst.. 59:28-36. Abstract

[ID#:14-1766] Li Chen, Demirkol, |, Heinzelman, W.. 2014. Token-MAC: A Fair MAC Protocol for Passive RFID Systems. Mobile
Computing, IEEE Transactions on. 13:1352-1365. Abstract

[ID#:14-1760] Weiping Zhu, Jiannong Cao, Chan, H.C.B., Xuefeng Liu, Raychoudhury, V.. 2014. Mobile RFID with a High
Identification Rate. Computers, IEEE Transactions on. 63:1778-1792. Abstract

[ID#:14-1771] Chen, Shuai-Min, Wu, Mu-En, Sun, Hung-Min, Wang, King-Hang. 2014. CRFID: An RFID System with a Cloud
Database As a Back-end Server. Future Gener. Comput. Syst.. 30:155—-161. Abstract

[ID#:14-1770] Rahman, Farzana, Ahamed, Sheikh Igbal. 2014. Efficient Detection of Counterfeit Products in Large-scale RFID
Systems Using Batch Authentication Protocols. Personal Ubiquitous Comput.. 18:177-188. Abstract

[ID#:14-1763] Morgado, T.A, Alves, J.M., Marcos, J.S., Maslovski, S.I, Costa, J.R., Fernandes, C.A, Silveirinha, M.G.. 2014. Spatially
Confined UHF RFID Detection With a Metamaterial Grid. Antennas and Propagation, IEEE Transactions on. 62:378-384. Abstract

[ID#:14-1759] Sangyup Lee, Choong-Yong Lee, Wonse Jo, Dong-Han Kim. 2014. An efficient area coverage algorithm using
passive RFID system. Sensors Applications Symposium (SAS), 2014 |IEEE. :366-371. Abstract

[ID#:14-1761] Sabesan, S., Crisp, M.J., Penty, R.V., White, IH.. 2014. Wide Area Passive UHF RFID System Using Antenna
Diversity Combined With Phase and Frequency Hopping. Antennas and Propagation, IEEE Transactions on. 62:878-888. Abstract

[ID#:14-1764] Cook, B.S., Vyas, R., Sangkil Kim, Trang Thai, Taoran Le, Traille, A, Aubert, H., Tentzeris, M.M.. 2014. RFID-Based
Sensors for Zero-Power Autonomous Wireless Sensor Networks. Sensors Journal, IEEE. 14:2419-2431. Abstract

[ID#:14-1767] Measel, R., Lester, C.S,, Yifei Xu, Primerano, R., Kam, M.. 2014. Detection performance of spread spectrum
signatures for passive, chipless RFID. RFID (IEEE RFID), 2014 IEEE International Conference on. :55-59. Abstract

[ID#:14-1762] Goller, M., Feichtenhofer, C., Pinz, A. 2014. Fusing RFID and computer vision for probabilistic tag localization.
RFID (IEEE RFID), 2014 IEEE International Conference on. :89-96. Abstract

[ID#:14-1768] Baloch, F., Pendse, R.. 2014. A New anti-collision protocol for RFID networks. Wireless Telecommunications
Symposium (WTS), 2014. :1-5. Abstract
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2014

[Hwang:2014:ACP:2600176.2600204] Hwang, JeeHyun, Williams, Laurie, Vouk, Mladen. 2014. Access Control Policy Evolution: An
Empirical Study. Proceedings of the 2014 Symposium and Bootcamp on the Science of Security. :28:1-28:2. Abstract

[Biswas:2014:ERW:2600176.2600195] Biswas, Trisha, Lesser, Kendra, Dutta, Rudra, Oishi, Meeko. 2014. Examining Reliability of
Wireless Multihop Network Routing with Linear Systems. Proceedings of the 2014 Symposium and Bootcamp on the Science of
Security. :19:1-19:2. Abstract

2013

[6547101] Szekeres, L., Payer, M., Tao Wei, Song, D.. 2013. SoK: Eternal War in Memory. Security and Privacy (SP), 2013 IEEE
Symposium on. :48-62. Abstract

[700] Benoit Dupont. 2013. Cybersecurity Futures: How Can We Regulate Emergent Risks? Technology Innovation Management
Review. 3:6-11. Abstract

[702] Xinxin Fan, Guang Gong. 2013. Security Challenges in Smart-Grid Metering and Control Systems. Technology Innovation
Management Review. 3:42-49. Abstract

2012

[6231636] Chasaki, D., Wolf, T.. 2012. Attacks and Defenses in the Data Plane of Networks. Dependable and Secure Computing,
IEEE Transactions on. 9:798-810. Abstract

2008

[4700419] Kottenstette, N., Koutsoukos, X., Hall, J., Sztipanovits, J., Antsaklis, P.. 2008. Passivity-Based Design of Wireless
Networked Control Systems for Robustness to Time-Varying Delays. Real-Time Systems Symposium, 2008. :15-24. Abstract

!

1992

\SITY
[202388] Waknis, P., Karsai, G., Sztipanovits, J.. 1992. A graphical programming environment for simulation of control and signal

processing systems. Southeastcon '92, Proceedings., |IEEE. :447-450vol.1. Abstract
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2014

[ID#:14-1758] Urien, Pascal, Piramuthu, Selwyn. 2014. Elliptic Curve-based RFID/NFC Authentication with Temperature Sensor
Input for Relay Attacks. Decis. Support Syst.. 59:28-36. Abstract

[ID#:14-1771] Chen, Shuai-Min, Wu, Mu-En, Sun, Hung-Min, Wang, King-Hang. 2014. CRFID: An RFID System with a Cloud
Database As a Back-end Server. Future Gener. Comput. Syst.. 30:155-161. Abstract

[ID#:14-1770] Rahman, Farzana, Ahamed, Sheikh Igbal. 2014. Efficient Detection of Counterfeit Products in Large-scale RFID
Systems Using Batch Authentication Protocols. Personal Ubiquitous Comput.. 18:177—-188. Abstract

[Chakraborty:2014:EKA:2600176.2600210] Chakraborty, Arpan, Harrison, Brent, Yang, Pu, Roberts, David, St. Amant, Robert.
2014. Exploring Key-level Analytics for Computational Modeling of Typing Behavior. Proceedings of the 2014 Symposium and
Bootcamp on the Science of Security. :34:1-34:2. Abstract

[ID#:14-1769] Niu, Ben, Zhu, Xiaoyan, Chi, Haotian, Li, Hui. 2014. Privacy and Authentication Protocol for Mobile RFID Systems.
Wirel. Pers. Commun.. 77:1713-1731. Abstract

[Escobar:2014:RFS:2600176.2600186] Escobar, Santiago, Meadows, Catherine, Meseguer, José, Santiago, Sonia. 2014. A Rewriting-
based Forwards Semantics for Maude-NPA. Proceedings of the 2014 Symposium and Bootcamp on the Science of Security. :3:1—
3:12. Abstract

[Yu:2014:SHC:2600176.2600202] Yu, Xianging, Ning, Peng, Vouk, Mladen A.. 2014. Securing Hadoop in Cloud. Proceedings of the
2014 Symposium and Bootcamp on the Science of Security. :26:1-26:2. Abstract

2013

[702] Xinxin Fan, Guang Gong. 2013. Security Challenges in Smart-Grid Metering and Control Systems. Technology Innovation
Management Review. 3:42-49. Abstract

[Mazurek:2013:MPG:2508859.2516726] Mazurek, Michelle L., Komanduri, Saranga, Vidas, Timothy, Bauer, Lujo, Christin, Nicolas, io
Cranor, Lorrie Faith, Kelley, Patrick Gage, Shay, Richard, Ur, Blase. 2013. Measuring Password Guessability for an Entire
University. Proceedings of the 2013 ACM SIGSAC Conference on Computer &#38; Communications Security. :173—186. Abstract
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[Chakraborty:2014:EKA:2600176.2600210] Chakraborty, Arpan, Harrison, Brent, Yang, Pu, Roberts, David, St. Amant, Robert.
2014. Exploring Key-level Analytics for Computational Modeling of Typing Behavior. Proceedings of the 2014 Symposium and
Bootcamp on the Science of Security. :34:1-34:2. Abstract

[Mazurek:2013:MPG:2508859.2516726] Mazurek, Michelle L., Komanduri, Saranga, Vidas, Timothy, Bauer, Lujo, Christin, Nicolas,
Cranor, Lorrie Faith, Kelley, Patrick Gage, Shay, Richard, Ur, Blase. 2013. Measuring Password Guessability for an Entire
University. Proceedings of the 2013 ACM SIGSAC Conference on Computer &#38; Communications Security. :173-186. Abstract

[Escobar:2014:RFS:2600176.2600186] Escobar, Santiago, Meadows, Catherine, Meseguer, José, Santiago, Sonia. 2014. A Rewriting-
based Forwards Semantics for Maude-NPA. Proceedings of the 2014 Symposium and Bootcamp on the Science of Security. :3:1—
3:12. Abstract

[Yu:2014:SHC:2600176.2600202] Yu, Xianging, Ning, Peng, Vouk, Mladen A.. 2014. Securing Hadoop in Cloud. Proceedings of the
2014 Symposium and Bootcamp on the Science of Security. :26:1-26:2. Abstract

Journal Article

[ID#:14-1771] Chen, Shuai-Min, Wu, Mu-En, Sun, Hung-Min, Wang, King-Hang. 2014. CRFID: An RFID System with a Cloud
Database As a Back-end Server. Future Gener. Comput. Syst.. 30:155-161. Abstract

[ID#:14-1770] Rahman, Farzana, Ahamed, Sheikh Igbal. 2014. Efficient Detection of Counterfeit Products in Large-scale RFID
Systems Using Batch Authentication Protocols. Personal Ubiquitous Comput.. 18:177—188. Abstract

[ID#:14-1758] Urien, Pascal, Piramuthu, Selwyn. 2014. Elliptic Curve-based RFID/NFC Authentication with Temperature Sensor
Input for Relay Attacks. Decis. Support Syst.. 59:28-36. Abstract

[ID#:14-1769] Niu, Ben, Zhu, Xiaoyan, Chi, Haotian, Li, Hui. 2014. Privacy and Authentication Protocol for Mobile RFID Systems.
Wirel. Pers. Commun.. 77:1713—-1731. Abstract —0
—O0
[702] Xinxin Fan, Guang Gong. 2013. Security Challenges in Smart-Grid Metering and Control Systems. Technology Innovation

Management Review. 3:42-49. Abstract
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2014

Google Scholar

[Anonymous]. 2014. HotSoS '14: Proceedings of the 2014 Symposium and Bootcamp on the Science of Security. Abstract

Institute for Software Integrated Systems

World-class, interdisciplinary research with global impact.
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HotSoS '14: Proceedings of the 2014 Symposium and Bootcamp on the Science of Security

Laurie Williams

HotSoS '14: Proceedings of the 2014 Symposium and Bootcamp on the Science of Security

Conference Proceedings
2014

Symposium and Bootcamp on the Science of Security
ACM

Raleigh, NC

978-1-4503-2907-1

Access Control, Architectures, Control, Distributed Systems Security, Foundations, Human and Societal Aspects of Security and
Privacy, Modeling, Moving-Target Defense, Network security, phishing, science of security, Social Engineering Attacks

The Symposium and Bootcamp on the Science of Security (HotSoS), is a research event centered on the Science of Security
(So0S). Following a successful invitational SoS Community Meeting in December 2012, HotSoS 2014 was the first open
research event in what we expect will be a continuing series of such events. The key motivation behind developing a Science of
Security is to address the fundamental problems of cybersecurity in a principled manner. Security has been intensively studied,
but a lot of previous research emphasizes the engineering of specific solutions without first developing the scientific
understanding of the problem domain. All too often, security research conveys the flavor of identifying specific threats and
removing them in an apparently ad hoc manner. The motivation behind the nascent Science of Security is to understand how
computing systems are architected, built, used, and maintained with a view to understanding and addressing security
challenges systematically across their life cycle. In particular, two features distinguish the Science of Security from previous
research programs on cybersecurity. Scope. The Science of Security considers not just computational artifacts but also
incorporates the human, social, and organizational aspects of computing within its purview. Approach. The Science of Security
takes a decidedly scientific approach, based on the understanding of empirical evaluation and theoretical foundations as
developed in the natural and social sciences, but adapted as appropriate for the "artificial science" (paraphrasing Herb Simon's
term) that is computing.
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Sandboxes impose a security policy, isolating applications and their components from the rest of a system. While many sandboxing techniques exist,

state of the art sandboxes generally perform their functions within the system that is being defended. ... expand
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Security features are often hardwired into software applications, making it difficult to adapt security responses to reflect changes in runtime context
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The Maude-NRL Protocol Analyzer (Maude-NPA) is a tool for reasoning about the security of cryptographic protocols in which the cryptosystems satisfy
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As a member of the CPS-VO, you can create a bibliographic reference that can be added to the groups of which you are a member. If
you are a "Trusted User”, you have permissions to import a batch of bibliographic references using a BibTeX file.

You can create single bibliographic references by following the instructions in the table below.

Select the "Create Bibliographic Reference” link in the "Collaborate” toggle menu which is located in the lower left sidebar on
your group page.

1. Paste the BibTeX code copied from a digital library

a. Paste BibTeX code into expanded "Paste BibTeX"™ text area.

=

. Select "Populate using BibTeX"™
You will be taken to an edit page where you may review the information in the fields that have been populated and make any

necessary changes
d. Select the "Save” button to the bottom left of the editing window. Your biblicgraphy reference will populate on the biblio page
of the group(s) you selected. (The group which you created the bibliography reference from is selected by default).

2. Enter the publication details manually

a. Select "Publication Type™ from the dropdown menu

b. Continue to fill in details as form fields emerge

Select "Authors”, "Other Biblio Fields™, and/or other pertinent information from the gray vertical menu at the bottom of the
form.

d. Select the "Save” button to the bottom left of the editing window. Your biblicgraphy reference will populate on the biblio page
of the group(s) you selected. (The group which you created the bibliography reference from is selected by default).

Trusted users can import a BibTeX file to create a batch of bibliographic references. You should use batch processing if your import
file contains more than about 20 records, or if you are experiencing script timeouts during import. See instructions in the table

below.
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@INPROCEEDINGS{ID#:14-1627,
title {Security attack mitigation framework for the cloud},

author {Datta, E. and Goyal, N.},

booktitle {Reliability and Maintainability Symposium (RAMS), 2014 Annuall},

year = {2014}, @

month {3an},

pages {1-6},

{10.1109/RAMS.2014.6798457},

abstract = {Cloud computing brings in a lot of advantages for enterprise IT infrastructure; virtualization technology, which

reduction of cost, space and management efforts. However, secu

is the backbone of cloud, provides easy consolidation of resources
rity of critical and private data is a major concern which still keeps back a lot of customers from switching over from their tradi
tional in-house IT infrastructure to a cloud service. Existence of techniques to physically locate a virtual machine in the cloud
proliferation of software vulnerability exploits and cross—channel attacks in-between virtual machines, all of these together incre
ases the risk of business data leaks and privacy losses. This work proposes a framework to mitigate such risks and engineer custome
r trust towards enterprise cloud computing. Everyday new vulnerabilities are being discovered even in well-engineered software prod
ucts and the hacking techniques are getting sophisticated over time. In this scenario, absolute guarantee of security in enterprise
wide information processing system seems a remote possibility; software systems in the cloud are vulnerable to security attacks. P
ractical solution for the security problems lies in well-engineered attack mitigation plan. At the positive side, cloud computing h
as a collective infrastructure which can be effectively used to mitigate the attacks if an appropriate defense framework is in plac
e. We propose such an attack mitigation framework for the cloud. Software vulnerabilities in the cloud have different severities an
d different impacts on the security parameters (confidentiality, integrity, and availability). By using Markov model, we continuous
1y monitor and quantify the risk of compromise in different security parameters (e.g.: change in the potential to compromise the da
ta confidentiality). Whenever, there is a significant change in risk, our framework would facilitate the tenants to calculate the M
ean Time to Security Failure (MTTSF) cloud and allow - hem to adopt a dynamic mitigation plan. This framework is an add-on security
layer in the cloud resource manager and it could improve the customer trust on enterprise cloud solutions.},

{http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=Sarnumber=67984573isnumber=6798433},

{Cross Layer Security,

Markov processes;cloud computing;security of datajvirtualisation;MTTSF cloud;Markov model;attack mitigation plan;av
ailability parameter;business data leaks;cloud resource manager;cloud service;confidentiality parameter;cross-channel attacks;custo
mer trust;enterprise IT infrastructure;enterprise cloud computing;enterprise cloud solutions;enterprise wide information processing
system;hacking techniques;information technology;integrity parameter;mean time to security failure;privacy losses;private data sec
urity;resource consolidation;security attack mitigation framework;security guarantee;software products;software vulnerabilities;sof
tware vulnerability exploits;virtual machinejvirtualization technology;Cloud computing;Companies;Security;Silicon;Virtual machining
;Attack Graphs;Cloud computing;Markov Chain;Security;Security Administration},

keywords

@ARTICLE{ID#:14-1628,
title={A Survey of Cross-Layer Designs in Wireless Networks},
author={Bo Fu and Yang Xiao and Hongmei Deng and Hui Zeng},
journal={Communications Surveys Tutorials, IEEE},

2

number={1},
pages={110-126},

={10.1109/SURV. 2013.081313. 00231},
ISSN={1553-877X},

e
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The Free Encyclopedia o '
From Wikipedia, the free encyclopedia

::":’" page Reference management software, citation management software or personal bibliographic management software is software for

ntents : — i st e B
T scholars and authors to use for recording and utilising bibliographic citations (references).['! Once a citation has been recorded, it can be
Current events used time and again in generating bibliographies, such as lists of references in scholarly books, articles and essays. The development of
Random article reference management packages has been driven by the rapid expansion of scientific literature.
Donate to Wikipedia ) ) ) o ) )
Wikimedia Shop These software packages normally consist of a database in which full bibliographic references can be entered, plus a system for generating
e selective lists of articles in the different formats required by publishers and scholarly journals. Modern reference management packages can

Help usually be integrated with word processors so that a reference list in the appropriate format is produced automatically as an article is written,

About Wikipedia reducing the risk that a cited source is not included in the reference list. They will also have a facility for importing the details of publications

Community portal from bibliographic databases.

Recent changes

Contact page Reference management software does not do the same job as a bibliographic database, which tries to list all articles published in a particular
Tools discipline or group of disciplines; examples are those provided by Ovid Technologies (e.g. Medline), the Institute for Scientific Information

What links here (e.g. Web of Knowledge) or monodisciplinary learned societies e.g. the American Psychological Association (PsycINFO). These databases

Related changes are large and have to be housed on major server installations. Reference management software collects a much smaller database, of the

fil . ) h )

x::l p:ges publications that have been used or are likely to be used by a particular author or group, and such a database can easily be housed on an

Permanent link individual's personal computer.

;Ts]z;"tf;:m" Apart from managing references, most reference management software also enables users to search references from online libraries. These

Cite this page online libraries are usually based on Z39.50 public protocol. Users just need to specify the IP address, database name and keywords to start
Printiexport a Z39.50 search. It is quicker and more efficient than a web browser. However, Z39.50 is a little out of date. Some popular scientific websites,

Craate a book such as Google Scholar, IEEE Xplore and arXiv, do not support the Z39.50 protocol.
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@INPROCEEDINGS{6785340,

author={Ren-Hung Hwang and Fu-Hui Huang},

booktitle={Computing, Networking and Communications (ICNC), 2014 International Conference on},

title={SocialCloaking: A distributed architecture for K-anonymity location privacy protection},

year={2014},

month={Feb},

pages={247-251},

abstract={As location information becomes commonly available in smart phones, applications of Location Based Service (LBS) has also become very popular
and are widely used by smart phone users. Since the query of LBS contains user's location, it raises a privacy concern of exposure of user's location. K-
anonymity is a commonly adopted technique for location privacy protection. In the literature, a centralized architecture which consists of a trusted anonymity
server is widely adopted. However, this approach exhibits several apparent weaknesses, such as single point of failure, performance bottleneck, serious security
threats, and not trustable to users, etc. In this paper, we re-examine the location privacy protection problem in LBS applications. We first provide an overview of
the problem itself, to include types of query, privacy protection methods, adversary models, system architectures, and their related works in the literature. We
then discuss the challenges of adopting a distributed architecture which does not need to set up a trusted anonymity server and propose a solution by combining
unique features of structured peer-to-peer architecture and trust relationships among users of their on-line social networking relations.},

keywords={data privacy;mobile computing;query processing;social networking (online);trusted computing;K-anonymity location privacy protection;LBS
query;SocialCloaking;adversary model;centralized architecture;distributed architecture;failure point;location information;location-based service;on-line social
networking relation;security threat;smart phones;structured peer-to-peer architecture;system architecture;trust relationship;trusted anonymity server;user
location;Computer architecture;Mobile communication;Mobile handsets;Peer-to-peer computing;Privacy;Servers;Trajectory;Distributed Anonymity Server
Architecture;Location Based Service;Location Privacy;Peer-to-Peer;Social Networking},

doi={10.1109/ICCNC.2014.6785340} ,}
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SoS Lablet Working Group

Show this post in these groups.

() Public
Show this post to everyone, or only to members of the groups checked above. Posts without any groups are always public.

@ Disable notifications
Import
0
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Batch Editing Biblio Nodes

CPS-VO » SECURE DATA BANK » ADVANCED

Advanced
Home
Secure Data Bank
SoS Newsletter
Node: Type Node: Title Node: Body Public Published
(1s one of ( Contains ) ( Contains ) RSTE A TE
Reference (<Any> 3] [ <Any> %)
( Biblio I |1 | Promoted to front page Sticky
Training
Taxonomy: Term Items per page:
Malicious Wber Disoovery [ Contains any word 3] [ 100 3] Apply3 Reset
I |
Publltionsl

[ - Choose an operation -

Forums [_) Disable Notifications

Files

COLLABORATE

MEMBER INFO Post date Post: Edit
Title Type Author " Published Public Taxonomy terms link
* 15members 0 items selected. | Clear selection
= Group Manager: srees Sep 11 2014
= Member Information Table [J}Swarm Intelligence Security new Page Daniel Wolf - 11:25pm Yes Yes edit
= My membership ) Sep 11 2014
« Invite members [ JQuantum Computing (Update) new Page Daniel Wolf - 11:23pm Yes Yes edit
[ Jinternet of Things (Part 1) new Page Daniel Wolf s::;::r:“ Yes Yes edt
[ [Threat Vectors new Page Daniel Wolf s:).:;:,:,m Yes Yes edit
[ |Safe Coding new Page Daniel Wolf s:’_:é:fg” Yes Yes edit
(] Virtual Machines new Page Daniel Wolf :z:rfou T Yes Yes edit
Theoretical Cryptography new Page Daniel Wolf z;‘;:.:om T Yes Yes edit

—— o0
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Questions / Comments ?
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 |nitial Group Statistics Feature Released
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SoS Lablet Reports | Staging

= M\ > 'S

p + * cpsvo-staging.isis.vanderbilt.edu [ Reader (3]

[1] % VPN MeFinancev Me~vY WRUW PB WorkY WorkMETAY WorkVO Y TimeHole v Udemy RElI Spinfuel D8 D8blog DCblog
of Security VO | CPS-VO

Group Stats | CPS-VO Quarterly Summary Re... Reasoning about Prot... of Security VO | Staging ‘ Lablet Reports | Staging + | I

// # CPS-VO = MY GROUPS | MY ACCOUNT

STAGING
SoS Lablet Reports

Home =
Announcements
- Quarterly reports are due to the NSA on October 10, 2014.
CMU Points of Contact
Stephanie Yannacci ' - Contracting Officer Representative
Heather Lucas#’ - SoS Virtual Organization Lead
NCSU
Getting started
uluc
Each Lablet has a designated menu tab where new reports will be initiliazed and previous reports can be found. New reports will be
UMD initialized by the business manager.
Editing Reports:
Members
= Navigate to your Lablets menu tab
Modboard L] Ufe the filters to ﬂnc.! your report
= Click on the report title
= Review the report content
Forums

Select [EDIT] from the menu located just above the content
= Enter details in the appropriate text areas
Files = Review 'Vocabularies' to ensure the correct quarter has been selected and the correct hard problems have been identified
= Change the 'Document Master' to the next person in the workflow*
= Enter a log message (These are included in the notification emails that are sent out as well as the report's revision history)

COLLABORATE = Save

Feedback

SUBGROUPS *Each Lablet may determine the workflow suits them best. The report is passed to the next person in the workflow by changing the
document master.

MEMBER INFO Detailed tutorial instructions may be found here

= 101 members




Group Stats

Home

All

CMU
NCSU
uluc
UMD
Members
Modboard
Forums

Files

COLLABORATE

SUBGROUPS

MEMBER INFO

= 101 members

= Group Manager: stuart

= Member Information Table
= My membership

= |nvite members

STAGING » SCIENCE OF SECURITY VO » SOS LABLET REPORTS » GROUP STATS

’. AY

Member Stats |V Stats][Node Creation Stats][Node Activity Stats]

Download this data as a Microsoft Excel compatible CSV file.

Click and drag to highlight a time period for closer inspection.

I Total Members

B New Members

Total Members

101

2014-09-23

100

80

60

Jul 01 Jul 16 Aug 01 Aug 16 Sep 01 Sep 16



STAGING » SCIENCE OF SECURITY VO » SOS LABLET REPORTS » GROUP STATS

Group Stats

Home

All

CMU
NCSU
uluc
UMD
Members
Modboard
Forums

Files

COLLABORATE

SUBGROUPS

MEMBER INFO

n

= 101 members

= Group Manager: stuart

= Member Information Table
= My membership

= Invite members

[Member Stats][Invite Stats}[Node Creation Stats |[\[eJe[RteelV a3 =15

Download this data as a Microsoft Excel compatible CSV file.

Click and drag to highlight a time period for closer inspection.

©
o

B Cumulative Activity
Nodes Added or Edited

1750

1250

1000

750

250




Agenda

e Graphical Sitemaps are in Development
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LIVE DEMO

>0

Institute for Software Integrated Systems X7| VANDERBILT UNIVERSITY

World-class, interdisciplinary research with global impact.




APPENDIX
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* Tearlines are Deployed
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http://cps-vo.org/group/sos/lablet/reporting

“ O 2| | A | + | cps-vo.org
VPN  MeFinance ¥ Me~¥ WRUW PB Work¥ WorkMETA
Welcom Content Unified 1 Anonym

Al

Home

All

CMU

NCSU

uiuc

UMD

Members

Modboard

Forums

Files

|

LLABORATE

SUBGROUPS >
MEMBER INFO [~ |

101 members

Group Manager: stuart
Member Information Table
My membership

Invite members

CPS-VO » SCIENCE OF SECURITY VO » SOS LABLET REPORTS » ALL

& All | CPS-VO

IEEI

Work.VO ¥

E Xpl

TimeHole v Udemy REI

Southea. Intersec.

Spinfuel

D8
All

D8blog

CPS.

ais > Fl oo @ I

DCblog

All | CP.

[

»[ + [m

Quarter Status Lablet Hard Problem(s) Title
July'14 Business Manager cMU Scalability and C
Oct'14 Project PI NCSU Policy-Governed Secure Collaboratiol Public
Lead PI uiuc Metrics
NSA Program Manager UMD Resilient Architectures <Any> +| | Apply
Approved by NSA Human Behavior
Reset
Make region 1 private to the group | | Make region 1 publicly visible | | Update metadata
Disable Notifications
Log
Created
() Project Title Lablet Quarter Hard Problem(s) Status Updated Public
0items selectec. | Clear selection
Scalabil omposabilty, Poicy-Govemed Secu s 4
e labity and Composabilty, Policy-Govemed Secure  NSA Oct 1 oct 15
o CMU  Octt4  Collabor Resiient Architectures, Human ~ Program 2014 2014~ Yes
Behavior Manager  507pm  9:01am
NSA oct10  Oct1s
Verification of Hyperproperties - UMD
UMD  Oct14  Scalability and Composabiity Progam  2014-  2044-  No
Manager  126pm  12:49pm
Trustworthy and Composable Software SR Q10RO 15
uvo Scalability and Composabilty Pr 1 2014-  No
Systems with Contracts - UMD upx
Manager  126pm  1:10pm
NSA oct10  Oct1s
Empirical Models for Vulnerabilty Exploits
uvo Metrics Progam  2014-  2044-  No
- UMD updated
Manager  126pm  1:03pm 3
. NSA Oct 10 Oct 15 b
Human Behavior and Cyber Vnerabiliies el
uvo Metrics, Human Behavior Progam  2014-  2044-  No °
- UMD updated )
Manager  12¢pm  1:09pm >
w
NSA oct10  Oct1s
Does the Presence of Honest Users Af
UMD  Oct14  Human Behavior Progam  2014-  2014-  No
Intruders' Behavior? - UMD updated
Manager  123pm  t:16pm
Scalability and Composabilty, Policy-Govered Secura Oct14
User-Centered Design for Security-UMD UMD Oct14  Collaboration, Metrics, Resiient Architectures, Human  Lead PI 2014-  No

>0

* See http://cps-vo.org/node/13494 for an intro/review of Tearlines
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Proposal for Linking Group Project
Descriptions to Quarterly Reports

Welcome t

&

& - 9 cps-vo.org

VPN  Me.Finance ¥

Content

Me ¥

C

WRUW PB  Work ¥

Unified Im

j/ # CPS-VO MY GROUPS = MY ACCOUNT

SCIENCE OF SECURITY

Work.META ¥

Work.VO ¥ TimeHole v Udemy REl Spinfuel D8 D8blog DCblog

Anonymity IEEE Xplor. All | CPS-VO Reporting Projects

a5 () s @ I

Science of Security

Lablet Research Initiative

Institute for S

CPS-VO » SCIENCE OF SECURITY VO » NCSU SCIENCE OF SECURITY LABLET RESEARCH INITIATIVE » PROJECTS
Projects

Home

Projects

Past Projects

Activity Stream

Members

Content Editor

Forums

Files

SUBGROUPS 2]
MEMBER INFO -

LLABORATE

53 members

Group Manager: Laurie Williams

Member Information Table
My membership
Invite members

Projoct Title
An Investigation of Scentiic

k.

Principles Involved in At
Understanding the Fundamental
Limits in Passive Inferance of.

of user behavior

tion Theory of Secure
Software Development Tools

Low-level Analytics Models of
Cognition for Novel Security P.

e Trust Tor

led Basis for Enabling

lence of Timing Channels in

dem Cloud Environments

Studying Latency and Stabilty of
Closed-Loop Sensing-Based.

Spa

temporal Se

curity Analytics

d Human Cogniton
T
User Center Security Design

Scientific Basis for

bile Malware

Quanfying M
Threats

An Investigation of Scientific
Principles Involved in Softwa.

Argumentation asis for

Reasoning about Security

Shared Perceptual Visualizations

For System Securt

Empirical Pri
Utiity of Anonymize

cy and Empirics

Improving the Us:

ty of Security

Requirements by Software.

Software Sec:

y Metrics

Developing a User Profile to

hishing Suscaptibiity

High-assurance systems, for which secury is especially critical, should be designed to a) auto-detect atiacks (even when correlated): b) iso-
late or interfere with the activities of a potential or actual attack: and (3) recover & secure state an

Itis widely acoepted that wireless channels decorrelate fast over space, and half a wavelength is the key distance met

ic used in existing wire-
less physical layer security mechanisms for security assurance. We believe that this channel correlation model...

Itis already true that the majority of users’ computing experience is a mobile one. Unfortunately that mobile experience is also more risky:
users are often mulitasking, hurrying or uncomfortable, leading them to make poor decisions. Our goal i to use.

Programmers interact with a variety of tools that heip them do their jobs, from “undo to FindBugs' security wamings to entire development en-
vironments. However, programmers typically know about only a small subset of tools that are avaiable, even wher

Akey concem in securityis ientifying dfferences between human users and "bat" programs that emulate humans. Users with malicious intent
will often utiize wide-spread computational attacks i order to exploit systems and gain control, Conventional...

Tis project seeks to Gevelop & deeper understanding of trust than s supporied by current methods, which largely disregard the undertying re-
lationships based on which people trust of not trust each cther. Accordingly, we begin from the notion of what we...

The eventual goal of our research is to develop & principied design for comprehensively mitigating access-driven tming channels in modem
‘compute clouds, particuiarty of the “infrastructure as a service” (1aaS) variety. This type of cloud permits the.

I this project, our focus is on understanding a ciass of security systems in analytical terms at a certain level of abstraction. Specifically, the
systems we intend to look at are (1) multipath routing (for increasing reliability). (i) cynamic..

Akey concem in security is identiying Gfferences between human users and "bot” programs that emulate humans. Users with malicious intent
will often utize wide-spread computational attacks in order o exploit systems and gain control. Conventional...

Human interaction is an integral part of any system. Users have daily interactions with a system and make many decisions that affect the over-
i state of security. The fallibilty of users has been shown but there is itte research focused on the..

In this project, we aim to systematize the knowledge base about existing mobile malware (especially on Android) and quantiy their threats s
that we can develop principied solutions to provably determine their presence or absence in existing marketplaces.

Fault elimination part of software security engineering hinges on pro-active detection of potential vuinerabities during software development

stages. This project is currently based on known..

g on a) an
This project involves the appication of argumentation techniques for reasoning about polices, and securty decisions in particular. Specificaly,
we are producing a security-enhanced argumentation framework that () provides not only inferences to draw...

We are

tudying how to harness human visual perception in information display. with a specific focus on ways to combine layers of data in a
common, wek-understood dispiay framework. Our visualization techniques are designed to present data in ways that.

TEAM

PI: Ting Yu

Students: Xi Gang, Entong Shen

This project aims to discover general theory to expiain what cues security experts use o decide when to apply security requirements and how
1o present those cues in the form of security pattems to novice designers in a way that yields improved securty..

Software securty metrics are commonly consicered as one critical companent of science of security. We propose o investigate existing met-
rics and new security metrics to predict which code locations are likedy to contain vuinerabities. In particular,.

Prishing has become a serious thveat in the past several years, and combating it s increasingly important. Why do certain people get phished
and others do not? In this project, we aim 1o identiy the factors that cause people o be susceptible and...

World-class, interdisciplinary resea;:ch with global impact.
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1. Define a ‘Projects’ Taxonomy

Terms in SoS LR: Project | Staging

2 A |+ & cpsvo-staging.isis.vanderbilt.edu

## VPN MeFinancey MevY WRUW PB WorkY WorkMETAY WorkVO Y TimeHole v Udemy RElI Spinfuel D8 D8blog DCblog

Group Stats | CPS-VO

SoS Quarterly Summary Report - UMD | Staging ‘ Terms in SoS LR: Project | Staging

STAGING » SCIENCE OF SECURITY VO » SOS LABLET REPORTS » TAXONOMY

Taxonomy

Home

All

CMU

NCSU

uluC

UMD

Members

Modboard

Forums

Files

[ ~FAiApopATE

Add term

Name Operations

+ CMU edit
+ A Language and Framework for Development of Secure Mobile Applications edit
+ Epistemic Models for Security edit
+ Geo-Temporal Characterization of Security Threats edit
+ Highly Configurable Systems edit
+ Multi-Model Run-Time Security Analysis edit
+ Race Vulnerability Study and Hybrid Race Detection edit
4  Science of Secure Frameworks edit
+ Secure Composition of systems and Policies edit
+ Security Reasoning for Distributed Systems with Uncertainty edit
+ Usable Formal Methods for the Design and Composition of Security and Privacy Policies edit
+ USE: User Security Behavior edit

+ NCSU edit
4 AHuman Information-Processing Analysis of Online Deception Detection edit
+ Attack Surface and Defense-in-Depth Metrics edit
+ Automated Synthesis of Resilient Architectures edit

t Formal Snecification and Analvsis of Securitv-Critical Norms and Palicies

adit

Feedback
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2. Tag every Quarterly Project
Report correctly with it’s ‘Project
X' term from this new Taxonomy
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Reasoning about Protocols with Human Participants | Staging

4 > O 2 A+ 9% cpsvo-staging.isis.vanderbilt.edu

[I] ## VPN MeFinanceYy MevY WRUW PB

Group Stats | CPS-VO

# CPS-VO = MY GROUPS | MY ACCOUNT

SCIENCE OF SECURITY

Work ¥ WorkMETAY Work.VO Y TimeHole v Udemy REl Spinfuel D8 D8blog DCblog
SoS Quarterly Summary Report - UMD | Staging

Science of Security b

Lablet Research Initiative

STAGING » GROUPS » UMD SCIENCE OF SECURITY LABLET RESEARCH INITIATIVE
Reasoning about Protocols with Human Participants

Home

Projects -
Activity Stream

Members

Content Editor

Forums

Files

COLLABORATE J

SUBGROUPS -

= Science of Security VO
= NCSU Science of Security
Lablet Research Initiative

I

= CMU Science of Security
Lablet Research Initiative
= UIUC Science of Security
Lablet Research Initiative
= Moving Target Research
= SoS Working Group

= S0S-VO Training Group

= Symposium and Bootcamp

Submitted by jkatz on Thu, 04/10/2014 - 2:20p

Existing protocol analysis are typically confined to the electronic messages exchanged among computer systems running at the
endpoints. In this project we take a broader view in which a protocol additionally encompasses both physical technologies as well
as human participants. Our goal is to develop techniques for analyzing and proving security of protocols involving all these entities,
with open-audit, remote voting systems such as Remotegrity as our starting point.

Pl
(@
3

jkatz

Co-PI(s) )
I 3]

poorvi

Related Artifacts
B Quarterly Project Reports

Reasoning about Protocols with Human Participants

Reasoning about Protocols with Human Participants

A,

83 reads | PDF version | Printer-friendly version E=

1 ) Reasoning about Protocols w@ Human Participants |...

Feedback



Utilize ‘Related Artifacts’ Feature

Related Artifacts

Vocabulary Terms Alias

+ VOCABULARY: TERMS: ALIAS: )
SoS LR: Project > ocmu Quarterly Project Reports
JNCSU
P[Ve
UMD
) Does the Presence of Honest Users Affect Intrud...
) Empirial Models for Vulnerability Exploits
) Human Behavior and Cyber Vulnerabilities
¢)Reasoning about Protocols with Human Participants
Trust, Recommendation Systems, and Collaboration
Trustworthy and Composable Software Systems wit...
Understanding Developers' Reasoning about Priva...
User-Centered Design for Security
Verification of Hyperproperties

<

4VvY

Add more values
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Reasoning about Protocols with Human Participants | Staging

T . .. . [
4 > O 2 A+ 9% cpsvo-staging.isis.vanderbilt.edu (4 Reader QK®}
[J] ## VPN MeFinanceYy Mev WRUW PB WorkY WorkMETAY WorkVOY TimeHole v Udemy RElI Spinfuel D8 D8blog DCblog

Group Stats | CPS-VO | SoS Quarterly Summary Report - UMD | Staging | € Reasoning about Protocols w@ Human Participants |... |+ | mm
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Science of Security b

Lablet Research Initiative

SCIENCE OF SECURITY

STAGING » GROUPS » UMD SCIENCE OF SECURITY LABLET RESEARCH INITIATIVE
Reasoning about Protocols with Human Participants

Home Submitted by jkatz on Thu, 04/10/2014 - 2:20p
q Y Existing protocol analysis are typically confined to the electronic messages exchanged among computer systems running at the
Projects A 3 : Con - - .
endpoints. In this project we take a broader view in which a protocol additionally encompasses both physical technologies as well
as human participants. Our goal is to develop techniques for analyzing and proving security of protocols involving all these entities,
Activity Stream with open-audit, remote voting systems such as Remotegrity as our starting point.
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Content Editor =

Forums

Files

COLLABORATE '

SUBGROUPS -
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®

Related Artifacts
B Quarterly Project Reports
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