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Why cybersecurity of additive manufacturing?

New technology Industry 4.0 Use Cases

• Healthcare

• Aviation

• Automobile

• 24% ACGR

• AM – Mass customization

• IoT

• Cloud Computing

• Big Data 

• AI

• Fundamentally 

different

• Not designed with 

security in mind

• AM is a CPS

5

Less security 

awareness

Easier access to 

attackers

Higher rewards 

for attackers



Major attack goals

Intellectual Property Theft

Denial of Service

Defected printed Object

Confidentiality

Integrity

Availability

Sabotage Attacks

Focus of 

this paper
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Sabotage Attacks on 3D Printing Process

Types of Sabotage Attacks

 Geometry Related

 External 

 Internal

 Filament-density Related

 Timing Sequence Related

 Anisotropy

 Printing Speed

 Thermodynamics Related

Sabotage attack’s aim is to weaken, damage or destroy the 

printed object
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Direct manipulable physical processes in FFF printing

 Primary or direct manipulable processes
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Sophos3DP : A framework to detect 

sabotage attacks
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Sophos3DP – A Framework for Secure FDM Printing
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Process Visualization

o Filament used

Thermal Profile

o Nozzle Temperature 

o Bed Temperature
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3D printer

o Cmd Sequence
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Data Acquisition - Kinetics

 Optical Encoders

 Rotary encoders for x,y, filament 
movement

 Linear encoder for printing bed 

 Accumulation through Arduino

Linear Strip Encoder for 

bed movement

Outer end of printhead 

driving shaft
Shaft extender – PLA 

printed cylinder

Rotary optical encoder deployment steps

Encoder mountingInstallation completed

Encoders => Arduino -> control PC

Pictures from our experiment on Ultimaker3 printer



Thermocouple 

output

MAX31855 driver to 

amplify signal

Convert to nozzle 

temperature

Thermistor output

Voltage Divider Circuit

Convert to bed 

temperature

Thermocouple 

mounted on nozzle
Thermistor 

mounted on printer 

bed

Nozzle and Bed Temperature sensors

Data Acquisition - Thermodynamics



Selected Sensors

Higher resolution sensors can be used for improved resolution

Go Back To 

Framework



G-code to synthesized data set

 Challenge

 G-code file does not mention 

instruction execution time

 Detection solution assumes no 

knowledge of firmware
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• Solution
• Model the printer (firmware + hardware)

• Linear and 2nd order derivatives based 
interpretation of instructions

• Error is calculated and distributed across the 
layer data set after every layer

222  ;TIME_ELAPSED:57.715992

223   ;LAYER:1

224   M140 S60

225 M106 S255

226 ;TYPE:FILL

227 ;MESH:single_bar_60x15x4mm_without_walls.stl

228 G1 F2400 X102.71 Y95.68 E24.93945

229 G1 X102.32 Y95.68 E24.94413

230 G1 X102.319 Y94.71 E24.95576

472   G0 F6000 X102.319 Y95.289

473   ;TIME_ELAPSED:98.312862

474   ;LAYER:2

475 ;TYPE:FILL

476;MESH:single_bar_60x15x4mm_without_walls.stl

477G1 F2400 X102.71 Y95.68 E42.42031

478 G1 X102.32 Y95.68 E42.42499

ErrorL-1 = Gcode-Time L-1 - Modeled-Time L-1

ErrorL-1 distributed across all data points in 

DatasetL-1



Output: LayerMap and TimeProfile

Input: G-code File

while (! (End of  G-code File))

pickNextInstruction()

if(layerEnd)

finalize(LM,TP) for CurrentLayer

update(z_profile)

else if  (PrintingParameter)

Update Pms // current parameter set

else if  (MoveCommand)

Update x2, y2, e2 ← Bx,y,e

LM ← pathProfile(x1,y1,e1,x2,y2,e2,LM, 

Pms)

TP ← timeProfile(TP, x2,y2,e2 , Pms)

Assign x1,y1,z1 ← x2,y2,e2

return LM, TP
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Algorithm: G-code file to space and time profiles



G-code to Space-Domain 

Go Back To 

Framework



Sensors data to time and space domain profile
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• Solution:
• Higher resolution sensors for low 

speed axis

• Dual sampling rate introduced

• High sampling to track nozzle 
movement

• Low sampling to establish the 
filament extrusion state

• Sampling rates

• covers the printing speed limits

• Acquisition system capacity

• Alignment move

• (Δx > 0 || Δy > 0 )  & Δe ==0

• Extrusion move

• (Δx > 0 || Δy > 0 )  & Δe > 0

• Filament moves much slower than x/y motors

• Is this an extrusion and alignment move?

• Sampling rate: the higher the better ?

FSt1 = a;  FSt2 = a;     FSt3 = a’ ;      FSt3 = a’



Steady SamplesFast Samples

Raw sensors data to time domain



Steady SamplesFast Samples

Raw sensors data to space domain

Go Back To 

Framework



Sophos3DP space domain representation
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Camera image of the printed 

part

Image generated by Sophos3DP 

from the sensors data set (single 

layer)



Process analysis

 Pixel for pixel || sample for sample mapping?

 Three distinct view points

 Time domain

 Space domain

 G-code instruction

 Evaluation carried out after each layer is printed

Aspects to Analyze Features

Layer Geometry Dimensions, Shape

Filament Consumption Per layer, Per region,  per G-code command

Z-profile Layer Thickness

Timing Profile Toolpath Sequence, Speed

Thermal Profile Nozzle Temperature, Bed Temperature

G-code Command 

Verification

Vertices, Path, Filament Consumption, 

Command Sequence



Algorithm : G-code commands verification

Output: G-code commands integrity status

Input: G-code file , SensorData 

Synchronize sample series “S” with 1st command>1mm: 

move from A to B

∀ i ∈ SampleSequence

Assume si = A , if  ∃ s𝑗 s.t.

|d𝑖,𝑗 - |AB|| ≤ th𝑣𝑒𝑟𝑡𝑒𝑥 // ie. B in vicinity of  (s𝑗 )

AND slope𝐴𝐵 ≡ slope(si , s𝑗 )

if  s𝑗 NotFound → return: Sync Failed

else Sync Achieved, Verify Individual Cmds

∀ k ∈ Gcode_Mov_Cmds:

Find sample si corresponding to vertex A

if  A found:

refineVertex(A)→ si
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while B found: Chronologically test fol

1. d(si+1 - 𝐵 ) ≤ d(si - 𝐵 )

2. dist (si –AB) ≤ th𝑝𝑜𝑖𝑛𝑡 2𝑙𝑖𝑛𝑒

if  B found:

refineVertex(B)→ s𝑗

else: return “Cmd k failed due to {Reason}”

// Filament consumption test //

if  ((e(𝑠 𝑗)-e(𝑠𝑖) ) – (e𝐵 - e𝐴 ) ) ≤ th𝑓𝑖𝑙𝑎𝑚𝑒𝑛𝑡

“Cmd k Verified”

else return Cmd k failed due to {Reason}

return “Cmd verification test passed”



Attack verdict processing

 Challenges

 Physical process has tolerances

 Measurement errors

 Slicer software estimation errors

 Modeling approximation errors
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 Our approach

 Print a set of various benign objects 

 Tweak the alert thresholds to ensure zero FP [each feature is already calibrated]

 Print a set of attacked samples with high magnitude deviations

 Gradually reduce the magnitude of attack parameter to the boundary of zero FN

 Set of parameter values corresponding to zero FP and zero FN represents Sophos3DP 

performance



Sophos3DP detection thresholds

 Printed objects of various shapes / infills / 

speeds / other printing parameters

 Find out deviations b/w sensors data and 

corresponding G-codes

 Alert thresholds relaxed till the achievement 

of zero False Positives

 For a 5 cm x 5 cm-> 2500 mm2, 1 mm2

deviation is 0.04 %
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Performance of detection algorithms

1: Space domain analysis ;   2: Time domain analysis;   3: G-code command verification



261: Space domain analysis ;   2: Time domain analysis;   3: G-code command verification



Sophos3DP Evaluation



Sophos3DP Performance 

on Test Attacks

 16 different types of attacks conducted

 Patterns and design files were changed 

BUT attack magnitudes kept bigger than 

the detection capability

 All attacks successfully detected



Cavity Attack based on Design Change

Intermediate Layer – Original File Intermediate Layer – After Attack

• Change in design stage results in BIG attack footprint
• G-code commands sequence

• Space domain layout

• Timing profile 

• Filament-kinetic profile



Cavity Attack based on Filament Kinetics

Final printed object has no visible 

deformation

Cavity seen during the printing – picture 

taken after printing is paused

Bitmap image generated from the G-code file Bitmap image generated from the sensors data



Thermodynamic Attacks

Temperature 

change command

Revert to 

Default

command

(b)  Low temperature in the center

(a)  High temperature in the center

Direction of Print

• Planned temperature variations 

can induce thermal stresses in 

the object

• Two attack variations

• Increasing the temperature

• Reducing the temperature

Infill pattern toolpath sequence in the rectangular 

bar



Toolpath Re-sequence 

Attack

• Toolpath sequence is important 

parameter in FDM

• Tested Sophos3DP on very small 

change

• 3 commands creating corner 

triangle re-sequenced

• Detects on the first modified 

command



Future Work



Future Work – Sophos3DP+

 Monitoring direct manipulable processes – Missing elements

 Attack may not be detectable in one layer 

 XZ, YZ, any other plane or not confined to a plane

 Features not incorporated in G-codes

Printer 

translates G-codes
G-codes

Printed 

object

Printer

G-codes
Printed 

object
translates G-codes

Added features



Conclusion

 Sophos3DP is a modular integrity checking framework 

 It utilizes ubiquitous sensors to attain printing state independent of the process 

chain

 Deploys multi-domain analysis to detect inconspicuous attacks

 No machine learning or profile generation required for new objects

 Aligned with Industry 4.0 vision of mass customization

 Future directions



Questions?
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Thanks!!
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Ye Li yli@bradley.edu
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