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Abstract

The information environment consists of three interrelated dimensions which are the physical,
the informational and the cognitive. The most important of these is the cognitive dimension
which encompasses the minds of people who interact with information and make decisions using
information. Employing cyberspace operations, attackers use spearphishing to engage in
espionage, sabotage and other intelligence-related activities. We discuss the use of an enhanced
user interface as a means of counterintelligence to disrupt spearphishing attacks. We describe
how improved usability can help the targets of spearphishing act as a sensor network which can
provide information superiority over the spearphishing attackers.
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The Challenge of Cyberspace

We have known for a long time that there are significant vulnerabilities, and that these
vulnerabilities are going to accelerate as time goes by, both in systems within government and
within the private sector.

- President Barack Obama'

On 05 February 2015, Anthem, a Blue Cross Blue Shield insurance company, reported that
“hackers” had compromised information regarding about 80 million people in a “very
sophisticated” cyberattack.” The report of this attack was followed in short order by similar
reports from health insurance companies Premera, CareFirst, and EmpireBlue.3 On 04 June 2015,
the Office of Personnel Management reported the compromise of records regarding about four
million current and former federal employees.* Within hours of the President’s remarks quoted
above, the U.S. Army reported that its official website, army.mil, had been compromised.

Hackers engaging in very sophisticated cyberattacks raise the specter of adversaries commanding
technologies far more advanced than our own. What tools are being used to compromise millions
of insurance records, the defense secrets of the United States, major news organizations and the
President’s own calendar?’ The answer is targeted deceptive email, otherwise known as
spearphishing.

It is estimated that 91% of Advanced Persistent Threat (“APT”) infiltration involves
spearphishing and of that 95% uses email attachments.® Reports of state affiliated APT often find
that 100% of the attacks use spearphishing.’ This paper discusses the application of the
principles of intelligence and information operations to defend against spearphishing.
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What is Cyberspace?

Cyberspace consists of many different and often overlapping networks, as well as the nodes (any
device or logical location with an internet protocol [IP] address or other analogous identifier)
on those networks, and the system data (such as routing tables) that support them.

- Joint Publication 3-12(R), Cyberspace Operations®

Joint Publication 3-12(R), Cyberspace Operations, sets forth a three-tiered architecture to
describe Cyberspace:

The Three Layers of Cyberspace
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Figure I-1. The Three Layers of Cyberspace

Illustration 1

The physical layer consists of the physical components of the network that are geographically
fixed. The logical network layer consists of those elements of the network that are related to one
another but are not geographically fixed, for example, a website can be allocated over several
physical servers, yet accessed by a single URL. The cyber-persona layer consists of the entities
that are using the physical network layer and the logical network layer. The logical network layer
contains digital representations of the cyber-persona layer. Rights of entities in the cyber-persona
layer to access and use the physical network layer and the logical network layer are controlled by
these digital representations. These rights are commonly called “credentials.”

What are attackers doing? Attackers are using cyberspace operations to seize control of
computers in order to instruct the computers to perform tasks for the attacker. Malware, bugs and
misconfigurations are merely methods used to seize control, substituting the attacker for the
authorized user. For example, if equipment is configured to use the default factory passwords or
weak passwords, the attacker can use this configuration error to gain control of the equipment.
Likewise, attackers can gain control of systems by exploiting programming errors such as stack
overloads, cross-site scripting errors or SQL injection.

Attackers frequently exploit a non-technical attack surface. In the case of APT, and particularly
cyber-espionage, the attack surface is not the data processing system, but the system controls that
are external to the computers - the user. In these cases, the attackers use social engineering
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techniques to convert the authorized user into an Unintentional Insider Threat (“UIT”). In
research funded by the Department of Homeland Security, CERT Division of Carnegie Mellon
University provides this definition of UIT:

An unintentional insider threat is (1) a current or former employee, contractor, or
business partner (2) who has or had authorized access to an organization’s network,
system, or data and who, (3) through action or inaction without malicious intent, (4)
unwittingly causes harm or substantially increases the probability of future serious harm
to the confidentiality, integrity, or availability of the organization’s resources or assets,
including information, information systems, or financial systems.’

This research replaces the previous term, UIT-HACK, with two new terms.
PHISHING/SOCIAL, Malware:
An outsider’s electronic entry acquired through social engineering (e.g., phishing email
incident, planted or unauthorized USB drive) and carried out via software, such as
malware and spyware. ™
PHISHING/SOCIAL, Credentials:
An outsider’s electronic entry acquired through social engineering (e.g., phishing email
incident) and carried out through compromised credentials, including passwords and
other identifying information.**

As CERT discusses, these two definitions are important because they identify a common

technique, social engineering, and two different implantations, malware and credentials. The
similarities and differences help identify appropriate defense and mitigation strategies.

Information Operations

The nation’s state and non-state adversaries are ... aware of the significance of [the information
environment], and will use information-related capabilities (IRCs) to gain advantages in the
information environment, just as they would use more traditional military technologies to gain
advantages in other operational environments.

- JP 3-13 Information Operations'*

UIT adds two important concepts, information and people, to the definition of Cyberspace. With
the addition of information and people to the operational environment, a more expansive view of
the cyber domain is revealed. Rather than a universe comprised of data processing systems,
Cyberspace is seen as a subset of the physical dimension of the Information Environment.
Similarly, cyberspace operations (CO) is seen as a subset of information operations."

JP 3-13 Information Operations states the information environment is made up of individuals,
organizations, and systems that collect, process, disseminate, or act on information. This
environment is comprised of three interrelated dimensions which continuously interact with
individuals, organizations, and systems. These three dimensions, the physical, informational, and
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cognitive, are illustrated in this figure from JP3-13:"

The Information Environment

Cognitive Dimension
Human-Centric

) g
Informational Dimension Physical Dimension
Data-Centric Tangible, Real World

Figure I-1. The Information Environment

lustration 2
The physical dimension consists of command and control (C2) systems, decision makers, and
supporting infrastructure that enable individuals and organizations to create effects. The physical
dimension contains the physical platforms and the communications networks that connect them.
This dimension includes, but is not limited to, human beings, C2 facilities, newspapers, books,
computer processing units, laptops, smart phones, tablet computers, or any other objects that are
subject to empirical measurement. The physical dimension is a worldwide network connected
across national, economic, and geographical boundaries. Cyberspace is part of the physical
dimension.

The informational dimension consists of where and how information is collected, processed,
stored, disseminated, and protected. This is the dimension in which the C2 is exercised and
where an actor’s intent is conveyed. Actions in this dimension operate on the content and flow of
information.

The cognitive dimension encompasses the minds of the people who transmit, receive, and
respond to or act on information. It refers to individuals’ or groups’ information processing,
perception, judgment, and decision making. Human decision-making is not a computer process;
it is an incredibly complex process of human psychology."” Factors influencing decisions include
the environment in which the decisions are being made and incorporate individual and cultural
beliefs, norms, vulnerabilities, motivations, emotions, experiences, morals, education, mental
health, identities and ideologies. Decisions can be rational or irrational. Understanding these
factors creates opportunities to influence the decision-making to create the desired effects. “As
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such, [the cognitive] dimension constitutes the most important component of the
information environment. [emphasis added]”'®

JP 3-13 observes, “Information is a powerful tool to influence, disrupt, corrupt, or usurp an
adversary’s ability to make and share decisions.”"” The tools of information operations are
information related capabilities, which include any means of communicating information to the
target audience, including, but not limited to, public affairs, cyberspace operations, civil-military
affairs and military deception.'® The purpose of information operations is to apply information
related capabilities to affect the ability of the target audience to collect, process, or disseminate
information before and after decisions are made in order to achieve the desired ends.'’ Effective
information operations can undermine the adversary’s intelligence.

Intelligence

Ultimately, intelligence has two critical features that distinguish it from information. Intelligence
allows anticipation or prediction of future situations and circumstances, and it informs decisions
by illuminating the differences in available courses of action (COAS).

- JP 2-0 Intelligence®

The purpose of intelligence is to give decision-makers an understanding of the operational
environment. The most useful information provides insight into the future of the operational
environment. When information is related to other information and evaluated in the context of
past experience, a more complete understanding of the information emerges — that understanding
is intelligence.

JP 2-0 sets forth ten principles of Joint Intelligence which are summarized in this illustration:*'

Principles of Joint Intelligence

e Perspective (Think like the adversary.)

e Synchronization (Synchronize intelligence with plans and operations_)

® |ntegrity (Remain intellectually honest.)

¢ Unity of Effort (Cooperate to achieve a common end state.)

* Prioritization (Prioritize requirements based on commander’'s guidance.)
e Excellence (Strive to achieve the highest standards of quality.)

¢ Prediction (Accept the risk of predicting adversary intentions.)

e Agility (Remain flexible and adapt to changing situations.)

® Collaboration (Leverage expertise of diverse analytic resources.)

¢ Fusion (Exploit all sources of information and intelligence.)

Figure ll-1. Principles of Joint Intelligence

Ilustration 3
While all of the Principles of Joint Intelligence are crucially important, it is worth noting the
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eight attributes of Excellence.*” These attributes are:

a) Anticipatory. Intelligence must anticipate the needs of the user in order to support
planning and decision-making. The intelligence should provide understanding of the
current situation including the courses of action (COAs) available to the friends and foes.

b) Timely. The intelligence must be provided in time to be useful. Timely intelligence
avoids surprises.

c) Accurate. The intelligence must be factually accurate to the extent possible. The
intelligence must be based on information which is reliable, with more emphasis placed
on reliable sources. The intelligence must consider the possibility that the source
information is the result of the adversary’s deception efforts.

d) Usable. The intelligence must be crafted to meet the user’s needs and should be in a form
that is readily applicable to the user’s tasks.

e) Complete. The intelligence should identify factors that impact the mission, courses of
action open to the adversary, and gaps in the intelligence.

f) Relevant. The intelligence must be relevant to the planning and execution of the mission.

g) Objective. The intelligence should be free of bias to favor the user’s preferences.

h) Available. Not only must intelligence by timely and accessible to the decision-maker, it
must be classified at the appropriate level to facilitate any required sharing.

Intelligence influences the chosen course of action. Adversaries are thinking and adaptive
opponents. Upon observing the chosen course of action, that course of action will influence the
actions of the thinking adversary. For example, if intelligence determines that the enemy will
attack at Point A and Point A is reinforced, the enemy will observe the reinforcement and will
modify its attack in response to the reinforcements. This establishes a process of action and

reaction known as the Paradox of Warning, which is illustrated by this diagram:*

The Paradox of Warning

Friendly intelligence
determines adversary
intention.

Friendly Friendly
intelligence |nle:||_|gence
detects provides
indications. waming
Adversary adopts different Friendly forces react
course of action. to adversary activity.
Adversary
intelligence
dvessary detects
intelligence indications.
provides
warning.

Adversary intelligence
determines friendly intention.

Figure I-8. The Paradox of Warning

Mlustration 4

The Paradox of Warning describes an important feedback loop in which a chosen course of



Spearphishing Defense Through Improved Usability 14 August 2015, page 8.

action may be negated by enemy adaptation. Thus, JP 2-0 observes:

To prevail, [our] decision and execution cycles must be consistently faster than the
adversary’s and be based on better information.”*

Information Operations and Intelligence Integration (I011)

information superiority. The operational advantage derived from the ability to collect, process,
and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s
ability to do the same.

- JP 2-0 Information Operations®

Intelligence can provide vital support information operations. Intelligence can provide insights
into the information environment and the relationships between the physical, informational, and
cognitive dimensions. Intelligence can provide information about the psychological factors of the
cognitive space that drive the target audience’s decision-making processes. Intelligence can
characterize the physical dimension and the information that flows over it. Information
operations can disrupt the target audience’s intelligence processes. By integrating intelligence
and information operations, information superiority can be obtained. As the following example
demonstrates, information superiority can have decisive results.

During World War II, the Axis Powers believed that their communications encoded by the
German Enigma machine and its Japanese counterpart, Purple, were unreadable. This meant that
intercepted encoded information was highly reliable. In 1942, intercepted Japanese naval
communications indicated that an attack was being planned for the Central Pacific. However, the
target of the attack was referred to only as “AF.” Despite observing increased Japanese
reconnaissance of Hawaii, Admiral Nimitz believed that AF was Midway. In order to confirm
that AF was Midway, an information operation of military deception was devised. Midway
reported by its wireless that its fresh water plant had failed and it had only two weeks of water
remaining. A few days later this encoded Japanese message was intercepted:

KIMIHT - THE AF AIR UNIT SENT FOLLOWING RADID MESSAGE TC
COMD'? " 14TH DISTRICT: AT ON 20TH. ‘REFEP THI UNIT'S
REPORT DATED 19TH, AT THE ERESENT TIME WE HAVE ONLY ENOUGH

WATER FOR TWO WEEKS. PLEASE SUPPLY US IMMEDIATELY.'

The decryption and translation of the Japanese
transmission verifying “AF"” was indeed Midway.

(
|
|
L

Source: U.S. National Cryptologic Museum
[lustration 5

On 27 May 1942, the main Japanese fleet sailed toward Midway while a diversionary force
attacked the Aleutian Islands. On 06 June 1942, the Japanese attack fleet anticipated a repeat of



Spearphishing Defense Through Improved Usability 14 August 2015, page 9.

their successful surprise attack on Pearl Harbor six months earlier. Instead, the Japanese were
met by the U.S. fleet ready for battle. During the Battle of Midway, the Japanese Navy lost four
aircraft carriers and about 300 of its finest pilots.

Spearphishing —Military Deception Exploits “Compliance Budget”

Because APTs are not traditional threats, they cannot be treated as traditional threats, and the
traditional security mechanisms are ineffective in detecting and defending against them. For
example, with all of the known APTSs that have been uncovered, none has ever triggered an
[intrusion detection] system.

- Li & Clark, Security Intelligence®

A successful spearphishing attack requires the attacker to complete a series of steps known as a
“kill chain.” The kill chain integrates Intelligence and Information Operations using Cyberspace
Operations to accomplish its mission. This kill chain from CERT’s Unintentional Insider
Threats: ,657Review of Phishing and Malware Incidents is representative of an APT spearphishing
kill chain:

Research

Response Attack
and

Planning E> Phishing and E> Culmination
&

and

Open Source

Operation Information
Intelligence

Preparation Capture Exploitation

Figure 1 Workflow Pattern Showing Phases of a Single-Stage Phishing Incident

[lustration 6
A single stage phishing incident is the simplest case and is the basis for multi-stage incident.”® In
the Research and Open Source Intelligence phase, the attacker researches its targets. Based on
the results of Research and Open Source Intelligence phase, the attacker plans the attack and
prepares the attack tools, such as attack domains, email text, malware, fake websites, fake
documents, and data collection tools. The Phishing Operation is the transmission of the attack
emails. The Response and Information Capture phase occurs when targeted individuals fall
victim to the attack email by taking its call to action. In this phase, user credentials are captured.
In the final phase, Attack Culmination & Exploitation, the attacker uses the seized credentials to
execute system commands in furtherance of the attack objectives.

The 2015 compromise of the White House demonstrates a multi-stage incident in which the
breach of one entity can be leveraged to attack other entities.’ After compromising the State
Department using a spearphishing attack, the attackers used real State Department email
accounts to send spearphishing emails to the White House. Although the email account was real,
the actual author of the attack email was not the authorized State Department employee.

In both attack methods (PHISHING/SOCIAL, Malware and PHISHING/SOCIAL, Credentials),
the attacker uses intelligence to create the messaging to be delivered to the target audience for
the purpose of inducing the target audience to take the call to action. This social engineering
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aspect is always the information-related capability (IRC) military deception.’® This diagram from
JP 3-13.4, Military Deception, summarizes the three-tiered cognitive process of deception which
culminates in the target audience taking the desired action:*!

MILITARY DECEPTION
AS A THREE-TIERED COGNITIVE PROCESS

Botfom Line: Target must ACT, not just THINK

Figure IV-1. Military Deception as a Three-Tiered Cognitive Process

Illustration 7

The three-tiered cognitive process is demonstrated by this spearphishing email that compromised

the Israeli security forces:

From: Benny Gantz <bennygantz59 @gmail.com > Sent: Wed 10/24/2012 3:54 AM
To: undisdosed-recdpients:

Cc

Subject: IDF strikes militants in Gaza Strip following rocket barrage

-1 Message ' ZDReport & Photos.rar 362 KB)

Photos & Report
Greetings

b

I1lustration 8

The target audience (an Israeli police officer) saw an email from the Lt. Gen. Benny Gantz,
trusted head of Israeli defense forces, delivering a report about enemy rocket attacks (See). The
police officer drew the conclusion that he should open the attachment (Think) and took the
action of opening the attachment (D0). The consistent constellation of content comprising the
perceived trusted sender, the text and the call to action caused the target audience to conclude
this email was real, despite the fact that the purported sender, an Israeli general, probably does
not send critical security email to police from a Gmail account.

Spearphishing is a particularly pernicious form of military deception. After thousands of email
interactions, email users shift from a decision-making framework of cognitive judgment to a
decision-making framework of intuitive judgment.” Instead of a deliberative cognitive process,
intuitive email decision-making is predominated by habitual responses to simple urgency clues
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and perceived relevance.”* The intuitive decision-making process implies that in the case of
spearphishing, the “See, Think, Do” cognitive process is more accurately described as “See, Do.”

Where PHISHING/SOCIAL, Malware and PHISHING/SOCIAL, Credentials diverge is that the
Malware form uses malware to accomplish the theft of credentials while the Credentials form
does not use malware. In both cases, the Paradox of Warning is at work as the defenders modify
their defenses in response to the attackers and the attackers modify their attacks in response to
the defenders. This process is summarized in this diagram from RAND’s The Defender’s
Dilemma: Charting a Course Toward Cybersecurity:*’

Diagram Depicting the Measure-Countermeasure Dance Between Defender
and Attacker

Defender Used by Attacker
measuras hoth countermeasuras
Basic filtering Firewalls \.
B Travarse
IDSs nonstandard
/ ports
Additional
capabilities Intrusion prevention \ Virus
{encryption, systems scanning
authentication)
Deep packet
inspection
J
Finer-grained Data loss ob?f.lesi.latt?én
examination Prevention stegancgraphy
Web content filters
Virtual
private Y
Honey nats/ network
‘_' . Honey pots
Integration with
other offerings Sandbox
Air-gap timer/
dalay
Behavior anomaly
detection
A J

Hybrid Dynamic execution
approaches environment and .
protection Palymorphic

(data execution code
Return-

prevention [DEPL ASIR) | o o fonted
programming
Sandbox

Signature-based

Behavior-based ’
orhs Moving target

defense

Mitigate likelihood J

of attack

Mitigate impact User awareness ‘ » Phishing/
of attack training spear-phishing

Mitig ate both

ITlustration 9

Because APT evades intrusion detection systems, defenders are forced to use retrospective
analysis to find the intrusions.*® The adaptability of human attackers helps explain why
infiltration is so successful and the median time on target is 205 days. >’ In 63% of APT events,
the attack is found by third parties, such as law enforcement and financial institutions, evading
the retrospective analysis by the victims.*®

The 2014 compromise of Sony is a concrete example of the use of intelligence and information
operations by attackers. Cylance Senior Security Researcher Brian Wallace and Cylance CEO
Stuart McClure observe that Sony was compromised using a phishing attack against Apple IDs.
Wallace and McClure report that the spearphishing email looked like an Apple ID verification
email which contained a link to a fake Apple website. When victims entered their Apple

39
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credentials into the fake website, an error message was displayed and their credentials were
recorded. The attackers correlated the victims’ LinkedIn profiles with their Apple credentials.
The attackers were also able to determine the Sony user names of the victims. In cases where the
Sony employee reused his Apple ID password as his Sony password, the attackers were able to
access Sony’s systems. Once inside Sony, the hackers were able to distribute their own malware
throughout Sony.

With stolen credentials in hand, the attackers continue to apply the information related capacity
military deception in order to avoid detection. In this phase of the APT, the target audience shifts
from the email user to the cybersecurity analysts. For the attacker, intelligence is crucial in the
effective post-infiltration use of military deception. For example, in the Neiman Marcus breach,
the attackers demonstrated a thorough understanding of the operational environment in which the
victim’s network analysts worked.*” The custom malware that was created for this attack
mimicked a normal function which triggered false alarms. When the cyber intelligence analysts
saw 60,000 alarms over the course of less than four months, these alarms were ignored because
the analysts mistook the malware alerts for normal false alarm traffic. The attackers employed
four of the ten Maxims of Deception:41

1. “Magruder’s Principal” which states that it is easier to exploit a preconceived notion than
deceive the target into new beliefs. In this case, the notion being exploited was that alerts
that appeared to be generated by the proprietary payment system were false alarms.

2. “Limitations to Human Information Processing” which consists of two concepts. The first
is the “law of small numbers” which suggests that conclusions should not be made on
small samples that are not statistically significant. The second is the inability of targets to
detect small changes in normal indicators — even if the small changes result in a large
cumulative change over time. In this case, although the analysts observed 60,000 alerts,
these alerts were less than 1% of the background alert traffic.

3. “Choice of Types of Deception” in which the attacker decides if the deception should
increase the target’s confidence or induce confusion. In this case, by creating alerts that
looked innocuous, the attackers sought to increase the victim’s confidence in a wrong
conclusion.

4. “Importance of Feedback” states that an intelligence, surveillance or reconnaissance plan
should be adopted to determine if the deception is effective. In this case, the feedback
loop consisted of the steady flow of customer credit card data for over three months.

Mandiant is currently reporting that 100% of breaches involved stolen credentials.*> One must
look at compromises lasting over 200 days and the loss of tens of millions of records and ask
how current cybersecurity intelligence products stack up against the Excellence standard for
intelligence.” Clearly, the attackers hold information superiority. It is little wonder that Chief

Information Security Officers feel that attackers have the upper hand, and will continue to have
. 44
1t.
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Spearphishers Leverage the Compliance Budget

Employees focus on completing their primary (production) tasks, and the behaviour required by
the security (enabling) tasks often presents an obstacle on the shortest path to primary goal. This
misalignment introduces friction between security and business processes into the organizational
system, and it is this friction that is at the heart of individual compliance issues.

- Adam Beautement. et al., The Compliance Budget*

The crucial element in the UIT attack is military deception based on tricking the target audience,
the email recipient, into believing that the attacker is a trusted email sender. In every case, the
attacker is trying to be something it is not. The attacker can masquerade as anyone that the
attacker concludes is trusted by the target audience — be that a co-worker, the IRS, FedEx, or any
other sender. That trust relationship is perceived by the human target audience in the cognitive
dimension, not by computers.*®

The solution proposed to address military deception in email is training.*” Training is mandated
by FISMA and is pervasive in the NIST guidance issued pursuant to FISMA.* Standing in
opposition to the law and the common sense appeal of training is the absence of empirical
evidence that training is effective against military deception when practiced in email.* Study
after study finds that training is ineffective.”

Why does training fail to solve the spearphishing problem? In every spearphishing email there is
a divergence between the actual sender and the perceived sender, a divergence which we term
the Spearphishing Incongruity. It is straightforward to provide users with a set of rules that can
be used to spot evidence of the Spearphishing Incongruity. This is a typical set of rules, in this
case published by KnowBe4, a leading spearphishing training company:”'

| _of Social Engineering Red Flags
| FROM:

g y .
responsibilities. p
= y tomer, vendor,
|
T0:
- was ccdon an emailsent to one or more peaple, but | don't personilly know the other people it was sent to.
" x of pecpl.

~Irecelved
peaple at your org stter, o 2 whole

.

& p P

from someone | hadn't communicated with recently. \ /
ram

| SUBJECT:
"ol

Did Iget

o partnerand is very unusual or out of character.

were not vouched for by

>

|
| DATE:

-Did receive an email that  normally wotdd get during regular
busi he like 3a.m.?

match the content?

>

T

| HYPERLINKS:
- I hover a ir s displayed in but the link to address
is fora different web site. (Thisis abig red lag)

~lteceived an email that i i on and the restof the
emailis completey blank.

e

I
s
| ATTACHMENTS: orclckank?

~The sender induded an email that | was i -Is the email asking me to look at a
ati h (This doesn't ordie me these types of )

| CONTENT: ©

- Isthesender asking itk or open an
consequence,orto gain something of value?

- For instance,

- Is thesends ing me to dick a link or open up an attachment that seems odd or illogical?
Dol i

file)
KnowBe4.com

Source: KnowBe4

IMlustration 10
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By deconstructing every email using these twenty-two things to remember and applying these
rules against a list of trusted URLs and file extensions, a user has a methodology to discover the
Spearphishing Incongruity, thereby substantially reducing the likelihood of being deceived by a
socially engineered email. These rules are effective in detecting a single phase spearphishing
attack, thereby preventing a multistage attack. Of course few users (even technically advanced
users) follow complex email processing rules. In fact, most users do not have access to a list of
trusted URL’s and even if they did, most people cannot decode URLs.> Instead users apply a
simple triad of perceived relevance, urgency clues and habit to process email.” These three
factors are easily manipulated by spearphishers applying the principles of military deception.

Why do users adopt simple rules of thumb over valid email security practices? This user
behavior is explained by the paradigm of the Compliance Budget, a model of human security
behavior developed by Beautement, Sasse, and Wonham.>* In spearphishing attacks, the choices
made by users, not technical defects, cause security compromises. Users are choosing to interact
with the malicious emails. Users make these security choices in the context of their jobs, a
context in which they seek to optimize employment performance, not security. This creates a
conflict of interest in which the users focus on completing their primary (production) tasks and
the requirements of security (enabling) tasks can present impediments to achieving the primary
tasks. There is a limit to how much effort users will put into non-productive security tasks, which
they named the Compliance Budget. They summarize the Compliance Budget:

The decision to comply or not comply can be addressed by the following simple formula:

Task cost = individual benefits — individual costs.
Compliance if task cost < compliance threshold.

They provide examples of users’ perceived costs and benefits:
Costs:

1. Increased physical load. These are the extra steps and delays introduced into the
production task by the security measures.

2. Increased cognitive load. This is the extra information that needs to be stored and
recalled on demand.

3. Embarrassment. Embarrassment occurs when the compliance measures interfere
with a production task causing the user embarrassment. For example, if a user
would be embarrassed if the user was unable to complete a presentation due to
security uncertainties about an email attachment.

4. Missed opportunities. These are business opportunities that are foregone because
security measures make production tasks more burdensome or impossible. For
example, by adopting a “better safe than sorry” approach, an important email may
be ignored because is easier to skip the email than go through all the security steps
required to safely process the email.

5. The “Hassle Factor.” This is the perceived cost of compliance, which may be
greater than the actual cost of compliance. For example, undertaking the same task
repeatedly; frequent repetition increases the perceived costs or waiting for a patch
to install when facing a deadline.
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Benefits:

1. Avoiding the consequences of a security breach. A security breach can impact the
individual, such as losing data.

2. Protection from sanctions. The danger of being caught and punished for breaching
security policies.

Applying these cost/benefit factors to email it is obvious that the costs of applying twenty-two
criteria across hundreds of email decisions per day triggers all five of the costs.>

Spearphishing awareness training is an example of human failure caused by security mechanisms
that are too difficult for ordinary users to implement.”® When spearphishing training is analyzed
using the Compliance Budget framework, it becomes clear that training merely reinforces users’
perceptions of the cost of elaborate email processing rules. Users discount the benefits of
compliance, placing a false sense of security on security systems’’ and perceive little personal
risk of sanctions for non-compliance.” In the operational environment of completing production
tasks, users must make rapid assessments of large numbers of emails. Spearphishing training
such as this evidences an organizational attitude that is unaware of, or ignores, the impact of
security mechanisms on users and operates on the assumption that users can and will perform
every task associated with security compliance.>

In reality, the priority to accomplish production tasks — processing email — overwhelms the
security tasks that are required to protect the organization. As a result, when processing emails,
users apply simple heuristics to get through their inbox rather than applying costly email analysis
rules. As the fake Benny Gantz email (Illustration 8) demonstrates, this low effort approach to
email processing creates the ideal opening for military deception. The target audience does not
apply twenty-two red flags. When processing email, the Compliance Budget drives cursory email
processing. The attackers craft deceptive messages that align with the realities of the email
Compliance Budget, thereby inducing the target audience to act. Intelligence permits attackers to
understand the workloads and cognitive dimension of the target audience. Attackers can use this
intelligence to focus their attacks on users operating under the most Compliance Budget stress,
making these users more likely to forego email security protocols.®’

Beautement, et al. identify five external factors created by the production task that an
organization can use to impact the Compliance Budget. These factors are:'

1. Design. The most direct way to influence the Compliance Budget is to design the
production function so that compliance is aligned with the production task, thereby
reducing the gap between the production task and compliance.

2. Awareness, Training, Education. Training can reduce the costs of compliance if it
improves the users’ ability to perform the compliance task. Increased awareness can
increase the perceived benefits of compliance.

3. Culture. A culture of compliance induces users to “fit in” with their colleagues, reducing
the perceived costs of compliance.

4. Monitoring. Compliance monitoring increases a user’s perception that non-compliant
behavior will be discovered, thereby increasing the perceived costs of non-compliance.

5. Sanctions. Avoiding sanctions is a perceived benefit. In order to be effective, sanctions
must be enforced.
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They observe that the most effective compliance strategy is to focus on design and improve the
integration of production tasks and security, thereby decreasing the costs of compliance.

Improved Usability In Support of Counterintelligence

Usability is “the extent to which a product can be used by specified users to achieve specified
goals with effectiveness, efficiency and satisfaction in a specified context of use”

- ISO 9241-11

What can be done to counter the UIT? When attackers challenge the Compliance Budget with
military deception, the target audience overlooks the Spearphishing Incongruity. Applying the
principles of Information Operations and Intelligence Integration (IOII) to understand the
Compliance Budget and create appropriate military deception, attackers are able to infiltrate
systems using UIT.

In a single stage UIT, the Spearphishing Incongruity is readily detectible. Referring back to the
fake Benny Gantz email in Illustration 8:

The Spearphishing Incongruity

/ User Stove-Pipe \ /IntelligenceStove-Pipe \

From Benny Gantz <benny gantz59@gmail.com> '1, From: Benny Gantz <bonnygantzS9@gmail .com> "J:,
To widedosed recments: * Ta undsdosedrecpents: .‘
Ce Ce
Subyect IDF strikes malitants in Gaza Strip following rocket bamage z Subject IDF strikes miltants in Gaza Strip following rocket bamage 2
| Message ;!Repurt & Pnotos.rar 362 KB) " | Message :"]R(pon & Photiysrar (362 KB) _.'
Photos & Repon ; Photos & Repon ;
Greetings & Greetings L
¢ ¢
* -*»
é 4
. Cll . {
1. Urgency Cues: 1. Sender: bennygantz99@ gmail.com
Sender: General
Subject: Rocket Attacks 2. bennygantz99@gmail.com is not a trusted
2. Relevance: email account

Trusted Sender
Current Operations
3. Habit:

Open emails and attachments from
generals about current operations

[Mlustration 11

While the details of the divergence between the two stove-pipes varies from case to case, in
every single stage UIT, the User Stove-Pipe is inconsistent with the Intelligence Stove-Pipe.®*
When the two stove-pipes are viewed simultaneously, the observer can quickly see that the trust
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which is assumed in the first stove-pipe is unwarranted — the email is suspicious. However, the
Spearphishing Incongruity is not fused. In the User Stove-Pipe, the fusion of the stove-pipes
fails due to the exploitation of the Compliance Budget by military deception. One can only
imagine the embarrassment and dismay suffered by the victim of this attack if, after the attack,
the victim’s attention was focused on the sending email address. In the Intelligence Stove-Pipe,
the cognitive dimension is not accessible. Intelligence does not know the psychological attributes
(i.e., the available Compliance Budget together with the urgency clues, perceived relevance and
habits) which comprise the cognitive dimension of the target audience at the moment of the
attack. Intelligence lacks the user context required to operate in the User Stove-Pipe.

It is possible to seize the Spearphishing Incongruity and turn it against the attacker by fusing the
two incongruous pieces of information at the time of the attack. This fusion is accomplished by
providing the intelligence from the Intelligence Stove-Pipe to the target audience, the user, in
real time.”® When fused information is delivered such that the security task becomes supportive
of, instead of in conflict with, the production task of processing email, usability is improved.
When the security task is consistent with the production task, less Compliance Budget is
consumed and users can more quickly, easily, and securely process email.

This improved usability can be accomplished by providing the targeted person with trust
indications from Intelligence. These trust indications allow the intended victim to fuse the
perceived sender (the User Stove-Pipe) with the actual sender (the Intelligence Stove-Pipe),
allowing the user to make a better assessment of the risk of the email interaction. This simulated
inbox demonstrates the fusion of the real sender and the perceived sender:

B | #| [ |G| From Subject
% Robert Herry Our Meeting at 1
I ————
&' 1 MyLawFirm LLC Updated Contract
% wWall Street Journal Market Update - Storm Clouds on
%’ 1) MyCo IT Support Mandatory Software Update
% Amanda Scott Next Week's Conference in Las Vegas
.~ 1 MyCo Human Resources Benefits Package Update

N __
UR Sender: MVCO
Myl: Authentication: psEzed
Identification: paszad
| Domain: MY OGO

miconix: ks

W NEEd you o cunmipiele Uhe S0vEY Dy l'-l |u‘dy 15 Cnkical that
al employees participate so that we can update our records by
the end of the quarter, If you have any questions, contact HR at

Illustration 12

In this example, all of the senders that Intelligence deems trustworthy have a trust indicator in
the inbox. This trust indicator is reinforced in the message with additional iconography and a
hover-over information window. The last message in the inbox is a spearphishing attack in which
the attacker is attempting to be perceived as the HR Department. The display now integrates the
knowledge of Intelligence (the attacker is not the trusted HR Department) with the perception of
the victim (the sender is the trusted HR Department), thereby revealing the Spearphishing
Incongruity and uncovering the attack. The security information is presented without a large
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Compliance Budget task cost. Instead of a vague admonition to avoid suspicious emails, the user
is now provided with actionable warning intelligence that permits the intended victim to identify
and report the attack rather than being tricked into compromising the system. Rather than the kill
chain advancing to the exploitation phase, the attack is interdicted during infiltration.

The enhanced user interface becomes an important tool of counterintelligence by identifying and
disrupting the attempted infiltration.** Moreover, when the user provides early warning back to
Intelligence, Intelligence can engage in operations against the attacker.®

The impact of this improved user interface can be seen by applying the eight attributes of
Intelligence Excellence to the standard interface and the enhanced interface:

Intelligence Excellence
Comparison of Standard and Enhanced Email Interfaces

Standard Email Enhanced Email Interface
Interface
Anticipatory No Yes
Timely No Yes
Accurate No Yes
Usable No Yes
Complete No Yes
Relevant No Yes
Objective Yes Yes
Available No Yes

[Mlustration 13

Similarly, applying the cost and benefit factors of the Compliance Budget shows the benefits of
the improved usability of the enhanced email interface over the standard interface supplemented
with training.

Compliance Budget Costs/Benefits
Comparison of Standard and Enhanced Email Interfaces

Standard Email Interface with Enhanced Email Interface
Training
Costs
Increased Physical Load Substantial non-task load Display supports email task
Increased Cognitive Load Substantial non-task load Display supports email task
Embarrassment “Chilling effect” of hard to Display identifies low risk
discern risk interferes with senders
email task
Missed Opportunities “Chilling effect” of hard to Display identifies low risk
discern risk interferes with senders
email task
Hassle Factor Highly repetitive, burdensome | Display supports email task
Benefits
Avoiding Breaches Guessing game Intelligence
Sanctions Protection® No credible sanctions Present

[lustration 14

The enhanced user interface is resistant to the Paradox of Warning because it is built on the
robust and widely deployed system of standards based email authentication. In order to
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undermine the Intelligence Stove-Pipe, a single-stage spearphishing attack requires the
compromise of the trusted sender’s DNS records, a technical task far more challenging than
sending a well-crafted work of military deception. A multi-stage attack requires a first stage
compromise in order to take control of an email account for multi-stage operations. Of course,
users are still able to make compromising decisions in the enhanced interface. However,
incorporating security information into the usability factors will help users avoid the allure of
military deception.

Systems are under attack from clever and determined opponents employing deceptive
spearphishing emails as a means of infiltration. As has been demonstrated in numerous cases, the
opponent is persistent — eventually the deception target will respond to a carefully crafted email
and that response will initiate a series of damaging events. Deceptive email is so effective in
eliciting the See, Think, Do deception process that Proofpoint estimates an attack of as few as
ten emails is guaranteed to infiltrate the target.®” The attacks are crafted to avoid technical
defenses (small email volumes that are “under the radar”, zero day exploits and other APT
countermeasures).” The initial point of vulnerability is the person interacting with a compelling
email.

Because of Compliance Budget constraints, training is not effective in defending at the point of
vulnerability — military deception.®” At that point of vulnerability, providing the user with an
interface that provides a countermeasure’’ against the spearphishing attack decreases the
likelihood of infiltration by email and increases the chances of interdicting the infiltration and
reporting it to Intelligence. Additionally, by reducing the deceptive power of spearphishing
emails, the attacker must send more emails, further increasing the likelihood of discovery. Fewer
successful infiltrations will result in fewer alerts for IT to process. Finally, identifying the attack
at its earliest stages permits the intended target to mount an effective counterattack.”’

The enhanced user interface improves usability and supports information superiority, permitting
the defender’s decision and execution cycles to be consistently faster than the adversary’s and be
based on better information.
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