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Abstract 

The information environment consists of three interrelated dimensions which are the physical, 
the informational and the cognitive. The most important of these is the cognitive dimension 
which encompasses the minds of people who interact with information and make decisions using 
information. Employing cyberspace operations, attackers use spearphishing to engage in 
espionage, sabotage and other intelligence-related activities. We discuss the use of an enhanced 
user interface as a means of counterintelligence to disrupt spearphishing attacks. We describe 
how improved usability can help the targets of spearphishing act as a sensor network which can 
provide information superiority over the spearphishing attackers.  

Keywords: intelligence, cyberspace operations, counterintelligence, information operations, 
operational security, military deception, phishing, spearphishing, APT, computer network 
defense, human sensors, cyber counterattack, deception countermeasures, usability, Compliance 
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The Challenge of Cyberspace 

We have known for a long time that there are significant vulnerabilities, and that these 
vulnerabilities are going to accelerate as time goes by, both in systems within government and 
within the private sector. 

- President Barack Obama1 

On 05 February 2015, Anthem, a Blue Cross Blue Shield insurance company, reported that 
“hackers” had compromised information regarding about 80 million people in a “very 
sophisticated” cyberattack.2 The report of this attack was followed in short order by similar 
reports from health insurance companies Premera, CareFirst, and EmpireBlue.3 On 04 June 2015, 
the Office of Personnel Management reported the compromise of records regarding about four 
million current and former federal employees.4 Within hours of the President’s remarks quoted 
above, the U.S. Army reported that its official website, army.mil, had been compromised. 

Hackers engaging in very sophisticated cyberattacks raise the specter of adversaries commanding 
technologies far more advanced than our own. What tools are being used to compromise millions 
of insurance records, the defense secrets of the United States, major news organizations and the 
President’s own calendar?5 The answer is targeted deceptive email, otherwise known as 
spearphishing.  

It is estimated that 91% of Advanced Persistent Threat (“APT”) infiltration involves 
spearphishing and of that 95% uses email attachments.6 Reports of state affiliated APT often find 
that 100% of the attacks use spearphishing.7 This paper discusses the application of the 
principles of intelligence and information operations to defend against spearphishing.  

  



Spearphishing Defense Through Improved Usability                              14 August 2015, page 3. 

Illustration 1

What is Cyberspace? 

Cyberspace consists of many different and often overlapping networks, as well as the nodes (any 
device or logical location with an internet protocol [IP] address or other  analogous identifier) 
on those networks, and the system data (such as routing tables) that support them. 

- Joint Publication 3-12(R), Cyberspace Operations8 

Joint Publication 3-12(R), Cyberspace Operations, sets forth a three-tiered architecture to 
describe Cyberspace: 

 

 

 

 

 

 

 

 

 

The physical layer consists of the physical components of the network that are geographically 
fixed. The logical network layer consists of those elements of the network that are related to one 
another but are not geographically fixed, for example, a website can be allocated over several 
physical servers, yet accessed by a single URL. The cyber-persona layer consists of the entities 
that are using the physical network layer and the logical network layer. The logical network layer 
contains digital representations of the cyber-persona layer. Rights of entities in the cyber-persona 
layer to access and use the physical network layer and the logical network layer are controlled by 
these digital representations. These rights are commonly called “credentials.” 

What are attackers doing? Attackers are using cyberspace operations to seize control of 
computers in order to instruct the computers to perform tasks for the attacker. Malware, bugs and 
misconfigurations are merely methods used to seize control, substituting the attacker for the 
authorized user. For example, if equipment is configured to use the default factory passwords or 
weak passwords, the attacker can use this configuration error to gain control of the equipment. 
Likewise, attackers can gain control of systems by exploiting programming errors such as stack 
overloads, cross-site scripting errors or SQL injection.  

Attackers frequently exploit a non-technical attack surface. In the case of APT, and particularly 
cyber-espionage, the attack surface is not the data processing system, but the system controls that 
are external to the computers - the user. In these cases, the attackers use social engineering 
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techniques to convert the authorized user into an Unintentional Insider Threat (“UIT”). In 
research funded by the Department of Homeland Security, CERT Division of Carnegie Mellon 
University provides this definition of UIT: 

An unintentional insider threat is (1) a current or former employee, contractor, or 
business partner (2) who has or had authorized access to an organization’s network, 
system, or data and who, (3) through action or inaction without malicious intent, (4) 
unwittingly causes harm or substantially increases the probability of future serious harm 
to the confidentiality, integrity, or availability of the organization’s resources or assets, 
including information, information systems, or financial systems.9 

This research replaces the previous term, UIT-HACK, with two new terms. 

PHISHING/SOCIAL, Malware: 

An outsider’s electronic entry acquired through social engineering (e.g., phishing email 
incident, planted or unauthorized USB drive) and carried out via software, such as 
malware and spyware.10 

PHISHING/SOCIAL, Credentials: 

An outsider’s electronic entry acquired through social engineering (e.g., phishing email 
incident) and carried out through compromised credentials, including passwords and 
other identifying information.11 

As CERT discusses, these two definitions are important because they identify a common 
technique, social engineering, and two different implantations, malware and credentials. The 
similarities and differences help identify appropriate defense and mitigation strategies. 

Information Operations 

The nation’s state and non-state adversaries are ... aware of the significance of [the information 
environment], and will use information-related capabilities (IRCs) to gain advantages in the 
information environment, just as they would use more traditional military technologies to gain 
advantages in other operational environments. 

- JP 3-13 Information Operations12 

UIT adds two important concepts, information and people, to the definition of Cyberspace. With 
the addition of information and people to the operational environment, a more expansive view of 
the cyber domain is revealed. Rather than a universe comprised of data processing systems, 
Cyberspace is seen as a subset of the physical dimension of the Information Environment. 
Similarly, cyberspace operations (CO) is seen as a subset of information operations.13  

JP 3-13 Information Operations states the information environment is made up of individuals, 
organizations, and systems that collect, process, disseminate, or act on information. This 
environment is comprised of three interrelated dimensions which continuously interact with 
individuals, organizations, and systems. These three dimensions, the physical, informational, and  
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credentials into the fake website, an error message was displayed and their credentials were 
recorded. The attackers correlated the victims’ LinkedIn profiles with their Apple credentials. 
The attackers were also able to determine the Sony user names of the victims. In cases where the 
Sony employee reused his Apple ID password as his Sony password, the attackers were able to 
access Sony’s systems. Once inside Sony, the hackers were able to distribute their own malware 
throughout Sony. 

With stolen credentials in hand, the attackers continue to apply the information related capacity 
military deception in order to avoid detection. In this phase of the APT, the target audience shifts 
from the email user to the cybersecurity analysts. For the attacker, intelligence is crucial in the 
effective post-infiltration use of military deception. For example, in the Neiman Marcus breach, 
the attackers demonstrated a thorough understanding of the operational environment in which the 
victim’s network analysts worked.40 The custom malware that was created for this attack 
mimicked a normal function which triggered false alarms. When the cyber intelligence analysts 
saw 60,000 alarms over the course of less than four months, these alarms were ignored because 
the analysts mistook the malware alerts for normal false alarm traffic. The attackers employed 
four of the ten Maxims of Deception:41 

1. “Magruder’s Principal” which states that it is easier to exploit a preconceived notion than 
deceive the target into new beliefs. In this case, the notion being exploited was that alerts 
that appeared to be generated by the proprietary payment system were false alarms. 

2. “Limitations to Human Information Processing” which consists of two concepts. The first 
is the “law of small numbers” which suggests that conclusions should not be made on 
small samples that are not statistically significant. The second is the inability of targets to 
detect small changes in normal indicators – even if the small changes result in a large 
cumulative change over time. In this case, although the analysts observed 60,000 alerts, 
these alerts were less than 1% of the background alert traffic.  

3. “Choice of Types of Deception” in which the attacker decides if the deception should 
increase the target’s confidence or induce confusion. In this case, by creating alerts that 
looked innocuous, the attackers sought to increase the victim’s confidence in a wrong 
conclusion. 

4. “Importance of Feedback” states that an intelligence, surveillance or reconnaissance plan 
should be adopted to determine if the deception is effective. In this case, the feedback 
loop consisted of the steady flow of customer credit card data for over three months.  

Mandiant is currently reporting that 100% of breaches involved stolen credentials.42 One must 
look at compromises lasting over 200 days and the loss of tens of millions of records and ask 
how current cybersecurity intelligence products stack up against the Excellence standard for 
intelligence.43 Clearly, the attackers hold information superiority. It is little wonder that Chief 
Information Security Officers feel that attackers have the upper hand, and will continue to have 
it.44 
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By deconstructing every email using these twenty-two things to remember and applying these 
rules against a list of trusted URLs and file extensions, a user has a methodology to discover the 
Spearphishing Incongruity, thereby substantially reducing the likelihood of being deceived by a 
socially engineered email. These rules are effective in detecting a single phase spearphishing 
attack, thereby preventing a multistage attack. Of course few users (even technically advanced 
users) follow complex email processing rules. In fact, most users do not have access to a list of 
trusted URL’s and even if they did, most people cannot decode URLs.52 Instead users apply a 
simple triad of perceived relevance, urgency clues and habit to process email.53 These three 
factors are easily manipulated by spearphishers applying the principles of military deception.  

Why do users adopt simple rules of thumb over valid email security practices? This user 
behavior is explained by the paradigm of the Compliance Budget, a model of human security 
behavior developed by Beautement, Sasse, and Wonham.54 In spearphishing attacks, the choices 
made by users, not technical defects, cause security compromises. Users are choosing to interact 
with the malicious emails. Users make these security choices in the context of their jobs, a 
context in which they seek to optimize employment performance, not security. This creates a 
conflict of interest in which the users focus on completing their primary (production) tasks and 
the requirements of security (enabling) tasks can present impediments to achieving the primary 
tasks. There is a limit to how much effort users will put into non-productive security tasks, which 
they named the Compliance Budget. They summarize the Compliance Budget: 

The decision to comply or not comply can be addressed by the following simple formula:  

Task cost = individual benefits – individual costs.  
Compliance if task cost < compliance threshold.  

They provide examples of users’ perceived costs and benefits: 

 Costs: 

1. Increased physical load. These are the extra steps and delays introduced into the 
production task by the security measures. 

2. Increased cognitive load. This is the extra information that needs to be stored and 
recalled on demand. 

3. Embarrassment. Embarrassment occurs when the compliance measures interfere 
with a production task causing the user embarrassment. For example, if a user 
would  be embarrassed if the user was unable to complete a presentation due to 
security uncertainties about an email attachment. 

4. Missed opportunities. These are business opportunities that are foregone because 
security measures make production tasks more burdensome or impossible. For 
example, by adopting a “better safe than sorry” approach, an important email may 
be ignored because is easier to skip the email than go through all the security steps 
required to safely process the email.  

5. The “Hassle Factor.” This is the perceived cost of compliance, which may be 
greater than the actual cost of compliance. For example, undertaking the same task 
repeatedly; frequent repetition increases the perceived costs or waiting for a patch 
to install when facing a deadline. 
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Benefits: 

1. Avoiding the consequences of a security breach. A security breach can impact the 
individual, such as losing data. 

2. Protection from sanctions. The danger of being caught and punished for breaching 
security policies.  

Applying these cost/benefit factors to email it is obvious that the costs of applying twenty-two 
criteria across hundreds of email decisions per day triggers all five of the costs.55  

Spearphishing awareness training is an example of human failure caused by security mechanisms 
that are too difficult for ordinary users to implement.56 When spearphishing training is analyzed 
using the Compliance Budget framework, it becomes clear that training merely reinforces users’ 
perceptions of the cost of elaborate email processing rules. Users discount the benefits of 
compliance, placing a false sense of security on security systems57 and perceive little personal 
risk of sanctions for non-compliance.58 In the operational environment of completing production 
tasks, users must make rapid assessments of large numbers of emails. Spearphishing training 
such as this evidences an organizational attitude that is unaware of, or ignores, the impact of 
security mechanisms on users and operates on the assumption that users can and will perform 
every task associated with security compliance.59 

In reality, the priority to accomplish production tasks – processing email – overwhelms the 
security tasks that are required to protect the organization. As a result, when processing emails, 
users apply simple heuristics to get through their inbox rather than applying costly email analysis 
rules. As the fake Benny Gantz email (Illustration 8) demonstrates, this low effort approach to 
email processing creates the ideal opening for military deception. The target audience does not 
apply twenty-two red flags. When processing email, the Compliance Budget drives cursory email 
processing. The attackers craft deceptive messages that align with the realities of the email 
Compliance Budget, thereby inducing the target audience to act. Intelligence permits attackers to 
understand the workloads and cognitive dimension of the target audience. Attackers can use this 
intelligence to focus their attacks on users operating under the most Compliance Budget stress, 
making these users more likely to forego email security protocols.60  

Beautement, et al. identify five external factors created by the production task that an 
organization can use to impact the Compliance Budget. These factors are:61 

1. Design. The most direct way to influence the Compliance Budget is to design the 
production function so that compliance is aligned with the production task, thereby 
reducing the gap between the production task and compliance. 

2. Awareness, Training, Education. Training can reduce the costs of compliance if it 
improves the users’ ability to perform the compliance task. Increased awareness can 
increase the perceived benefits of compliance. 

3. Culture. A culture of compliance induces users to “fit in” with their colleagues, reducing 
the perceived costs of compliance. 

4. Monitoring. Compliance monitoring increases a user’s perception that non-compliant 
behavior will be discovered, thereby increasing the perceived costs of non-compliance. 

5. Sanctions. Avoiding sanctions is a perceived benefit. In order to be effective, sanctions 
must be enforced. 
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undermine the Intelligence Stove-Pipe, a single-stage spearphishing attack requires the 
compromise of the trusted sender’s DNS records, a technical task far more challenging than 
sending a well-crafted work of military deception. A multi-stage attack requires a first stage 
compromise in order to take control of an email account for multi-stage operations. Of course, 
users are still able to make compromising decisions in the enhanced interface. However, 
incorporating security information into the usability factors will help users avoid the allure of 
military deception.  

Systems are under attack from clever and determined opponents employing deceptive 
spearphishing emails as a means of infiltration. As has been demonstrated in numerous cases, the 
opponent is persistent – eventually the deception target will respond to a carefully crafted email 
and that response will initiate a series of damaging events. Deceptive email is so effective in 
eliciting the See, Think, Do deception process that Proofpoint estimates an attack of as few as 
ten emails is guaranteed to infiltrate the target.67 The attacks are crafted to avoid technical 
defenses (small email volumes that are “under the radar”, zero day exploits and other APT 
countermeasures).68 The initial point of vulnerability is the person interacting with a compelling 
email.  

Because of Compliance Budget constraints, training is not effective in defending at the point of 
vulnerability – military deception.69 At that point of vulnerability, providing the user with an 
interface that provides a countermeasure70 against the spearphishing attack decreases the 
likelihood of infiltration by email and increases the chances of interdicting the infiltration and 
reporting it to Intelligence. Additionally, by reducing the deceptive power of spearphishing 
emails, the attacker must send more emails, further increasing the likelihood of discovery. Fewer 
successful infiltrations will result in fewer alerts for IT to process. Finally, identifying the attack 
at its earliest stages permits the intended target to mount an effective counterattack.71  

The enhanced user interface improves usability and supports information superiority, permitting 
the defender’s decision and execution cycles to be consistently faster than the adversary’s and be 
based on better information. 
__________________________ 
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