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What is innovation?

Change that creates a new dimension of performance.
— Peter Drucker

The introduction of new goods ... new methods of production
... the opening of new markets ... the conquest of new
sources of supply ... and the carrying out of a new
organization of any industry.

— Joseph Schumpeter

Creativity is thinking up new things. Innovation is doing new
things.
— Theodore Levitt



The Schumpeterian Trilogy: 9 cocew smmm e M @
Invention, Innovation, Diffusion

* Invention: creation of an idea to do or
make something (profitability not yet
verified)

* Innovation: new product/ process
commercially valuable i.e. successfully
developed inventions.

* Diffusion: the spread of a new
invention/innovation throughout society |
or at least throughout the relevant part
of society.




Vehicle CPS/SW — The Landscape U cocow smm= sep M @

Across all industries per DARPA 2011 Review (Medical, Aerospace,
Naval/NASA, Automotive, Rall, et al):

Max Complexity (100M lines of Embedded Code)

Cost/Development Time exponential in Complexity with one
exception:

«  Automotive has cut by >50% from averages of 48 months to 21-22
Development is largely automated

Architecture is being standardized (DBMS/Sensor Interface, Services
Layer and User Interface)

« AUTOSAR BSW (Com and Diagnostics)
Driven by Supply Base



Vehicle CPS/SW — Development
Methodology

Embedded SW — Model Based Development Cycle
(Matlab/Stateflow, Statemate/Rhapsody et al):

« Reuse — Model Level

 Requirements — User/Customer

«  Systems Definition/Specification
Application Development

* Integration with Basic SW Layer and HW
«  Component Manufacturing and Test

e«  System Integration

e System Test

« Validation



Vehicle CPS/SW - Certification G cocew =mmemosep M @

Models for Certifying Development Methodology
« CMM/CMMI
« Pendock
- Etal
ISO 26262/Functional Safety
 New to the Industry
* Inherited from aerospace
«  Executed ‘jointly’ with Supply Base
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Fault Tolerance

What Is Fault Tolerant Embedded Software

« Embedded Software is software that can “tolerate” faults (software design defects, or
bugs)

« Fail-silent or fail-operational behavior, depending on the safety requirements
 Safety requirements derived from a hazard analysis and risk assessment (consistent
with a functional safety process standard such as 1SO-26262)

Why Do We Need Fault Tolerant Embedded Software

 Embedded control software is being used in the automobiles to control the motion of
the vehicle with increasing levels of automation and control authority

» Long-term toward partial or even fully autonomous operation

* Increasing complexity of vehicle motion control being performed by embedded software
amplifies the potential consequences of a software design fault or bug

 Software design faults must be detected and mitigated to ensure safe operation of the
vehicle

W Sooagy SHnvsLen Jeep g @



Fault Tolerance
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Term

Fault

Definition

Cause (mechanism) of an anomalous event

Examples
Alpha particle bombardment
Corrosion on terminal

Metal fatigue
Incorrect test for conditional branch

Error

Incorrect state or value

Bit-flip in a memory location or register
Wire shorted to ground
Incorrect voltage or current on a wire

Incorrect actuator position command
Incorrect result of computation

Failure

Inability of a system to perform its prescribed
service

Inadequate braking torque

Inability to steer the vehicle
Inability to open the throttle

Detection

Observation of the manifestations of an error or
failure

Sensor output shorted to ground
Invalid output torque request to actuator

Serial data message timeout
Run-time assertion violation

Identification (also called
Diagnosis or Localization)

Identify the componentto blame for an error or
failure

Sensor
Body Control Module

Wiring Harness
Object detection software component

Isolation
(also called Fault Containment)

Prevent the fault from propagating to other
parts of the system

Error detection coding

Acceptance tests on received values
Comparison of dual-redundant values

Recovery

Mitigation action to be taken upon detection and
identification

Shut the system down
Reboot / restart the system

Switch to an active standby
Reconfigure the system




Vehicle Systems
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Vehicle Systems

‘ Video Sensor I
Active Sensor
(Radar)
‘ Map Position I

PERCEPTION

Vehicle

Etc.
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Obstacle distance
Etc.

Not object of
test

Sensors E Distance from border E : ------------------------- :
1 Lane Width : f Level of Warning .
= Vehicle speed : = Level of active steering =
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MIT/Chrysler Virtual Analysis/Verification of Safety
Systems

Hybrid automaton H

qg=nh
1 = frn(v1,d;
dl = Dl

Hybrid automaton

* modeling a driver assistance system
* local vehicle (denoted with subscripts “17)
treats the remote vehicle(denoted with
subscripts “2”) as an “enemy” to be
counteracted for the worst-case scenario.

« in all modes the dynamics of the remote
vehicle are

given by p2 = d2 (d2 represents the human
input and is free to range in a given known
interval D2)

q = obey = disobey

p1 = fa(vr,di \—s( 1 = fu(v1,d1)
di €lds —e,d; +¢€ N d1 €D,




Hybrid Automata — Discrete/Continuous
Model and Provability

A hybrid automaton H is a tuple
H=(Q, X, U, D, . Inv, R, f) where:

* Q is the set of discrete states or modes

« X subset Rn is the continuous state space

* U subset Rm is the continuous set of control inputs

* D subset Rp is the continuous set of disturbance inputs

« > = 2U union 2D is the set of events (ZU are control events and 2D are disturbance
events) that trigger transitions among

Modes

* Inv = {e} are silent events, which correspond to no transition occurring

*R: X Xx QX ..Qisthe mode update map and

+f: X x QxUxD. Xisthe vector field, which is allowed to be piecewise continuous in

its arguments

« Imperfect information on the continuous state is modeled by considering a
measurement map g : M mapping 2 pot X , which for a measurement y returns a set
of possible continuous states compatible with such a measurement



Security and ‘Provability’ - USCAR/Iowa/DARPA

KEY CHALLENGES
eCreating domain-specific functional specifications with abstractions rich enough to express
control algorithms, but constrained enough to enable formal proofs of correctness.
e Abstractions for formulating and enforcing safety and security policies geared towards the
specific needs of control systems with sensory inputs, actuators to respond autonomously
and instantly to an attack, and number-crunching control algorithms.
e Abstractions that allow composition of a complex high-assurance control system out of
high-assurance subsystems like

e stability control

e traction control

e fuel cells

e hybrid vehicles

e powertrain control.
e Abstractions to construct and check proofs as well as reveal the obstructions to a proof.
eDesigning a powerful but simple PE for use by control engineers.
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High Assurance Cyber Military Systems - R @

|

Specification

l

Refine Specification

Manual Step

Refine Formal

LN o e
specific hardware) Formal Hardware and Safety and
1 Specification System Security
Architecture Properties

Engineer Programming
Environment

Test Failures Code Diagnostic

Information
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Y
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Probabilistic Generated Code Explicit Proofs
Testing

Fix error

Manual Step
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Security and Safety — Validation
and Sensor Fusion
High acceleration command sent as a result
of spoofed sensor reading
‘\
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Innovation Engine G cocew smm e M @

CHRYSLER GROUP LLC

Q
Qe;? Government 0\
L Leading: Setting Goals and Prioritize %
Needs

Alignhed and Opti

Innovation

Thinking:

and Obstacles

Basic Research Results




Economics of Standards =

« Trends in National R&D Performance

« R&D and GDP Growth

« U.S. Business R&D R&D by Multinational Companies
 EXxports and Imports of R&D-Related Services
 Federal R&D Federal R&E Tax Credit
 International R&D Comparisons

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



Trends in National R&D Performance

 Growth in total U.S. R&D performance slowed noticeably in 2009,
compared to the last several years, but the broader trend remains that
R&D spending growth continues to significantly outpace growth of the
U.S. economy as a whole.

e The business sector continues to account for most of both U.S. R&D
performance and R&D funding.

« U.S. R&D is dominated by development activities, largely performed
by the business sector. The business sector also performs the majority
of applied research, but most basic research is conducted at
universities and colleges and funded by the federal government.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



R&D and GDP Growth

« Treating R&D as an investment, rather than as an expense,
affects estimates of GDP growth.

«  When R&D is treated as an investment, estimates of average
annual GDP growth between 1959 and 2007 are 0.07 points
higher than when R&D is treated as an expense.

« The difference in estimated average annual growth is higher in

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



International R&D Comparisons

« The top three R&D-performing countries: United States, China—
now the second largest R&D performer—and Japan represented
just over half of the estimated $1.28 trillion in global R&D in 2009.

« Wealthy economies generally devote larger shares of their GDP
to R&D than do less developed economies.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



U.S., China, and Japan

 The United States, the largest single R&D-performing country,
accounted for about 31% of the 2009 global total, down from 38% in
1999. Asian countries—including China, India, Japan, Malaysia,
Singapore, South Korea, Taiwan, and Thailand—represented 24% of
the global R&D total in 1999 but accounted for 32% in 2009, including
China (12%) and Japan (11%).

« The pace of real growth over the past 10 years in China’s overall R&D
remains exceptionally high at about 20% annually.

« The European Union accounted for 23% total global R&D in 2009,
down from 27% in 1999.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



Wealthy and Less Developed Countries

« The U.S. R&D/GDP ratio (or R&D intensity) was about 2.9% in 2009
and has fluctuated between 2.6% and 2.8% during the past 10 years,
largely reflecting changes in business R&D spending.

* In 2009, the United States ranked eighth in R&D intensity—surpassed
by Israel, Sweden, Finland, Japan, South Korea, Switzerland, and
Taiwan—all of which perform far less R&D annually than the United
States.

« Among the top European R&D-performing countries, Germany
reported a 2.8% R&D/GDP ratio in 2008; France, 2.2%; and the
United Kingdom, 1.9%.

« The Japanese and South Korean R&D/GDP ratios were among the
highest in the world in 2008, each at about 3.3%. China’s ratio
remains relatively low, at 1.7%, but has more than doubled from 0.8%
in 1999.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



R&D expenditures for United States, EU, and 10
Asian economies: 1996-2009

Dollars (billions)
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Asia-10 = China, India, Indonesia, Japan, Malaysia, Philippines, Singapore, South Korea, Taiwan,
Thailand; EU = European Union

SOURCE: National Science Board, Science and Engineering Indicators 2012




R&D expenditures as a share of economic output
of selected regions/countries: 1996-2009

Percent of GDP
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SOURCE: National Science Board, Science and Engineering Indicators 2012
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Intelligent Transportation Systems (1)

* Traditional ITS
Technologies:

Ramp Metering
Transit Information

Electronic Payment
and Credentialing

Transportation
Management
Centers

NEXT BUS IN 9 MIN

Figure 7: Los Angeles
Metro Rapid Real-Time
Arrival Sign (From USDOT)

,"’; 7~ N

Figure 8: Ramp metering
diagram (From New Zealand
Transit Agency)

SOURCE: Row, S. (2009) “Future of the ITS Program” Presentation to the ITS America 2009
Annual Meeting, Plenary Session: “"A New Era in Transportation - A Federal Perspective.”
Research and Innovative Technology Administration, USDOT. Tuesday June 2, 2009.



Intelligent Transportation Systems (2)

Figure 9: Intellidrive systems (formerly “Vehicle Infrastructure Integration” (VI)) consist of Vehicle to
Vehicle (V2V), Vehicle to Infrastructure(V2l), and Vehicle to Device (V2D) Wireless communications.

SOURCE: http://www.its.dot.gov/intellidrive/intellidrive_overview.htm



Economics: Some Evidence for ‘Convergence’



current or proposed standards

Grams CO, per kilometer, normalized to NEDC
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Historical fleet CO, emissions performance and -
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[1] China's target reflects gasoline fleet scenario. If including other fuel types, the target will be lower.

[2] US and Canada light-duty vehicles include light-commercial vehicles.



Historical fleet fuel economy performance and

current or proposed standards

65 Solid dots and lines: historical performance

Solid dots and dashed lines: enacted targets
Solid dots and dotted lines: proposed targets
60 Hollow dots and dotted lines: unannounced proposal
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[1] China's target reflects gasoline fleet scenario. If including other fuel types, the target will be higher.

[2] US and Canada light-duty vehicles include light-commercial vehicles.
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Historical fleet fuel consumption performance and
current or proposed standards
12

Solid dots and lines: historical performance
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[1] China's target reflects gasoline fleet scenario. If including other fuel types, the target will be higher.
[2] US and Canada light-duty vehicles include light-commercial vehicles.
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Four markets absolute and annual rate comparison
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U.S. Business R&D

« Domestic R&D performed by the business sector reached $291

billion in 2008.

More than three-quarters of U.S. business R&D is performed in six
iIndustry groups—four in manufacturing (chemicals, computer and
electronic products, aerospace and defense, and automotive) and
two In services (software and computer-related products, and R&D

services).

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



R&D by Multinational Companies

The majority of R&D by U.S. multinational companies (MNCs) continues to be
performed in the United States. Outside the United States, R&D by U.S.-
owned foreign affiliates is performed mostly in Western Europe, Canada, and
Japan, followed more recently by other locations in the Asia-Pacific region.

. In 2008, U.S. MNC parent companies and their majority-owned foreign affiliates
performed $236.1 billion in R&D worldwide, according to the Bureau of Economic
Analysis. This included $199.1 billion performed by the parent companies in the
United States and $37.0 billion by their majority-owned foreign affiliates.

. The share of R&D performed by Asia-located affiliates (other than in Japan)
increased from 5.3% to 14.4% from 1997 to 2008. In particular, the share of U.S.-
owned affiliates R&D performed in China, South Korea, Singapore, and India rose
from a half percentage point or less in 1997 to 4% for China, just under 3% for
South Korea, and just under 2% each for Singapore and India in 2008.

. Majority-owned affiliates of foreign MNCs located in the United States (U.S.
affiliates) performed $40.5 billion of R&D in 2008 virtually unchanged from the
$41.0 billion they performed in 2007. Since 1999, the share of these companies in
total business R&D has fluctuated narrowly between 13% and 15%.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



Exports and Imports of R&D-Related § cocew smm= odep M @
Services

« Trends in cross-border transactions in research, development,
and testing (RDT) services are another indicator of global
linkages.

. In 2009, U.S. RDT exports and imports stood at $18.2 billion and $15.8 billion,
respectively, for a balance of $2.5 billion.

. In 2008, the proportion of RDT exports ($17.4 billion) to domestic U.S. business
R&D performance ($290.7 billion) was 5.6%. This proportion was about 3.8% in
2001.

. Most transactions in RDT services—around 85% of total annual RDT exports—

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



Federal R&D

. Federal spending on R&D has continued to grow, although at a slower pace,
when adjusted for inflation, in the last several years. Defense continues to
account for more than half of annual federal R&D spending. Health-related R&D
accounts for the majority of federal nondefense R&D.

. Eight federal agencies accounted for 97% of federal R&D spending in FY 2009: the
departments of Commerce, Defense, Energy, Health and Human Services, and
Homeland Security, and the National Science Foundation and National Air and Space
Administration. Federal obligations for R&D have increased annually since the late
1990s. When adjusted for inflation, growth has been flatter after FY 2005.

. In FY 2009, federal obligations for R&D reached $133.3 billion and an additional $3.6
billion for R&D plant. The American Recovery and Reinvestment Act of 2009 obligated
an additional $8.7 billion for R&D and $1.4 billion for R&D plant for the same fiscal year.

. In the last 10 years, federal funding for basic and applied research has grown faster in
the life sciences, mathematics/computer sciences, and psychology than in other fields.
In the environmental sciences, growth has not kept pace with inflation.

. Over the last two decades, the greatest change in federal R&D priorities has been the
rise in health-related R&D, which currently accounts for just over half of nondefense
R&D spending.

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons



Federal R&E Tax Credit £ coew === ke M @

« To counteract potential business underinvestment in R&D, the
federal government makes available tax credits for companies
that expand their R&D activities.

. Business research and experimentation (R&E) tax credit
claims were about $8.3 billion both in 2007 and in 2008.
. Five industries accounted for 75% of R&E credit claims in

National Science Board, Science And Engineering Indicators 2012, Chapter 4: Research and Development: National
Trends and International Comparisons
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The innovation process

AGENTS

ACTIVITIES

OUTPUTS

EXTERNAL- | MARKET-LEVEL
OR FIRM-LEVEL PROCESS
INITIATIVES FIRM-LEVEL INITIATIVES |
: Applied research Development | I Adoption or
nvestment ‘i
Basic research Information collation Testing / l purchase dec\lsm:
. l . Inventions . Market penetration
Discoveries Blueprints thr;_t\?gggsns Innovation I P
Ideas (product or process)
Plans
Adaptation
| Improvement
RESEARCH AND DEVELOPMENT COMMERCIALISATION DIFFUSION

Figure 1.1 Greenhalgh and Rogers (2010)



Resources
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Examples of Resource Transformations
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Product development process
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Product development process
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Figura E-1. The Automotive Product Development Timeline
10 months Launch
and bayond... 24 18 12 [ 0
E::l__.__ | | | |
| i | — 1
Product / feature changes
c“;ml:'t MELH"" & | Product Assembly Site Preparation /
. Engineer| Manufacturing| Marketing Plan Development
Development
Engineearing
1, e A .; _— —
Strategy Developmaent i Program Execution Phass
Phase 3
1
i
Site Selection
[Car happan anytime during this ime penod]
Source: Center for Automotive Resaarch.
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Automotive Business Case

FIGURE 1. A detailed look at automotive business case development
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Business driver : Information economy
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The Information Economy 8 cocew e Jeep

e Telecommunications

Maohile

has been seen as the telephone

Telephone

foundation for “post-

° . ” .
industrial economies. Data
. Bidirectional
. Shift from
o Tal h
manufacturing to o Telecom-

munications Nedicated
. eaicate
service focus networks
o o R communication
. Shift from financial
to knowledge Cobla TV

capital as
fundamental

resource

Figure 1: The Telecommunications Industry
(From Anttalainen, 2003)

SOURCES:

Goddard, J., and Gillespie, A. (1986) " Advanced Telecommunications and Regional Economic
Developmnet” The Geographical Journal., 152(3)

Anttalainen, T. (2003) Introduction to telecommunications network engineering: 279 Edition.
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Abbrawiations:

Cable modems

e-mail WAN = Wide Area Network
Internet WWW LAN = Local Area Network

low WAN Fast WAN apsL  WLAN = Wireless LAN
LAN WLAN WWW = World Wide Web

ADSL = Asymmetrical
Telephone Cordless telephones - : :
IS0N Tolefax Gr 4 ISDN = Integrated Services
FM radio Stereo radio Digital radio  Digital Network

w Digital TV AM = Amplitude Modulation
ne Color TV Stereo TV VoD FM = Frequency Modulation
Cellular Telephone Maobile IP = Internet Protocol

Paging DGiol ~ Data CS = Circuit Switched
Tﬂm.;hunﬂ Mobile PS5 = Packet Switched

IP VoD = Video on Demand

- - - - - - >
1850 1930 1970 1990 2000 2005 Time/year

Figure 2: Development of Telecommunications Systems and Services (From
Anttalainen, 2003)

Anttalainen, T. (2003) Introduction to telecommunications network engineering: 2nd Edition.
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Business driver : GHG and fuel economy regulations



Overview of Regulation Specifications

U.S./California
(enacted)

u.s.
(Supplemental
Notice of
Intent)

Canada
(enacted)

EU (enacted)
EU (proposed)

Australia
(voluntary)

Japan
(enacted)
Japan
(proposed)

China
(proposed)

S. Korea
(proposed)

2016

2025

2016

2015

2020

2010

2015
2020

2015

2015

Fuel
economy/GHG

Fuel
economy/GHG

GHG

co,

co,

Fuel economy

Fuel
consumption

Fuel
economy/GHG

* Assumes manufacturers fully use A/C credit
** Proposed CAFE standard by NHTSA. It is equivalent to 163g/mi plus CO2 credits for using low-GWP A/C refrigerants.
“** In April 2010, Canada announced a target of 153 g/km for MY2016. Value in brackets is estimated target for MY2016, assuming that during 2008 and 2016 the

fuel efficiency of the LDV fleet in Canada will achieve a 5.5% annual improvement rate (the same as the U.S.). This estimate is used in the accompanying

charts.
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corporate avg.

Weight-based

corporate average

Fleet average

Weight-class
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average

Weight-class

based per vehicle

and corporate
average

Weight-based

corporate average
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commercial NEDC
vehicles
Cars JCo8
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Cars/SUVs U.S. combined



