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Introduction To StaticIntroduction To Static
Driver VerifierDriver Verifier

Static Driver Verifier (SDV) is a tool for Static Driver Verifier (SDV) is a tool for 
finding bugs in driversfinding bugs in drivers
SDV is (currently) applicable only SDV is (currently) applicable only 
to WDM drivers to WDM drivers 
SDV operates on the driver’s source codeSDV operates on the driver’s source code
SDV is completely automatic SDV is completely automatic 
SDV checks that drivers do not violate SDV checks that drivers do not violate 
a set of “kernel API usage rules”a set of “kernel API usage rules”
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DepthDepth DriverDriver
VerifierVerifier
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Static Driver VerifierStatic Driver Verifier
Driver:  Parallel port device driver Driver:  Parallel port device driver 
Rule:  Checks that driver dispatch routines Rule:  Checks that driver dispatch routines 
do not call do not call IoCompleteRequestIoCompleteRequest(…) twice on (…) twice on 
the I/O request packet passed to it by the OS the I/O request packet passed to it by the OS 
or another driveror another driver
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Introduction To StaticIntroduction To Static
Driver VerifierDriver Verifier

SDV is being deployed internally within Microsoft.  Driver writeSDV is being deployed internally within Microsoft.  Driver writers are giving us rs are giving us 
positive feedbackpositive feedback

“This bug would be a really hard bug to find other than with a t“This bug would be a really hard bug to find other than with a tool like SDV. There ool like SDV. There 
are just too many details to keep track of to have a good chanceare just too many details to keep track of to have a good chance of finding it.”of finding it.”
“This looks like a bug to me. This is AWESOME!! SDV rocks!”“This looks like a bug to me. This is AWESOME!! SDV rocks!”
“These are all real, difficult to discover bugs. Good work!”“These are all real, difficult to discover bugs. Good work!”
“This bug would have been very difficult to find by inspection a“This bug would have been very difficult to find by inspection and it was one of those nd it was one of those 
bugs that would be nearbugs that would be near--impossible to reproduce…”impossible to reproduce…”
“Fixing this bug will definitely stop some unexplainable and har“Fixing this bug will definitely stop some unexplainable and hard to debug random d to debug random 
system crashes in the future”system crashes in the future”

SDV was used on 3SDV was used on 3rdrd party drivers at the Windows Driver Development party drivers at the Windows Driver Development 
Conference in NovemberConference in November

We found some real bugs in these driversWe found some real bugs in these drivers
We’re planning to make SDV available externally, later this yearWe’re planning to make SDV available externally, later this year
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Internals:  RulesInternals:  Rules

SDVSDV
RulesRules

SLAMSLAM

OS modelOS model

XXX

ResultResult

other.hother.h

driver.hdriver.h

driver.cdriver.c



2828

Static Driver Verifier Static Driver Verifier 
Internals:  RulesInternals:  Rules

Expressed in an eventExpressed in an event--based language called SLICbased language called SLIC
Possible eventsPossible events

Function entryFunction entry
Function exit Function exit 

The code associated with events call the function The code associated with events call the function 
error()error() to indicate a violationto indicate a violation
IoCallDriverIoCallDriver.entry .entry 
{{

if ($2if ($2-->Tail.Overlay.>Tail.Overlay.CurrentStackLocationCurrentStackLocation--
>>MajorFunctionMajorFunction

==IRP_MJ_POWER) {       ==IRP_MJ_POWER) {       
error();error();

}}
}}
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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Static Driver Verifier internals:  RulesStatic Driver Verifier internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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state {state {
intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver

Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver



3535

Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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Static Driver Verifier Internals:  RulesStatic Driver Verifier Internals:  Rules
state {state {

intint LowerDriverReturnLowerDriverReturn = 0; = 0; 
boolbool LowerDriverCalledLowerDriverCalled = 0; = 0; 
boolbool PerformCheckPerformCheck = 1;= 1;

} with guard (} with guard (sdvsdv_main,_main,irpirp))

[[PoCallDriverPoCallDriver,,IoCallDriverIoCallDriver].exit[guard $2]].exit[guard $2]
{{

LowerDriverCalledLowerDriverCalled = 1;= 1;
LowerDriverReturnLowerDriverReturn = $return;= $return;

}}

[[IoCompleteRequestIoCompleteRequest,,IoMarkIrpPendingIoMarkIrpPending].entry[guard $1]].entry[guard $1]
{ { 

PerformCheckPerformCheck = 0;= 0;
}}

stub_dispatch_end.entrystub_dispatch_end.entry
{{

if (  if (  PerformCheck PerformCheck 
&& && LowerDriverCalled LowerDriverCalled 
&& && LowerDriverReturnLowerDriverReturn != $1!= $1
) {) {

error “………”;error “………”;
}}

}}

Our DriverOur Driver

EnvironmentEnvironment

LowerLower
DriverDriver
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OS ModelOS Model
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Static Driver Verifier Internals: Static Driver Verifier Internals: 
OS ModelOS Model

Provides the main functionProvides the main function
Abstract implementations of kernel APIs Abstract implementations of kernel APIs 
(like (like IoCallDriverIoCallDriver))
Models some aspects of the OS state, Models some aspects of the OS state, 
like the “interrupt request level” (IRQL)like the “interrupt request level” (IRQL)
Uses nonUses non--deterministic choice deterministic choice 
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Static Driver Verifier Internals: Static Driver Verifier Internals: 
OS ModelOS Model
VOID VOID IoAcquireCancelSpinLockIoAcquireCancelSpinLock( OUT PKIRQL ( OUT PKIRQL IrqlIrql ))
{{

old_old_old_old_old_old_irqlirql = old_old_= old_old_irqlirql;;
old_old_old_old_irqlirql = old_= old_irqlirql;;
old_old_irqlirql = = irqlirql;;
irqlirql = DISPATCH_LEVEL;= DISPATCH_LEVEL;
**IrqlIrql = old_= old_irqlirql;;

}}
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NTSTATUS NTSTATUS 
IoCreateDevice(IoCreateDevice(

IN PDRIVER_OBJECT IN PDRIVER_OBJECT DriverObjectDriverObject,,
IN ULONG IN ULONG DeviceExtensionSizeDeviceExtensionSize,,
IN PUNICODE_STRING IN PUNICODE_STRING DeviceNameDeviceName OPTIONAL,OPTIONAL,
IN DEVICE_TYPE IN DEVICE_TYPE DeviceTypeDeviceType,,
IN ULONG IN ULONG DeviceCharacterisitcsDeviceCharacterisitcs,,
IN BOOLEAN Exclusive,IN BOOLEAN Exclusive,
OUT PDEVICE_OBJECT * OUT PDEVICE_OBJECT * DeviceObjectDeviceObject
))

{{

ULONG Choice = ULONG Choice = SdvChoiceSdvChoice();();

switch (Choice) {switch (Choice) {
case 0 : (*case 0 : (*DeviceObjectDeviceObject) = &SDV_devobj2;) = &SDV_devobj2;

return STATUS_SUCCESS;return STATUS_SUCCESS;
case 1 : return STATUS_INSUFFICIENT_RESOURCES;case 1 : return STATUS_INSUFFICIENT_RESOURCES;
case 2 : return STATUS_OBJECT_NAME_EXISTS;case 2 : return STATUS_OBJECT_NAME_EXISTS;
default: return STATUS_OBJECT_NAME_COLLISION;default: return STATUS_OBJECT_NAME_COLLISION;

}}
}

Static Driver Verifier Internals: Static Driver Verifier Internals: 
OS ModelOS Model

}
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NTSTATUS NTSTATUS 
IoCreateDevice(IoCreateDevice(

IN PDRIVER_OBJECT IN PDRIVER_OBJECT DriverObjectDriverObject,,
IN ULONG IN ULONG DeviceExtensionSizeDeviceExtensionSize,,
IN PUNICODE_STRING IN PUNICODE_STRING DeviceNameDeviceName OPTIONAL,OPTIONAL,
IN DEVICE_TYPE IN DEVICE_TYPE DeviceTypeDeviceType,,
IN ULONG IN ULONG DeviceCharacterisitcsDeviceCharacterisitcs,,
IN BOOLEAN Exclusive,IN BOOLEAN Exclusive,
OUT PDEVICE_OBJECT * OUT PDEVICE_OBJECT * DeviceObjectDeviceObject
))

{{

ULONG Choice = ULONG Choice = SdvChoiceSdvChoice();();

switch (Choice) {switch (Choice) {
case 0 : (*case 0 : (*DeviceObjectDeviceObject) = &SDV_devobj2;) = &SDV_devobj2;

return STATUS_SUCCESS;return STATUS_SUCCESS;
case 1 : return STATUS_INSUFFICIENT_RESOURCES;case 1 : return STATUS_INSUFFICIENT_RESOURCES;
case 2 : return STATUS_OBJECT_NAME_EXISTS;case 2 : return STATUS_OBJECT_NAME_EXISTS;
default: return STATUS_OBJECT_NAME_COLLISION;default: return STATUS_OBJECT_NAME_COLLISION;

}}
}}

Static Driver Verifier Internals: Static Driver Verifier Internals: 
OS ModelOS Model

?
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SDVSDV
RulesRules

SLAMSLAM

OS modelOS model

XXX

ResultResult
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driver.hdriver.h

driver.cdriver.c
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM
ProofProof--based analysis engine for C (not C++)based analysis engine for C (not C++)
Strategy:  Strategy:  

Build an abstraction of the driverBuild an abstraction of the driver
throw away as much irrelevant detail from the driver as throw away as much irrelevant detail from the driver as 
possible through abstraction searchpossible through abstraction search

Simplifying (unsound) assumptionsSimplifying (unsound) assumptions
C unions are ignoredC unions are ignored
Memory layout is not known:  pointer arithmetic is Memory layout is not known:  pointer arithmetic is 
largely ignoredlargely ignored
Coincidental pointer aliasing is ignored, purposeful Coincidental pointer aliasing is ignored, purposeful 
aliasing is notaliasing is not
The OS model does not exercise all paths possible in The OS model does not exercise all paths possible in 
practicepractice
Etc, etc.Etc, etc.
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

Assume that Assume that f1f1, , 
f2f2, , f3f3 and and gg do do 
not call not call 
AcquireLockAcquireLock or or 
ReleaseLockReleaseLock

}
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

intint locked = 0; locked = 0; 

AcquireLockAcquireLock.entry {.entry {
if (locked==1) { if (locked==1) { 

error();error();
} else {} else {

locked=1;locked=1;
}}

}}

ReleaseLockReleaseLock.entry {.entry {
if (locked==0) { if (locked==0) { 

error();error();
} else {} else {

locked=0;locked=0;
}}

}}
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SLAMSLAM
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SLAMSLAM
RefineRefine
StepStep

AbstractAbstract
StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

void void AcquireLockAcquireLock()()
{{

…………………………
}}

void void ReleaseLockReleaseLock()()
{{

…………………………
}}

void main()void main()
{{

…………………………

void void AcquireLockAcquireLock() () 
{{

………………………………
}}

void void ReleaseLockReleaseLock() () 
{{

………………………………
}}

void main()void main()
{{

…………………………

Are these Are these 
reachable?reachable?

intint locked = 0; locked = 0; 

if (locked==1) { if (locked==1) { 
error();error();

} else {} else {
locked=1;locked=1;

}}

if (locked==0) { if (locked==0) { 
error();error();

} else {} else {
locked=0;locked=0;

}}

intint locked = 0; locked = 0; 

AcquireLockAcquireLock.entry .entry 
{{

if (locked==1) { if (locked==1) { 
error();error();

} else {} else {
locked=1;locked=1;

}}
}}

ReleaseLockReleaseLock.entry .entry 
{{

if (locked==0) { if (locked==0) { 
error();error();

} else {} else {
locked=0;locked=0;

}}
}}
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SLAMSLAM
RefineRefine
StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep

AbstractAbstract
StepStep
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM
void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while(     ) {while(     ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (           ) {if (           ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;

rstrst=0;=0;

!!rst rst 
a =a =
b =b =
c = c = 

a<b && b<ca<b && b<c
rstrst=1;=1;

* * 

**
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

void void AcquireLockAcquireLock()()
{{

if (         ) {if (         ) {
error();error();

} else {} else {

}}
}}
void void ReleaseLockReleaseLock()()
{{

if (         ) {if (         ) {
error();error();

} else {} else {

}}
}}

locked==1locked==1

locked=1;locked=1;

locked==0locked==0

locked=0;locked=0;

g1g1

g1 = 1;g1 = 1;
g0 = 0;g0 = 0;

g0g0

g0 = 1;g0 = 1;
g1 = 0;g1 = 0;

boolbool g0 = 1; // locked==0g0 = 1; // locked==0
boolbool g1 = 0; // locked==1g1 = 0; // locked==1
intint locked = 0;locked = 0;

State space = 2^(2 + #bits(pc)) + stackState space = 2^(2 + #bits(pc)) + stack
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SLAMSLAM
RefineRefine
StepStep

AbstractAbstract
StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

Reachable Reachable 
statestate--space space 
for steps <1for steps <1
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

Reachable Reachable 
statestate--space space 
for steps <1for steps <1

Reachable Reachable 
statestate--space space 
for steps <2for steps <2 Reachable Reachable 

statestate--space space 
for steps <3for steps <3
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

Reachable Reachable 
statestate--space space 
for steps <1for steps <1

Reachable Reachable 
statestate--space space 
for steps <2for steps <2 Reachable Reachable 

statestate--space space 
for steps <3for steps <3

Reachable stateReachable state--
space for steps <4space for steps <4

Reachable stateReachable state--
space for steps <5space for steps <5

Reachable Reachable 
statestate--space space 
for steps for steps 

<6<6
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

Reachable Reachable 
statestate--space space 
for steps <1for steps <1

Reachable Reachable 
statestate--space space 
for steps <2for steps <2 Reachable Reachable 

statestate--space space 
for steps <3for steps <3

Reachable stateReachable state--
space for steps <4space for steps <4

Reachable stateReachable state--
space for steps <5space for steps <5

Reachable Reachable 
statestate--space space 
for steps for steps 

<6<6

Reachable Reachable 
statestate--space space 
for steps <7for steps <7

Reachable stateReachable state--
space for steps <8space for steps <8
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Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

Reachable 
state-space 
for steps <1

Reachable 
state-space 
for steps <2 Reachable 

state-space 
for steps <3

Reachable state-
space for steps <4

Reachable state-
space for steps <5

Reachable 
state-space 
for steps 

<6

Reachable 
state-space 
for steps <7

Reachable state-
space for steps <8Reachable state-

space for steps <9

State where PC is at a call to State where PC is at a call to error()error()
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while( *  ) {while( *  ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (     *     ) {if (     *     ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}



6969

Static Driver Verifier Internals:  SLAMStatic Driver Verifier Internals:  SLAM

SLAMSLAM
AbstractAbstract

StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep

RefineRefine
StepStep
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

rstrst==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

rstrst==0==0

}
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void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

rstrst==0==0

}
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New predicate to track:  New predicate to track:  main { main { rstrst==0 }==0 }

void main()void main()
{{

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;
for(;;) {for(;;) {

AcquireLockAcquireLock();();
rstrst=0;=0;

while(!while(!rstrst) {) {
a = f1(); a = f1(); 
b = f2();    b = f2();    
c = f3();c = f3();
if (a<b && b<c) {if (a<b && b<c) {

rstrst=1;=1;
ReleaseLockReleaseLock();();

}}
}}
g();g();

}}
}

cntcnt==0==0

rstrst==0==0

!(!(rstrst==0)==0)

}
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SLAMSLAM
RefineRefine
StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep

AbstractAbstract
StepStep
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void main()void main()
{{

for(;;) {for(;;) {
AcquireLockAcquireLock();();

while(     ) {while(     ) {
f1(); f1(); 
f2(); f2(); 
f3();f3();

if (          ) {if (          ) {

ReleaseLockReleaseLock();();
}}

}}
g();g();

}}
}}

intint a,b,c,a,b,c,rstrst,,cntcnt;;
cntcnt = 0;= 0;

rstrst=0;=0;

!!rst rst 
a =a =
b =b =
c = c = 

a<b && b<ca<b && b<c
rstrst=1;=1;

boolbool v0; // represents v0; // represents rstrst==0==0

v0=1;v0=1;

v0 v0 

**
v0=0;v0=0;

State space = 2^(3 + #bits(pc)) + stackState space = 2^(3 + #bits(pc)) + stack
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SLAMSLAM
RefineRefine
StepStep

AbstractAbstract
StepStep

CheckCheck
StepStep

Driver passes ruleDriver passes rule

Rule violation foundRule violation foundOS modelOS model

Driver Driver 
sourcessources

RuleRule

Instrument Instrument 
StepStep
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Reachable Reachable 
statestate--space space 
for steps <nfor steps <n
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Reachable Reachable 
statestate--space space 
for steps <nfor steps <n

Reachable Reachable 
statestate--space space 
for steps for steps 

<n+1<n+1

Reachable Reachable 
statestate--space space 
for steps for steps 

<n+2<n+2
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Reachable Reachable 
statestate--space space 
for steps <nfor steps <n

Reachable Reachable 
statestate--space space 
for steps for steps 

<n+1

Reachable Reachable 
statestate--space space 
for steps for steps 

<n+2<n+2

Reachable stateReachable state--
space for steps space for steps 

<n+3<n+3
Reachable stateReachable state--
space for steps space for steps 

<n+4<n+4

Reachable stateReachable state--
space for steps space for steps 

<n+5 and <n+4<n+5 and <n+4

<n+1

Done!Done!
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The abstraction contains only the PC and these three The abstraction contains only the PC and these three 
state bitsstate bits

locked==1locked==1
locked==0locked==0
rstrst==0==0

Abstracted awayAbstracted away
Much of f1(), f2(), f3(), g(), Much of f1(), f2(), f3(), g(), 
cntcnt, , 
a, b, ca, b, c
Potential values from Potential values from rstrst

From this abstraction we can reasons that the original C From this abstraction we can reasons that the original C 
program is also correctprogram is also correct
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SummarySummary
SDV is a compileSDV is a compile--time tool that finds bugs in device driverstime tool that finds bugs in device drivers

Finds bugs that are harder to reproduce than Driver Verifier doeFinds bugs that are harder to reproduce than Driver Verifier doess
Finds bugs that are deeper than Finds bugs that are deeper than PREfastPREfast for Drivers doesfor Drivers does

SDV is composed of three partsSDV is composed of three parts
Rules providedRules provided
Model of the OS providedModel of the OS provided
SLAM: a symbolic model checker that finds abstractions via refinSLAM: a symbolic model checker that finds abstractions via refinementement

SDV is being used internallySDV is being used internally
Device driver writers are beginning to use itDevice driver writers are beginning to use it
We’ve tried it on 3rd party driversWe’ve tried it on 3rd party drivers

SDV is planned to be part of DDK in the futureSDV is planned to be part of DDK in the future
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ResourcesResources
EmailEmail

White PaperWhite Paper
Static Driver Verifier: Finding Bugs in Device Drivers Static Driver Verifier: Finding Bugs in Device Drivers 
at Compileat Compile--Time on Time on 
http://www.microsoft.com/http://www.microsoft.com/whdcwhdc//devtoolsdevtools/tools/SDV./tools/SDV.mspxmspx

Microsoft Hardware NewsletterMicrosoft Hardware Newsletter
Subscribe to the Microsoft Hardware Newsletter and Subscribe to the Microsoft Hardware Newsletter and 
watch the WHDC web site for information about future watch the WHDC web site for information about future 
beta and final releases of new tools from Microsoft beta and final releases of new tools from Microsoft 

SdvfdbkSdvfdbk @ microsoft.com@ microsoft.com
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