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« Systems and networks + Monitors and logs
+ Humans « Forensics
« Rapid response + Hunt, attribute
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Supply chain dilemmas
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« Design and engineering
1. AT assurance
2. Abstractions
3. Architecture
4. Evidence

+ Operations
5. Opacity

«  Supply chain
6. Data and analytics




Guaranteeing Al Robustness against Deception (GARD)

Develop theoretical foundations, principled defense algorithms, and evaluation frameworks to
enable machine learning systems to be robust against adversary deception
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Assured Autonomy

Develop rigorous design and analysis technologies for continual assurance of learning-enabled
autonomous systems, in order to guarantee safety properties in adversarial environments

« Explain
« Analyze/assure
« Demo UXV operation

Neural Network for Sonar Processing
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SMT solver

SMT: Satisfiability modulo theories
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Function & safety cases
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Cyber — key operational elements

Example of emergent behavior from design
;-

Example of Solarwinds command and control
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Access

Hardening Development
Toolchains against
mergent Execution
Engines (HARDEN)

Analysis of DNS PTR records

Numbor of Resolusons Por Day (LogS<ale)

0p resolve to IPs with known affiliation
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Rapid Attack Detection,
Isolation and
Characterization

Systems (RADICS) Cyber
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Enhanced Attribution
(e

Hiding

Harnessing Autonomy
for Countering
Cyberadversary
Systems (HACCS)

Computers and Humans Exploring Software Security (CHESS)
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Develop computer-human systems to rapidly discover
all classes of vulnerability in complex software

Context
Annotation

Annotated
Representation

Representation
For Humans

Novice
Hackers
Non-

Hackers |
Cyber Reasoning
System

Proof of
Vulnerability

source code  pummmg
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Challenges

Identify and generate representations that
communicate information gaps to humans
Capture and reason over the representations
Extend CRS technology to scale up and
reason over new and existing representations

Accomplishments

Prototype CHESS system has been used to find and
responsibly disclose vulnerabilities in real-world
software
«  Five critical vulnerabilities in Adobe software
products affecting over 1 billion devices
« 103 vulnerabilities in NodeJS affecting over
55% of all downloaded Node JS packages
(4.5M / week)

imited. 8




Software systems technical architecture

+ Elements of technical architecture
« Constraints on structural features of a system
« Constraints on semantic features of a system
« Rules of engagement among system elements
« Components and services
« Structured data exchange

+ Goals
« Loose coupling — enable separation of activities
« Encapsulate variabilities — reduce interdependencies
« Anticipate change — minimize re-engineering
« Design for qualities — enhance performance, security, safety, etc.

«  Principles
+  Minimal
« Designed for evolution
+ Modeled and analyzable

(0].i{Y) Cyber Assured Systems Engineering (CASE)

Develop advanced design and analysis tools that establish cyber
resiliency as an explicit property for complex cyber physical systems
Today

Tests derived Cyber penetration
from requirements testing

Requirements
Challenges

A « Cyber issues are not well addressed by systems
[ « Penetration testing is needed for design discovery

+ Resiliency relies on hardening, late in process

New requirements
not in original design

CASE
" Tests derived
Requirements N

from requirements Approach

« Derive cyber requirements for resiliency early in
System Hardware System Testand design
Validation ‘ System «  Apply semantically-rich modeling and analysis as
e part of the systems engineering process

requirements resiliency components. « Adapt legacy software to support system resiliency
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Open Programmable Secure 5G (OPS-5G)
Create open source software and systems enabling secure 5G and subsequent mobile networks
without OPS-5G with OPS-5G
N k4 -

Opaque, proprietary and OPS-5G secure o ) e [

5 g - pen source | Za A7
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nology provided by 2 (EEERS development pecoupled,
small number of dominant |2y secure 5G D\ e ! |
vendors, |nc|gd|ng foltelgn system Non-US us US open stack | R
and adversarial suppliers source t

hardware .
Deployable, transparent,
open source technology
Challenges: Approach: Transition:
* Hardware/software decoupling « Speed open source software development + The Linux Foundation
+ Security at scale « Built-in, cost-effective 5G node and network security « Technology transfer path to military
« Operating over untrusted nodes and nets « Secure slices operate over untrusted infrastructure and civilian users
« Adaptive adversaries at tera-node scale « Programmable defenses for quick and flexible *  Nationwide network to enhance DoD
response ability to test 5G Core security
Multisite OPS-5G Joint Independent
Testing Option (MOJITO)
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Safe Documents (SafeDocs)

Reduce electronic document attack surface and build verified parsers to
radically improve software’s ability to reject invalid and malicious data

Safe

SafeDocs document

Verified
e | = J_El e
E E PDF/S

Regain trustworthiness of electronic

D documents and the ability
to process them safely

Approaches Accomplishments

Develop accessible ways of programming parsers to increase Tooling that (1) helps detect and characterize novel and implicit

resiliency and reduce attack surface of parsers format extensions and (2) ingests and characterizes malformations in

Create i a format sample corpus

descriptions of de facto data formats Secure parsers and machine-readable descriptions for National

Deduce safe format subsets for DoD uses Imagery Transmission Format (NITF), core structure of PDF, Air

Create tools for DoD experts to rapidly implement analyzers for data Vehicle Standard lrfterface (_AVSU’ MIC.I'O Air _veh'de Link .(MAVLmk)

formats, and respond to malformations PDF standard repairs — 50 disambiguating edits accepted into the ISO
32000-2 (PDF 2.0) International Standard

PDF Rejection of

maliciousne: ////

Malicious document




Automated Rapid Certification of Software (ARCOS)

Automate the evaluation of software assurance evidence to enable certifiers
to rapidly determine that the risk of software deployment is acceptable

Evidence Generation Evidence Evaluation 4
S | ea— T
nsnumatq New Software S

Evidence
Curation

Assurance
Generation

Legacy Software

Global Hawk operations
were based on (and limited by)
a Certificate of Waiver or
Authorization

‘ Quantitative Assessment

ATO: Authority to Operate

Enhancing the Nation’s Cybersecurity

Federal Register Presidential Documents
Monday, May 17, 2021

Title 3— Executive Order 14028 of May 12, 2021
The President ing the Nation’s C)

By the authority vested
laws of the United

e Constitution and the
by ordered as follows:

by th
he
Section 1. Policy. The

cated malicious cyber
sector, and ultimately
-

t and increasingly sophi
e public sector, the priv
s security and privacy

fy, deter.
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Software Bill of Materials (SBOM) [for each ent must also ca
incident and apply le
government action. Protecting our Nation from mal
the Federal Government to’ partner with

sector must adapt to the continuously ch

Software/system supply chains — what'’s in the bill of materials?

Diverse elements, often diversely sourced... Some challenges...
« Vendor components (opaque or transparent) * Blurred boundaries
«  Custom components (opaque or transparent) +  Extends beyond scope of control
« Networked services (opaque or transparent) + Opacity
«  Open source components * Hidden correlations
« Tool chains, DSLs, generators (opaque and transparent)
« Glue

« Architectural elements

o I products .m-'l.mn and operate sec ur
= ploce in our digilal infrastracture should bo proportional to how trustworthy
- and transparent that infrastructure is, and to the consequences we will
incur if that trust is misplaced.
(ii) develop a plan to impl Zero t i which

<

<
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Securing Information for Encrypted Verification and Evaluation (SIEVE)
Develop computer science theory and software to create mathematically
verifiable public statements derived from hidden, sensitive information in
order to publically yet securely communicate about DoD capabilities
Zero Knowledge Proofs: Enable verification while keeping secrets
Problem Statement Intermediate Representation Verification
PG S,
Encrypt(Malware signature,) o«>jD| gi _J°® . @
Encrypt(Malware signature,) m o 10®© o> :. -_-_I?‘_’;EE__ \,\ &P —
Encrypt(Malware signature,) Q’hf‘ﬁkrg}q_‘ ’ ™ \‘
= 15,
O Ol ® ™ b
® >@: X Prover  Comms  Verifier

Accomplishment: Demonstrated the first-ever capability to mathematically prove the exploitability
of vulnerable software without revealing critical details of the vulnerability or of the exploit




Cyber-Hunting At Scale (CHASE)

Automate cyber hunting via adaptive data collection at DoDIN scale

C2 infrastructure Alert Malware
changes rapidly fatigue evolves quickly

Relevant data is

Current problems lost or missed

1. Initial Compromise:
Malware delivered via phishing
email or malicious domain .~

3. Lateral Movement:

Remote commands
spread malware
infection

Important  Stored
data data

2. Command and
Control (C2):

Beaconing - Periodic
requests to domains
used to maintain control
over infected machine

Attack campaign

Gray Space

Host logs: 30 day history u

Netflow: 60 day history ==

4. Exfiltration over C2:

Remote commands stage "
and then move data off = GL‘g:a‘ ’ PCAP: 3 day history’ 0 F
network 9
Term
Storage ‘ DNS: 45 day history I:I|
Notional
Enterprise Network numbers
. Behavior-based Protective Global Informed Data
CHASE vision threat detection Measures Analysis Planning
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/i) Cyber — key operational elements

Example of emergent behavior from design Example of Solarwinds command and control
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0131y  Enhanced Attribution

Collect and fuse all available sources of information to enable continuous
tracking of cyber adversary threat groups and individual operators

Seed Indicators:
Selectors provided by FBL, CNMF,

and OSINT reporting Discover & Track Adversary Cyber Operators:

Operator Social Network Graphs:

Locations: Potential Patterns of Life: @
operators: Moonlighting 1
Mannand OL© = — [ 4
© 2= W \
¢ ‘ Poor OPSEC SR N - @ | 5
Persona 1D &8 R Aol A

Adversary Cyber Activity Graphs: Link threat

activity with
o cyber operators

Discover & Track Adversary Cyber Infrastructure:

& Domains
badguy.ru
@ Malware
evilexe

&
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Effects Hiding
itk betecton, Warnessing Autonomy
Characterization forCouirny
Systems (RADICS) Systems (HACCS)
Detect Isolate Characterize Restore o6 xplore-cap mp rt/about-national- e
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Affordable assurance
Evidence-based T&E
Pipeline delivery
Trustworthy autonomy
Highly adaptive
Safe assembly
Supply chain protection Translucency
Info op protection
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