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NOTE:  This paper is introduced under the DoD-DHS sponsored project entitled Scientific Enhancements to Networked Domains and Secure Social Spaces (SENDS3).  One of the key objectives of the SENDS3 Project
 is to prototype and test concepts for a “Center of Excellence” for Cyberspace Science.  This paper begins a discussion of some of the scientific concepts that will be important for the establishment and prototyping of the new Center.  The charter for the Center for Cyberspace Science will be rooted in the work that takes place in developing the concepts described within this paper.  For more information about SENDS3, please contact the authors as noted below.

Preface: The Environments of Life

Air, water, land and space: these are all physical environments that have dominated our thinking about life since we have been capable of connecting and communicating with each other about the world around us.  We have fashioned philosophies and beliefs about culture, trade, war and peace around these mediums that support life and our quest for exploration and exploitation of the worlds in which we live.  These are all media that existed before us and we slowly grew into them, exploring at a pace that for the most part kept up with the sciences we discovered, refined and tested to explain and predict more about the settings in which we formed communities and interacted.  A deliberate and relatively cautious discovery process accompanied by both real and perceived boundaries helped us ease into the breakthroughs that led to modern perceptions, thinking and explanations about our physical and social worlds.  

Unfortunately, humans have done damage on occasion to the physical world in which we live.  As we discovered the frailties of these physical environments, we began to search for tools and policies to mitigate the damages we did and in some cases had success in reducing the harm we do these environments that sustain all forms of life on earth.  We have also sought ways to increase resilience of individual, organizational and cultural contributions through better respect for the surroundings that nurture us.  Science has enabled these discoveries and through better technology and policy, science also gives us deeper insight to perpetuate living systems in this world through protection of these environments.  As humanity has matured, it has discovered ways to “give back” to these nurturing environments and to employ means to protect them better, through symbiotic relationships.

A new, equally influential environment, cyberspace, began to emerge in its currently recognizable state as the 21st century dawned.  Rapidly becoming just as significant to our lives and societies as the physical environments, cyberspace is different in important ways as we address in this paper.   Unique from the naturally occurring physical environments, it is tempting to claim that cyberspace was created by man, particularly as we continue to finds ways to expand its boundaries in perhaps limitless directions.  The expansion at this point seems constrained only by human imagination.
  In this way, cyberspace is clearly distinguished from air, water, land and space – we may push the envelope of these environments, but the physical nature of these worlds may push back.  For all practical purposes, when man pushes the environment of cyberspace, it is man who pushes back through human nature’s resistance to change.  In fact, cyberspace may yet demonstrate that man’s nature may be just as unyielding as the finite characteristics of physical nature.

It’s unclear yet how constraints of social and physical “laws of science” actually apply in cyberspace because we have so few scientific principles and corresponding disciplines to describe the environment that becomes more commonplace in our lives daily – we must borrow from the ongoing work of other disciplines such as physics, biology, network science and social science to begin our explanations.  Fortunately, these disciplines are manifest in cyberspace as well.  It is clear, however, that a deeper understanding of cyberspace will require multiple, perhaps new scientific disciplines working in synergy with each other and with emerging technologies and concepts that will all coevolve together.  The same multidisciplinary approach helped us better discover the means to exploit and protect the physical environments that sustain life, and offer rich insights into how life may unfold through the advent of cyberspace.

Before continuing with the discussions on The Science of Cyberspace, however, it is worth considering that America has since its founding, overcome the challenges of defining environments while simultaneously protecting them. Securing freedom for the evolution of economic and sociocultural opportunity has always been a challenge America has been willing to undertake from its very beginning.  In fact, overcoming these challenges may even be a major component of what defines America, perhaps more so at the dawn of this new age of massive and connected collectivity.

Today’s cyberspace, largely invented within the United States, is at the beginning of a time in which we can further test the synergies that arose from the settings established at the founding of this nation.  The important concepts that will guide the US through a period of both short- and long-term leadership in understanding and exploiting cyberspace are unfolding around us much as they did during our origins as a nation, even in the face of threats to cyberspace.  Government, business and academic leaders are emerging that recognize and accommodate the opportunities that cyberspace offers.  This level of leadership reflects in some measure the manner in which the Founding Fathers set the basis for the great democratic experiment over 230 years ago while simultaneously defending those concepts even through periods of war.  

Today, we engage in cyberspace conflict while facing the similar challenge of simultaneously defining this critical environment.  America has been here before and overcame these challenges through objectively supported scientific analysis, discovery, experimentation and invention.  Social sciences reveal even more about the convergences of people, politics and technology, enabled in new ways by cyberspace.  In this age of the distractions the latest gadgets and “fascinating” technologies pose, however, science must reassert its leadership role as we seek to resolve the challenges America and the rest of the world faces in the evolution of cyberspace.  Technology has always supported the success of this nation, but technology has best succeeded through partnership with science which has helped to temper its influence.  That is the legacy of this nation, and why America is uniquely suited to provide leadership in defining cyberspace. 

1. Why a Science of Cyberspace?

The most significant goal of this paper is to introduce a rationale to create and formalize a Science of Cyberspace.  All of the important environments in which we as humans thrive, including air, water, land, and space, have supporting scientific principles and corresponding disciplines that help us better understand, explore and exploit these environments for the furtherance of human and other living systems’ prosperity.  Below, we generally discuss some basic thoughts on science, cyberspace, a science of cyberspace and even a science of cyberspace security in order to baseline the synergistic nature of this study.  Such a baseline, while debatable in composition and definition, provides a framework for contributing to the general body of science in this important new environment.

As cyberspace continues to expand as an integral element of modern society, many today make the case that cyberspace has become a critical environmental factor for the preservation of all living systems to include human cultures and societies.  This linkage makes it all the more important to investigate the natural and behavioral phenomena occurring in cyberspace through observation, theoretical explanation, and experimentation.  The time has come to articulate what a science of cyberspace would look like and how it might unfold to promote the next phases of human life.  We require a Science of Cyberspace.

While DoD, DHS and others have written a great deal about Cyberspace (particularly as noted in the National Defense University’s work entitled Cyberpower and National Security, Kramer, et. al., 2009), we intend to keep a broader focus on the cyberspace environment in articulating the first draft of a Science of Cyberspace.  It is all too tempting to define cyberspace in the framework of a battlefield when it’s thought of in the perspectives of military and government contexts.  However, since the other four environments have transcended a primarily battlefield point of view (land for farming, oceans for commerce, air for weather prediction, space for communications and mapping, as simple examples), we will also attempt to keep the lens of cyberspace more open, as well.  We present some of these broader perspectives in Section 8.

As an overview, we will briefly revisit general notions about science and cyberspace in order to begin to create a common vernacular from which to launch this new Science of Cyberspace.  None of these notions are intended to be exhaustive, but serve to initialize the discussion of this “new” science from a level starting point.  Borrowing from the literature on what are called Wicked Problems, we want to create a Shared Understanding about the baselines of science and cyberspace so that an ensuing discipline of a Science of Cyberspace has an opportunity to germinate and assist in our better understanding of this new environment.  We won’t attempt to present exhaustive detail in this introductory paper – there are few references and academic citations (that comes later).  We just wish to get the discussions started in order to set in motion the creation of shared understanding.  This is the Science of Cyberspace Version 0.1, if you will.

It is worth discussing at this point the consequences of not having a Science of Cyberspace.  Consider what it would mean to be without the sciences that help us explore the oceans, rivers and lakes of the world in which we live.  The study of the maritime parts of our world, while absolutely multidisciplinary, helps us fashion better questions and experiments we must undertake to more fully understand and exploit the waters that sustain human life.  In some ways, understanding the oceans, lakes and rivers through oceanography, marine biology and the myriad physical and life sciences we have developed over the centuries is very much a model for how we will better understand and protect cyberspace.  Without bringing to bear the right scientific disciplines and raising the right questions and experiments about the environment of cyberspace, we will never fully understand how to use it and protect it.  Multiple disciplines and multiple perspectives are crucial to our understanding.  Initiatives such as the joint MIT-University of Southampton effort known as Web Science and the US Army-led Network Science Task Force are also beginning to justify this need.

Moreover, as we begin to understand the breadth and diversity of cyberspace’s integration into society, we must generate a candidate group of communities that can serve as examples of the different yet consistent ways in which cyberspace currently and in the future will affect humanity and potentially all living systems – initial example groups are presented below, in Section 8.  This is important to show the broad impact that cyberspace is having on so many facets of life, culture and society and to demonstrate the importance of considering these impacts from a standpoint of “community”.  One intuitive hypothesis we may start with is that cyberspace empowers the formation of community more than any other environment known to man.  And of the five major settings discussed above (air, water, land, space and cyberspace), only the environment of cyberspace apparently originates with humanity and thus is most subject to human design and intervention, moldable through human behavior: this has remarkable implications, as we will discuss.

Finally, a new world enabled by cyberspace has emerged that requires better understanding of both its benefits and its challenges to human individual and cultural evolution.  The new domains of virtual reality and massive social networking as it will be enhanced by virtual reality environments demand their own new bodies of science.  As military, other government, business and academic institutions begin training their students and members within virtual reality settings that harness the computational power of media we will experience new forms of individual and organizational behaviors that reflect these new technologies.  Cyberspace will change the way we behave as humans, which will have coevolutionary effects on how the rest of life interacts with us.  This must also be a part of the Science of Cyberspace. 
2. What is Science?  

In a general sense related to nurturing the growth and development of mankind, science is a formal means to overcome ignorance about life, our living environment and the interactions that produce life. There are numerous definitions of science that vary in source and scope, but understanding interaction and the resultant emergence from these interactions are critical to any definition: that puts inquiry at the center of “the scientific method.”  There is much debate about whether or not there is actually such a thing as the “scientific method.”  Whether there is or not, there are valid scientific methods that evoke creativity and discovery that we can apply to better understanding cyberspace, much as these same methods have been applied to the other environments in which we live.  We will endeavor to integrate scientific methodologies into all of our definitions.

For the purpose of beginning the discussions on “defining” the science of cyberspace as a process for learning and producing a better understanding of the environment, we posit that science is an endeavor that empowers inquiry and discovery of interaction and emergence, and enables invention through evidence-based methods that are observable and repeatable by others.  This is not an attempt to describe the broader topic of “science” but to refine other definitions of science such that they focus on the challenges at hand: defining the “Science of Cyberspace.”  Such an attempt at defining science in this way, however, gives a practical flavor for the consumers of “the scientific method” where one offshoot of good science is meaningful invention and its sibling technology.  In this way, science can more responsively support operational needs.  Of all the other environments, none more than cyberspace have experienced the impact of invention and technology (and operational need) in such a brief period in history. 

Scientific methods should allow us to uncover meaning and structure from diverse sources of information and observation so we can explain and predict the interactions and emergence of observed phenomena.  In a science-led study of the phenomenon of cyberspace, science will inform technology which might then lead to new inquiry and observations that can improve understanding of the environment of cyberspace.  However, since a major goal of science is to explain and predict to empower discovery, technology remains the offspring of science, not the parent.  As technology seems to be the driving force in the emergence of cyberspace (and the means to secure and exploit it), it is critical we understand first the science to appreciate the role of technology as a tool of cyberspace.  For this, we require a Science of Cyberspace.

3. What is Cyberspace?

For the purposes of describing what could be a Science of Cyberspace, we simply offer that cyberspace is a medium that connects humans, their stores of information and their organizations through a network of communications and computing components that accommodate various means of sharing information in real-, near-real, and delayed time; these networked connections involve spectra and electromagnetic media, components of almost any accepted definition of cyberspace.  This description, although deliberately vague and admittedly technical in nature, does elevate important aspects and distinctions about cyberspace that require study: people, information, time, connectivity and collaboration.  These five characteristics should be considered in-depth in any resulting definition of cyberspace as an environment.

Individuals and collectives are connected more deeply, synchronously and asynchronously, and capable of generating more shared knowledge than at any point in the past.  A significant consequence of this new level of connectedness is that we lack an understanding of what this “social” nature of cyberspace means to our recent history and all other forms of science and technology – we simply have not sufficiently studied cyberspace and the hyper-connectivity it empowers.  Connected collectivity, a concept dated to at least the early studies of physics and biology, changes things and produces cascading effects in many aspects of life we do not yet appreciate.  As it took decades and centuries to work out the sciences of the physical environments as we understand them today and we expect it will take many years to do the same for cyberspace.

For centuries human communications networks remained unchanged and stable.  There were two main ways to transfer information, by land or by sea.  The key element in the time to transfer information was the geographic distance between the two parties.  With the advent of the telegraph, radio and the telephone, distance was no longer a factor; rather, volume and information retention become the more dominate factors, often restricted by human memory and note-taking.   Cyberspace began bridging all those gaps from its inception and now geographic location and distance have become negligible factors; the technical inhibitions against transfer and storage of information have also been largely overcome.  Connected collectivity, operating at the speed of cyberspace still presents challenges to perception and understanding, however. 

Cyberspace enables connected collectivity in multiple measures of time, unlike any previous form of communications man has generated, making the case of its status as one of the five most important environments sustaining human life.  How and why this occurs raises the major rationale for a Science of Cyberspace: the notion of exploration, discovery, prediction and explanation in an objective and testable manner.  While there are ongoing pockets of research investigating these phenomena, there is no cohesive body of science that guides us through our exploration: cyberspace is too new for that focus to yet take hold.  Cyberspace requires both broader and deeper explanation.  History has both supported and restrained its further exploration and exploitation, as has human nature and behavior, but we need to push beyond those boundaries now in order to fully explore and exploit cyberspace. 

Compounding the challenge of understanding is the rate of change cyberspace undergoes: it was just 15 years ago that e-mail became relatively common place—today, it is a major workflow tool.  Broadband is only now empowering the majority of society’s connectivity, and we are just the first few years into the internetworked-based social networking phenomena.   The former ways of knowledge accumulation and transfer were tried and true and had been in use for so long humans could not imagine alternate methods until cyberspace was developed: exploitation of electromagnetic spectrum-based technologies such as radio and telephony changed the way people thought about communications and even collaboration.  Now the 21st century is well underway and many of us have become so accustomed to the rates of change of new communications methods nothing seems to surprise us any longer.  Nonetheless, human behavior introduces constant surprises.  These changes and surprises, and the profound impacts on human culture and emerging societies, both physical and virtual, demand in-depth and systematic formulation of cyberspace understanding and knowledge.  Recent progress in the social sciences will be critical to our understanding.  For all of these reasons, it will likely be difficult to “define” cyberspace but well worth the effort.

4. The Science of Cyberspace

To start a dialogue about Cyberspace Science, we initially suggest that a Science of Cyberspace is a multidisciplinary study of the first nearly ubiquitous, man-made environment in which we seek understanding of its physical, social and organizational impacts on nearly all aspects of life on this planet.  In that regard, a scientific discipline that explains and predicts the nature of the connected collectivity that cyberspace enables is just as necessary as the sciences that help us better understand life as a consequence and component of the physical environments of air, land, water and space.  The impacts and interdependencies between man and nature within the physical environment are well studied, if not yet universally understood.  This is not the case for cyberspace.  With cyberspace’s ever increasing significance to our lives and society, the connected collectivity it enables is extending beyond just humans to our impact on the future of all forms of life and we are only beginning to grasp what is happening.  

Modern societies, governments, commercial and academic organizations have become just as dependent on the environment of cyberspace and the elements that compose it as they have on the physical components of this world.  Any attempt to understand, explore and exploit cyberspace requires the major disciplines of science we appreciate today: biology (because of the evolutionary growth of cyberspace); physics (because of the physical/electrical composition of the medium); social sciences (because of the phenomenon of human connected collectivity); and mathematics, economics and computer science (because of the real requirement to model the dynamics of a constantly emergent state that seeks but never attains equilibrium).  There will also be other disciplines we must bring to bear.

The Science of Cyberspace leverages the convergence of the natural and social sciences towards a further shared understanding of how and what cyberspace truly is, both physically and socially.  Going back to the challenge of defining cyberspace, the Science of Cyberspace’s accumulation of new knowledge and understanding will help us refine our definition of cyberspace into a more fact-based proposition.  This foundational understanding will provide the intellectual stimuli for further cyberspace advances.

To better appreciate the impact of cyberspace in modern life, one only has to imagine existence in a nation such as the United States without electricity, running water, traffic lights, interconnected governments, a functioning financial system and public transportation.  Loss of these and many other cyberspace-dependent elements of modern life would cripple our nation just as sure as a loss of access to the oceans or the lands were they someday polluted beyond utility or barricaded against our right to use them.  Because of the ubiquity of cyberspace in our lives, it is just as important to protect cyberspace as it is the other four environments.  Therefore, cyberspace security deserves special mention in this general discussion of science, cyberspace and a Science of Cyberspace because there is a pressing need to coevolve this new Science of Cyberspace with the sub-discipline of the Science of Cyberspace Security.  

As we yet have no formal science for cyberspace, technology has been a stand-in for science when it comes to better understanding both cyberspace and cyberspace security.  Given that so much of our global and national infrastructures fundamentally depend on the reliability and security of the information that resides in cyberspace, allowing technology to “create” the science is not prudent.  Without this science we will fail to appreciate what is emerging around us and worse, fail to discriminate the differences between “good” and “bad” futures in terms of what offers to improve humanity and other living systems and what simply exploits life without purpose.  In today’s hyper-connected world then, a scientific approach to cyberspace security is only slightly less important than developing the overall science of the cyberspace environment, and they must be developed in parallel.  

5. The Science of Cyberspace Security

Our nation demonstrates far more interest in the security of cyberspace than the understanding of it.  The Administration recently named a Cyberspace Czar who is actually a Cyberspace Security Czar, and there has even been discussion in the US Senate of a Cabinet-level position to lead efforts to protect the nation's information technology resources.  Interestingly, the US State Department has recently mentioned the creation of a role that could be labeled “US Ambassador to Cyberspace” although any job description is premature yet and it’s unclear concerning such a position in relation to the security of cyberspace.

Cyberspace security is a critically required function, but our attempts to demonstrate leadership in this manner still reflects our quest for a technological rather than scientific solution space.  Technology has become a replacement for science when it comes to understanding cyberspace, and that is due in large part to our failure to better understand the social nature of the environment and its constantly interacting components, most importantly the human component and humanity’s ever evolving interfaces to information technology and tools. 

As noted above, cyberspace security seems to be closely related to what are known as Wicked Problems.  Wicked problems are very difficult to define much less propose solutions to resolve them.  This conflict in definition results in fragmentation in thinking about what is the “right” problem to solve and what is the “right” solution to apply to mitigate or minimize the effects of the problem-causing conditions.  It is hard to solve a problem that defies attempts to define it in the first place.  Thus, it requires creative thinking to properly define the network defense and security challenges we face in the context of an increasingly collaborative world.  Designers, users and cyberspace security people are all part of both “the problem” and “the solution.”  In this sense, the social science disciplines apply to both developing the overall Science of Cyberspace (and Cyberspace Security) and in helping to seek shared understanding of the problem space for both definition and resolution.

Equally important, we do not understand the “arms race” that we have unleashed against ourselves as consumers and designers of information technology and security solutions, coevolving against terrorists, sophisticated criminals, and even state-supported attackers.  This leads us to muddle along with incremental, technical solutions that drift further away from the original problems we faced in computer and network operations and security design.  This drifting and fragmentation separates the problems and solutions and makes them increasingly unlikely to align.  Our “solutions” must ultimately inhibit the arms race we face against existing and unforeseen adversaries and create a safer and more secure computer-based operating environment.  A return to a more science-based approach, harnessing new thinking about social complexity and problem definition can lead us in an effective direction to tackle these challenges: social science must be at the heart of the problem definition and resultant solution space or else cyberspace security will remain an unsolvable, wicked problem.  

Clearly, one of the key challenges of understanding cyberspace security is the intricacy of its problems and the lack of absolute answers.  Traditional approaches to security in cyberspace tend to be linear: rules, governance, and reactive software and hardware fixes.  This more-or-less linear methodology proved sufficiently effective during the early stage of cyberspace development and growth.  Yet with today’s rapid growth rate of cyberspace connectivity, the interactions and influences to its security are growing increasingly complex.  Today’s approach has been little more than a reactionary response to an ever increasing level of threats, leading to the call for “cyber czars” that are actually focused primarily on conventional, cause-and-effect based forms of security.  Cyberspace security, treated as an independent and conventional discipline will only perpetuate the fragmentation of our understanding of cyberspace.  This severely limits our ability to secure the cyberspace environment.

Defining and resolving cyberspace security challenges require just as much of an interdisciplinary approach as defining and understanding cyberspace as an environment.  This is why we must bear the challenge of coevolving the two new disciplines simultaneously while keeping above the fray of technical solutions applied within a domain in which we have so little understanding.  The tools we use to understand cyberspace as an environment can greatly assist us in understanding cyberspace security if we are objective enough to apply them.  First and foremost, however, science must lead technology, not be subsumed by it.

6. Where do we go from here?  

There are multiple directions we can pursue to coevolve the sciences of cyberspace and cyberspace security: cyberspace, and hence cyberspace security, mean different things to different people.  The diversity of pursuits results from the many interests represented by individual and collective users of the cyberspace environment, some of which are described below.  There are core science-based concepts that must interweave within these diverse approaches, however, and one of the first objectives of the Science of Cyberspace must be to identify and describe these core components on which to build.

Some of these core components are mentioned above in Section 5, broadly introducing the concepts of a Science of Cyberspace.  More disciplines and avenues to explore will emerge as we take on the task of collaboratively documenting the science and begin to formally experiment within these disciplines.  We must also develop effective modeling and simulation tools that harness recent thinking about evolution and complex adaptive systems.  Studies of the science of network and routing theory, for example, have benefited from these relatively new approaches to understanding biologically-based complex interactive phenomena.

The next step from the perspective of the recently undertaken Scientific Enhancements to Networked Domains and Secure Social Spaces (SENDS3) initiative incorporate several of these approaches.  The SENDS3 Pilot Project will work with existing collaborative efforts to expand the original SENDS Consortium of interagency government, academic and commercial partners.  SENDS3 will undertake to pilot a Center of Excellence for Cyberspace Science which could be an initial organizing construct for the work described in this paper.  The SENDS3 Pilot will also develop a significant modeling and simulation effort to test cyberspace security-related concepts on trust and rule interaction within DoD networks, as well as draft specifications for cyberspace training and education as promulgated by other agencies and consortium partners.

This effort to coevolve cyberspace science and cyberspace security science should also begin to collect the insights of subject matter experts to provide brief descriptions of the communities identified in the next section on “Why Should Cyberspace Matter to ‘Me’?”  The insights we gain from these communities will inform both scientific research and the modeling and simulation efforts required to formally define and refine the sciences of cyberspace and cyberspace security.  There is much to do but fortunately there is much we can do now and in the near future to move forward with these initiatives.

So, it is appropriate to solicit insight and begin the human-based interactions that subject-matter experts – the users of cyberspace – can bring to this work.  We begin to do that in the next section.

7. Why Should Cyberspace Science Matter to “Me?”

Cyberspace empowers connected collectivity, a slightly more technical term for a cyberspace-based community.  Social and professional networks such as Facebook and LinkedIn are early examples of this sort of community, although collectives like these will likely continue to evolve in ways we may not yet imagine.  The people that join these cyberspace-based communities have both similar and different objectives but adapt themselves to the constraints of the media while simultaneously expanding the boundaries – humans did the same thing within the physical environments and are still exploring the frontiers and borders of land, water, air and space.

The communities listed below are merely representative and tend to reflect groups of individuals that have some impact on government, academia and business.  After all, these three categories make up the current composition of interagency collaboration efforts.  These three do not form an exhaustive list, however, as exploration of our cyberspace environment will no doubt reveal: the individual and collective diversity in community of all shapes and sizes are equally important.  For the time being, consider the perspectives of these communities as starting points for the formal exploration of cyberspace, as documented by those that live and thrive within it. 

NOTE: The current descriptions captured below are only early non-SME-based reflections, apart from the one by Mr. Stewart on Grade School education.  More will follow as SENDS3 and the Center for Cyberspace Science grows.  The notes below are essentially place-holders, unless otherwise noted.

a. Policy Community (PLACE-HOLDER TEXT ONLY)

i. The development of policy for cyberspace has long been a challenging and debated process.  The enduring friction between open, free users and those responsible for the operation and security of the networks make the development of cyberspace policy a complex and dynamic process.  The Science of Cyberspace seeks to gain a more fundamental understanding of the interaction between users and the desired security of networks and cyberspace as a whole.  Additionally, the increasing growth of social networking and web-accessible services is developing increased issues of how employees and management spend their time.  Policy development in this area is focused on the elimination of fraud, waste and abuse.  The resulting policies are often a denial of broad general services, concurrently eliminating services that could enhance work effectiveness and efficiency.  Successful-policy making will require a fundamental understanding of the actions of the “culture of users” on the networks, along with the application of principles to enhance and encourage positive behavior.  Science, particularly social science, can help provide possible solution sets to these challenges. 

ii. Domestic Policy (e.g., the FCC and its 100 Squared Plan)

iii. Foreign Policy

b. Legal Community (PLACE-HOLDER TEXT ONLY)

i. Legal authorities and legislative boundaries within and through cyberspace are just plain confusing.  These authorities and ensuing attempts at bounding the environment are dated and fail to address the breadth and diversity of cyberspace.  A better fundamental understanding of cyberspace through scientific study can provide the legal community with insight and more innovative approaches to address key issues.  The elimination of the need for geographic and individual co-location for cyberspace users makes the application of traditional sovereignty boundaries and corresponding laws a difficult match.   International and domestic laws along with constitutional rights are difficult to apply directly to cyberspace activities.  Privacy and freedom of access continues to push the edge of legal authorities and restrictions.   “The” Science of Cyberspace can help provide a common vernacular to the legal and user communities to help alleviate the often conflicting and opposing definitions used for cyberspace and its associated activities.  Just as biology, chemistry and math all use a common vernacular in pursuit of knowledge and understanding, so must the Science of Cyberspace.  These common languages help reduce social and cultural barriers, and provide a basis for common departure points critical for further exploration and experimentation.  To be effective though, a cyberspace vernacular will need to be based on factual science and discovery just as other disciplines are.  A Science for Cyberspace can provide this foundation and help develop a common cyberspace vernacular so critically needed within disciplines like the legal community.

c. Defense Community

i. Domestic Defense and Law Enforcement (internal defense)

ii. The Department of Defense (external defense)

d. Intelligence Community

e. Education Community

i. College and University Level

ii. Grade School Level

Prepared by Mr. Nelson Stewart, Music Teacher, Hamilton, Ontario

“As a teacher I have seen in just the past few years an explosion in the use of cyberspace.  In many ways this can be a valuable asset in the classroom.  For example, as a teacher of multiple subjects I literally have computer access to a world of knowledge.  When a student asks a question about any subject I can instantly seek out the answer.  Not only that, but I can often provide a photo, video clip or a sound-bite to accompany the information I pass on to the student.  My students recently completed a cross-curricular assignment involving the presentation of songs of a socio-political nature.  Each student was required to research the history of the song and the composer and the way the song relates to similar music and the world at large.  They also had to provide an analysis of the song from both a lyrical and musical perspective and then discuss it with the class.  Not only was research done using the Internet but each song was played for the class using YouTube.  This power is augmented by the use of Smartboards in the classroom, which are touch-sensitive and are linked directly to the Internet through the teacher’s computer.  This means that even a primary or junior student has the ability to instantly connect with the world through their fingertips.  As we move toward a time when each student has their own Internet capable device the possibilities seem endless.  Indeed, my school board just issued $185, 000 worth of iPhones to school board staff so that they may have a reliable and consistent means of communication.  

“Once we get to the point where every student has an iPad, for example, then two things will be possible.  The first is that they may lose their novelty, and therefore will just become tools, much like text books and whiteboards now.  As students and teachers get used to these new devices in the classroom, students with headphones plugged in listening to music -- as a lot of us do when we're working -- won't seem strange (the next generation of teachers, who were raised in an iPod/laptop world, will be even more accepting of this).  Secondly, if every student has a standard electronic device then it will be easier for the teacher to plan around that.  Lessons, audio-visual aids, etc. can all be downloaded into each device and used in a uniform manner that is supervised by the teacher.  Report cards, homework, letters to the parents, permission forms, etc. can all go home with the students on their tablet.  As technology advances, those devices will no doubt provide increasingly stimulating ways to improve pedagogy as well (holographic images, direct cerebral connections that "transport" students to new lands, etc.).  At this point, such devices only provide access to children’s games, music, and bare-bones Internet access, but one can easily imagine how much easier it will be for students, particularly ones with learning disabilities, to access the internet by "plugging" in directly to cyberspace just by thinking about it or interfacing cerebrally, a la The Matrix.

“Of course cyberspace and its accompanying technology come with their own set of problems related to use in the classroom.  Students with hand-held, Internet capable devices are sometimes more interested in emailing their friends or playing on-line games than what is going on in the classroom.  To my mind this directly relates to the general decline in attention-span and on-task time in the classroom that is viewed by many teachers to be a result of technology overload, particularly in relation to cyberspace communication and gaming at home.  I have heard of several students who will take a day or two off of school in order to stay home and play on-line with new Xbox or PS3 games.  Some schools have also had to resort to jamming wireless signals in their school, or banning hand-held devices entirely.  This, of course, limits the efficacy of those devices and cyberspace to enhance a pedagogical environment.”

f. Science Community

g. Infrastructure Service Community

h. The Communications Community (including journalism, RTV, bloggers, etc.)

i. Commercial and Industrial Communities (including telecom firms and ISPs)

j. Spiritual and Religious Communities

k. Sports and Entertainment Communities

l. The Global Community

8. Points of Contact for this Document: Dr. Carl W. Hunt, Directed Technologies, Inc., carl_hunt@directedtechnologies.com, and Mr. Craig Harm, Third Wave Strategies, LLC, craig.harm@thirdwavestrategies.com. 

� Also known as SENDS, the original project name.


� In early reviews of this paper, researchers have encountered the occasional challenge – clearly a precursor to the kind of challenges the authors trust will continue to arise.  One of the interesting points of debate that have already risen in proposing to formalize and study the Science of Cyberspace is whether or not cyberspace was invented or discovered.  If discovered, the implications that cyberspace has always existed, linking organisms and other forms of matter and energy evokes great opportunity for further debate, as well as the role of technology in trying to harness cyberspace.  If in fact man invented cyberspace, other forms of debate may take shape, consistent with the vectors in which technology and new forms of work and recreation have already shaped mankind’s interactions in this “new environment.”
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