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CyberPoint is a
cyber security
company.

We're in the business
of protecting what’s
invaluable to you.
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A simple packer: UPX
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A harder packer: Themida
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Virtualization

virtual processor
byte-code
handler
obfuscated

different




A (simple) handler

push dword 0x4a99
mov [esp],ebx
push esp

pop dword [esp]
push edx

mov edx,0x4

add [esp+0x4],edx
pop edx

push dword [esp]
pop edx

push edx

mov [esp],ebx

mov [esp],esi
mov [esp],ecx
mov ecx,esp
add ecx,0x4
push dword 0x504a
mov [esp],ebx
mov [esp],eax
push ecx

mov ecx,0x4
mov eax,ecx
mov ecx,[esp]

add esp,0x4

add ecx,eax
mov eax,[esp]
push esi

mov esi,esp
add esi,ox4
add esi,byte +0x4
xor esi,[esp]
xor [esp],esi
xor esi,[esp]
mov esp,[esp]
xchg ecx, [esp]
pop esp




Complications
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Symbolic simulation

Haskell

SBV
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Deobfuscating simple handlers

reference
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Results on simple handlers

5 minutes

5 seconds

embarrassingly parallel




Obfuscation constants

Constants
function inversion

Preliminary success




Stolen code
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Stolen code example: original API function

;3 kernel32!InterlockedIncrement

776fc3bo:
776fc3b2:
776fc3b3:
776fc3b5:
776fc3b6:

8bff
55
8bec
5d
eb88

mov edi, edi

push ebp
mov ebp, esp

pop ebp
jmp Ox776fc340



Stolen code example: obfuscation in the caller

10200000
10200011:
10200012
10200013
10200029
10a0002b:
102a0002c:
1020002e:
1020002f:
10200030
10200032
10200033
10200034 :
10200035
10200036
10200037
10200038
10200039
10a0004f:
10200062 :
10200063 :
10200064 :
10200073

8bff
95
50
52
of31
60
8bca
50
52
0f31
5a
58
61
5a
58
50
50
52
0f31
5a
58
95
8bec

mov edi,

xchg ebp, eax

push eax
push edx
rdtsc
pushad
mov ecx,
push eax
push edx
rdtsc
pop edx
pop eax
popad
pop edx
pop eax
push eax
push eax
push edx
rdtsc
pop edx
pop eax

xchg ebp, eax

mov ebp,

edi

edx

esp

10200075 :
10200076
10200077 :
10200078
10a0007c:
10200095 :
10200096
10200097 :
10200099
10a0009a:
10a0009b:
10a0009c:
10a0009f:
102000420
102000a1l:
10a000a2:
10a000a3:
10a000a4:
10a000a6:
10a000b4 :
102000c8:
102000c9:
10a000ca:
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9c¢
80dc56
9d

61
e9e7c2cf66

push eax

push edx
pushad

mov bx, Ox7c70
call 0x10a00095
pop eax

popad

rdtsc

pushad

push eax

pop edi

movzx ecx, bx
popad

pop edx

pop eax

pop ebp

pushad

mov eax, edi
pushfd

sbb ah, 0x56
popfd

popad

jmp ©x776fc3b6



Results on stolen code

loop

generality

limited advantages

Symbolic termination




Moving forward

comparisons
rewrite

other

cybersecurity



Questions?



Thank you,
have a great day!






