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Containerized applications pose a set of new security challenges OPatch applies the unsupervised autoencoder neural OPatch is a new on-demand targeted patching framework for

to distributed computing environments network to detect abnormal system call frequency container environments
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Our initial experimental results of OPatch are promising

Whole Upgrade only
updates applications

e \We can increase detection rate to over 80% and reduce

> apt-get update
handled by the package > apt_get upgrade false alarm rate to 0.7%

manager

e Compared to the whole upgrade approach, OPatch can
HNNNENnOOETIY reduce the memory overhead by up to 84% and disk
overhead by up to 40%
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