
A firewall filters packets based on a firewall policy
which usually includes a large number of rules 
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 Proposed a workflow for designing, developing, and empirically 
validating metrics for quantifying complexity of firewall policies

 Presented three hypotheses capturing inherent properties of firewall 
policies that make them syntactically or semantically complex

 Identified two types of human-perceived complexity and suggested 
objective metrics 

Towards Quantification of Firewall Policy Complexity

Haining Chen, Omar Chowdhury, Jing Chen, Ninghui Li, and Robert Proctor
{chen623, ochowdhu, chen548, ninghui, rproctor}@purdue.edu

User studies

User studies

Given two firewall policies P1 and P2:
 : P1 is more complex than P2 if P1  

has more rules than P2
 : P1 is more complex than P2 if P1 

has more conflicts than P2
 : P1 is more complex than P2 if P1 

is less modular/structural than P2
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“Firewalls are (still) poorly configured, and a rule 
set’s complexity is (still) positively correlated with 

the number of detected configuration errors.”
- Avishai Wool [Trends in firewall configuration errors, 2010]

How to find objective metrics 
that measure and quantify 

human-perceived complexity of 
firewall policies?
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