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PURDUE - COMPUTER SCIENCE

Motivations
: LR L “Firewalls are (still) poorly configured, and a rule
set’s complexity is (still) positively correlated with
= . L ETE the number of detected configuration errors.”
: : W ﬁ % . - Avishal Wool [Trends in firewall configuration errors, 2010]
Firewall Q{\\}s
Legal traffi ~
A firewall filters packets based on a firewall policy cgat trattie N
which usually includes a large number of rules lllegal traffic
Problem Definition Contributions
_ .. _ J Proposed a workflow for designing, developing, and empirically
How to find objective metrics validating metrics for quantifying complexity of firewall policies
that measure and quantify A Presented three hypotheses capturing inherent properties of firewall
human-perceived Complexity of policies that make them syntactically or semantically complex
: L oo 4 Identified two types of human-perceived complexity and suggested
firewall poI|C|es. objective metrics
Workflow for Exploring Complexity Metrics
Hypothesis |~ EGiven two firewall policies P1 and P2: |
Development | ‘0 Hypothesis 1: P1 is more complex than P2 if P1 ;
R ~has more rules than P2
e - User studies 'O Hypothesis 2: P1 is more complex than P2 if P1 ;
| NS ~has more conflicts than P2
[ Hypothesis QO Hypothesis 3: P1 is more complex than P2 if P1 |
e 5 \Alidation ~ is less modular/structural than P2
v | Human-perceived l
Metric u complexity metrics J
Development u Syntactic complexity U Semantic complexity J
| metrics metrics
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