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Traditional View of Infosec

People used to think that the Internet was
Insecure because of lack of features —
crypto, authentication, filtering

S0 We alllwernked onrpreviding etter,
cheaper securnity features — AES, PKI;
firewalls ...

About 1999, some ofi us started to'realize
that this'is net enough
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Economics and Security

Since 2000, we have started to apply economic
analysis to I1r security. and dependability

It often explains failure better!

Electronic banking: UK banksiwere lessiiableior
iraud; serended tUprsuliienng moere internaliravd

and more erfiors

Distrbuted denial ol Senvice: Viruses now, don't

attack the infected machine se muchas using it
[0 attack others

Why Is Microesoft software so Insecure, despite
market dominance?

SOUPS 2008 July 24th 2008




New View of Infosec

Systems are often insecure because the

people whoerguard them, or Whoercould fix

them, have iInsufficient Incentives

m Bankicustomerns sulierWhenpoorly-designed
pPankisystems make iratd andiphishing easier;

m Casinerwebsites sufierwhen iniected PEs run
PDPeS attacks on them

Insecurity Is often what economists call'an
‘externality” — a side-effect, like
environmental pollution
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New Uses of Infosec

Xerox started using authentication in ik
cartridges to tie them to the printer— and
IS COMPELIterS Seen ollowed

Canmakers make: chipping harder; and
plan terauthenticate major components

DRIV Apple gralbs control off muUsIC
download, MS accused ofi making a play
to control distribution of HD' video content
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IT Economics (1)

Iihe first distinguishing characteristic of many |1
product and Senvice markets Is network effects

Vletealie s law'—= the value of:arnetworkisithe
sguarne eliithenUumpber Gl USErs

Realnetworks'= pRenes; fax, emall

Virtual' networks — P@ architecture versus MAE,
or Symbian versus WinCE

Network effects tend to lead to dominant firm
markets where the winner takes all
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IT Economics (2)

Second common feature of I product and
Service markets is high fixed costs and low
marginal cests

Competition can drve downiprces to manginal
COSt olipreduction

RIS can make it hard o recover capital
Investment, unless stopped by patent, brand,
compatibility ...

Ifhese effects can also lead to dominant-firm
market structures
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IT Economics (3)

Iihird common feature of i markets Is that
SWItChING from 6ne Product or SERVICE to;another
IS EXPENSIVE

£.9; switehing iremaVindowsHeEINUX MEANS
retraining staii; rewnting apps

Shapire:=Varan theerem: the net present value of;
a software company. Is the toetal sSwWitching Costs

S0 Major effort gees INte managing switching
costs — once you have $3000 ' worth of songs on
a $300 iPod, you're locked into iPods
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IT Economics and Security

High fixed/low marginal costs, network effects
and switehing costs allitend to lead (o dominant=
inmimarkets with big irst=moyver advantage

S0 time-te-marketis chtical

Vicresoit philesephy o we llishipitiiuesday and
ger it right by Version 3 IS Not penverse
penaviour by Bill'Gates but guite rational

VWhichever company had won in the PC OS
pbusiness would have done the same

SOUPS 2008 July 24th 2008




I'T Economics and Security (2)

VWhen building a netwoerk monopoly, you must
appeal to vendors ofi complementary: products

Iihat's application; seftware developers Inithe
case ol PEVersus Apple; ornow oiiSymbian
versus Linux/AVindews/dZEE/Ralm

|Sack ol secunty intearier Versions o VWIndews
made It easiertordevelop applications

S0 did the choice ol security technologies that
dump usability’ costs on the user (SSL, not SET)

Once youve a monopoly, lock it all dewn!
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Economics and Usability

VIake your products usable by newbies
... DUt mUchrmore usanle with practice!

lle'What extentican you make skill'a
SOUNCE Ol asyMmMELIC IoCKIND

HYPOtNESIS: this Underlies the Tallure of
USer programmanility te get traction!

VWe have nothing now as good as BASIC
was in the 1960s...
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Economics and Usability (2)

How many. features should my product have?

Viarginalibenefit oi-new feature concentrated in
Seme target market

Viarginal cestispread evenrall tusers
SO WE get chronic featuritis!

At equilivrium; a computer/ phoene /fanything
programmable will e just on the edge or
unacceptability to a significant nUMber of USErs

T’he same happens with |aws, SEerVIces, ...
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Why are so many security
products ineffective?

Akerlofis Nobel-prizewinning paper, ['he Market
for Lemons: introduced asymmetric information

SuUppose a town has 100iused cars ior sale: 50
goodienesworthr$2000/and 50 Iemonsiworth
$11000

VWhat istthe eguiliortm price of Used cans?
751500, norgood cars will'be offered for sale ...
Started the study of asymmetric infermation
Security products are often a lemons market
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Products worse then useless

Adverse selection and moral hazard matter (why.
do Volvoe drivers have more accidents?)

Application te trust: Ben Edelman; "AdVerse
selection on enline trust centifications: (WEIS 06)

VWebsites withratlRUSHie certification ane more
than twice asiikely terbe malicious

lihe top Googlerad s aboeut twice as likely as the
[op Iree search result to e malicious (other
search engines worse ...)

Conclusion: Don't click on ads’
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Privacy

\Vlost people say they value privacy, but act
otherwise. Most privacy: ventures failed

VWhy Is there this: privacy gap ?

Odlyzke = technology. makes price discrimination
poeth easierandimore attractive

AcqUIStietal=peoplercareravouipiivacy When
PUYING CIGtNES; BUl'nel cameras (PpheneVIRUSES
Worse forvendor than PG Viruses?)

lleewenstein et all— It's noet clear. that there are
stable and conerent privacy preferences!
Student disclosure more for How bad RU" and
less with detailed privacy notice
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Conflict theory

[DOEeS the defence ofi a country. or a system
depend on the least effort, on the best effort, or

on the sum of efferts?
lihe lastisieptimal; thefdirstisireally awiul

Soeftwareisrammix: it'dependsion the worst efiort
of the least careitl programmer;, the best efiont of
the security architect, and the sum ol elfents of
the testers

\Vieral: hire fewer better programmers, more
testers, top architects
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How Much to Spend?

IHow much should the average company
Spend on Infermation Security?

Governments, Vendors say: much much
moere than at present

BUtthey Ve been saying thisior 20 years!

\Vieasurements ol secunity return-on-
Investment suggest about 20% p.a. overall

S0 the total expenditure may. be about
right. Are there any better metrics?
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Skewed Incentives

VWhy dolarge companies spend tee much on
security;and smalllcompanies too little?

Research shows an adverse selection effect

(Corpoerate secunty manaders tendito; beisks
aVErSE PEBPIE; Biten Irom accolnting / finance

Viere risk=loving people may hecome sales or
engineering staif, or small=firm entrepreneurs

Ifhere's also due-diligence, government
regulation, insurance and agency. to think of
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Skewed Incentives (2)

Ifyou are DIrNSA and have a nice new
hack on XP and Vista, do you tell Bill?

el — protect: S00m AmEericans

Donttell’=herableteonack400m
Eurepeans; 1000m Chinese, ...

lifthe Chinese hack USIsystems, they
keep quiet. I you hack thelr systems,; you
can brag about it to the President

S0 offence can be favoured over defence
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Security and Policy

Our ENISA report, published i Vlarch, has
15 recommenadations:

s SEcUnty breach disclosure law

n EUWIde datareniinancialinadd

n Data enwhich ISPsihoest malware

s Slow-takedown penalties and putback rnghts
n Networked devices 1o e secure by default

See links from my web page
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Security and Sociology

Iihere's a lot of interest in using social network
models (o analyse systems

BarabasiiandAlbert showed that a scale-iree
networkicould be attacked efficiently by targeting
IS NIGN=eIdErNGUES

hinksrulersitarget Saxonlanadlerdsy/: Ukrainian
kulaks/liutsi'schoeolteachers /...

Can we use evolutionary, game theory. ideas 1o
figure out how NEtWorks evolve?

ldea: run many simulations between different
attack / defence strategies
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Security and Sociology (2)

\/ertex-order attacks with:

Black — normal (scale-
free)replenishment

Green — defenders
replace nigh=eraer,
nedes with rngs

Cyan —they use
cligues (C.1.'system
pielegy:...)

Component 90

5 16 20 Application: traffic
Rounds analysis (see my
Google tech talk)
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Psychology and Security

Phishing only started in 2004, but in 20061t cost
the UK £35m and the USA perhaps $200m

Banks react torphishing by: blame and train’
ENONS toWards CUStOmEers

BUtwWe know iremithe satety=critical word that
thisideesn it work!

Ve train people to keep on clicking OK: until
they can get theirwork done — and learned
helplessness goes much wider

People don't notice missing padlock — the ‘dog
that didn't bark’. Is there anything we can do?
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Psychology and Security (2)

Folklore: systems designed by geeks for
geeks alsoe discriminate against women,
the elderly:andthe less educated

VVe sel oul terChECK WRETNER PEGPIE With
RIGREr systemizing thansempatnizing:
anlliy woeuld detect phishing more easily.

\Viethodoelogy: tested students for phishing
detection, and also on Baron-Cohen test

Presented at SHBO7: re-examined by sex
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Online Safety & Personality Survey :: FF1 - Mozilla Firefox
File Edit View History Bookmarks Tools Help
& (€ x_n;\ L] http: S tylerwmoore, comflimesurveyfindex.php

’ Getting Started |5, Latest Headlines

Online Safety & Personality Survey
‘ oM 1100%

Gookmarks Tools Help
- - &= " http:{{httpspaypalcom-cgi-bin-webscr-sec-cmdogin.secdatal .comfcgi-bin-websc | ¥
’ Getting Started [y Latest Headlines

Search

U.S. English v

Account login (%)

Did you know?

Email addr

PayPal password

Protection

about FDIC pass.through insurance

Choose one of the following answers

T Legitimate wehsite
 lllegitimate phishing website
T I'm not sure
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Results

40

60

ADbility to'detect
phishing is correlated
with' S@Q-EQ

ItIS (Independentiy)

correlated with
gender:

Folklore 1s right'—the

gender HCI i1ssue
applies to security too




Psychology and Security (3)

Soclal psychology has long been relevant to us!

m Solomon Asch showedimost people would deny. the
evidence ofithelr eyes to coniorm te'a group

n Stanley Vilgramishowed that' 605 o people will’de
downrghtimmoralthings iirerderedito

m PhiliprZimbarndos Staniord Prsener EXperiment
showed roles and group dynamics Were enough

Iihe disturbing case of Officer Scott"
HOW can systems resist abuse of authority?
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Psychology and Security (4)

\Why: dees terrorism Work?

Iihe bad news: it's evoelved to exploita large
AUMBEr o ourrheursticsiand biases!

Availabilitysheurstic; montalitysalience;
ANChHeNNg; Iessraversionin Uncertainty; Wanness
olithostilelntent; vielation eifmoeral'sentiments;
Credence given te Images; reaction'agaimst out-
group; sensitivity te:changes;...

Ilhe good news: biases affect novel events
more, and so can be largely overcome by
experience
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Psychology and Security (5)

[Deception — from Its rele in evelution, to

evernyday soclal poker; seli-deception; Now.
deception Is different online; and policy:..

VWoeuldiyoeu really vete fora president you
didn t thinkscotld e te you?

Viany iInappropriate psycholegical
Interfaces’ are sustained by mMoney: ofr
POWEI — compare Why We fear computer
crime too little, and terrorism too much
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The Research Agenda

Iihe online world and the physical world are

merging, and: thisswill'cause major. dislocation for
many.years

SECUNIL/ ECONOMICS IVES US'SOME Ol tRE oIS
We need terunaderstandiwnatsigeingon

SOCI0IegY gIVES some coollandiuselul stuliitoo

And security psychoelogy:is not just usability'and
phishing — it might bring us fundamental insights,
Just as security. economics has
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More ...

See for a survey.
article, our ENISA report, my. security. economics
rlesource page, and links to:

WEIS—AnnuallVVerksnop on Econemicsiand
IRfermation SECUrILY.

SHB= VWorkshepron Security and Human
Benaviour (Www.lightbluetotuchpaper.org)

‘Security Engineering — A Guide to Building
Dependable Distributed Systems™ 2e — just out!
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